Bai 1:
Frame relay

Frame relay van la cong nghé WAN duoc trién khai nhiéu nhat c6 dung router.
Da c6 mot sy chuyén d6i dan dan tir FR sang cac cong nghé nhu VPN dua trén
nén IP va MPLS-VPN. Tuy nhién Frame relay s& vin dong mot vai tro 16n
trong cac mang doanh nghiép trong mot twong lai trudc mat.

Chuan FR dugc phat trién bai nhiéu nhom nghién ctru. Ban dau, Cisco va cac
cong ty khac (con dugc goi 1a gang of four) phat trién mot chuén giup cho tinh
tuong thich ctia FR va phat trién san pham. Sau d6 mot dién dan vé Frame
relay Framerelay Forum duoc thanh 1ap nham phat trién FR. IETF hién dinh
nghia vai RFC lién quan dén viéc dung FR nhu 14 giao thtc 16p 2 trong mang
IP.

Tai liéu Cisco IOS thudng mo ta cac chuan cua FR thong qua cac thoa hiép
hién thyc FRF, vi du FRF.12 lién quan dén dic ta cho tién trinh phan manh.
Cubi cung, ANSI va ITU xay dung trén cac chuén nay dé chuan héa FR theo
chuan quéc gia ciia My va quéc té.

Cac mach 4o cua Frame Relay:

Cong nghé Frame Relay thuong chuyén cac frame tir ngudn dén dich trén
nhitng duong dan két ndi do0. Cac dudng di 40 nay cé thé 1a cac mach ao
thuong truc (permanent virtual circuits - PVCs) hodc cac mach o chuyén mach
(switched virtual circuits - SVCs).

Mot PVC thuong duge thiét 1ap boi cac nha cung cap dich vu khi ho lap trinh
cac tong dai Frame Relay Switch. Tuy thudc vao thoa thuin voi nha cung cp,
mot khach hang hodac mot PVC cua nguoi dung co thé dugc ciu hinh dé mang
luu lugng dén mot tde do nao d6 duoc goi la toe do thong tin cam két
(committed information rate - CIR).

CIR 1a téc d6 truyén ma mang Frame Relay hodc nha cung cap dong y truyén
trong tinh trang binh thuong, day cling la toc do trung binh trong mot khoang
thoi gian nao d6. Pon vi ciia CIR 14 bits trén giay.

M3di két ndi PVC & cudi mdi thiét bi ddu cudi duoc xac dinh bang mot dia chi
c6 chiéu dai 10 bit trong phﬁn header dau cua frame, con dugc goi la DLCI.
DLCI thuong duoc ding dé anh xa dén dia chi 16p mang cua dich dén, tirc dia
chi cta router & dau xa ctia mach PVC. Sau dé dir liéu can duoc truyén trén ha
tang Frame relay s& dugc dong goi trong cac header nay.

Moi header trong Frame Relay duoc chén vao gia tri DLCI tuong ng dén dia
chi 16p mang cua dich dén. Cac frame sau do s€ dugc guri dén tong dai véi gia
tri DLCI ban dau. Cac frame nay tiép tuc duoc trung chuyén vé phia mang dich



thong qua cac tong dai ctia cac nha cung cap dich vu FR. Cac tong dai FR ¢
thé thay d6i gia tri DLCI sang cac PVC khac trén duong di vé dich. Két qua 13,
gi4 tri DLCI ctia mot frame khong nhat thiét phai 1a gidng nhu gia tri ban dau
khi frame di vao mang Frame Relay. Vi vay, gia tri DLCI chi c6 ¥ nghia cuc
bd. Ngoai ra, ca hai dau cia PVC c6 thé dung cung gia tri DLCI, vi du DLCI
200. Tuy nhién, & cudi mot két ndi, moét DLCI khong thé tuong trung cho nhiéu
hon mot PVC.

Théng s6 nhan dang két ndi 16p datalink DLCI :

Dé két ndi hai thué bao Frame Relay DTE, nha cung cap dich vu FR s& ding
mot mach do gitra hai router dau cudi. Mot router c6 thé gui ra mot frame
Frame Relay, trong d6 c6 mot truong c6 chiéu dai 10-bit dé nhan dang timg
VC, goi la Data Link Connection Identifier (DLCI).

Céc tong dai trung gian FR chuyén cac frame dua trén thong tin trén gia tri
DLCI cua frame, cho dén khi frame thuc su thoat ra khoi téng dai dé dén router
trén dau kia ctia két nbi. Cac gia tri FR DLCI chi ¢6 y nghia cuc bo, nghia 14
mot gia tri DLCI nao d6 chi c6 y nghia trén mot két nbi don. Két qua l1a gia tri
DLCI cua mot frame c6 thé thay d6i khi frame di qua mot mang. Nam budc
dudi day hién thi céc gia tri DLCI cuc bd cho mgt mach 4o trong hinh vé.
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Router A gtri ra mdt frame vé1 gia tri DLCI 41.

Téng dai FR xac dinh frame la mot phén ctia mach VC két ndi router A dén
routerB.

Téng dai FR thay thé truong DLCI ciia frame bang gia tri 40.

Trong thuc té, mot vai nha cung cép dich vu dung dia chi DLCI toan cuc.
Qui wdc DLCI truyén thong cho phép ta suy nghi router c6 mot dia chi don
duy nhét, cling twong tu nhu vai tro ctia dia chi MAC. Tuy nhién cac dia chi
van 1 cuc bo va mot gia tri DLCI ctia mot mach do VC van co6 thé bi thay
ddi gia tri khi n6 di qua mot hé théng mang. Vi dy, cho cung mét VC tu
routerA dén RouterB, chi ra routerA c¢6 DLCI 1a 40 va routerB ¢6 DLCI la
41.

Y tudng ciia dia chi toan cyc thi ciing giéng nhu trong LAN. Vi duy, khi
router A giri mot frame dén Router B, router A s& gui frame dén dia chi
toan cuc cua router B (41). Tuong tu, routerB s€ giri mot frame dén dia chi
toan cuc cua router A (40).

Cac thong diép quan 1y trang thai cong ndi bd (Local Management
Interface — LMI)

Céc thong diép LMI trong FrameRelay gitp ta quan ly trang thai duong
truyén giita router thué bao va tong dai FR. Mot router thué bao dich vu FR
c6 thé giri cac thong diép truy van vé trang thai dén tong dai va tong dai sé
tra 101 bang thong diép trang thai LMI Status dé thong bao cho router vé gia
tri DLCI cua mach 4o VC ciing nhu 1a trang thai cia ting mach VC nay.

O ché do mic dinh, thong diép LMI dugc g mdi 10 gidy. Ctr mdi thong
diép thir sau s& mang day du thong tin vé trang thai, trong d6 bao gom thong
tin day du hon veé ting VC.

Céc thong diép truy van LMI Status enquiry (tir router) va Status (ttr téng
dai) cing hoat dong nhu co ché keepalive. Mot router s€ xem cdc cong cua
n6 1a bi hong néu router khong thé nhan thong diép tir tong dai trong ba chu
ky (mdi chu ky 1a 10 gidy). Két qua 13, co ché LMI trong Frame Relay thuc
su dugc cho phép hoic khong duoc cho phép bang cach dung 1énh
keepalive/no keepalive trén cong Frame Relay cua router. Néi cach khac,
1énh no keepalive sé tit cac thong diép LMI.

C6 ba loai thong diép LMI ton tai, chii yéu 1a do c6 nhiéu nha cung cap thiét
bi va cac chuan khac nhau dé phat trién FR. Kiéu dugc dinh nghia sém
nhéat, dugc goi la Cisco LMI thi hoi khac voi cac kiéu ANSI va ITU duge
dinh nghia sau d6. Su khac nhau & diém:

[Cisco LMI cho dung cac gia tri DLCI dugc phép, tirc diy s6 DLCI cho

phép.
"1Cac gia tri DLCI dugc dung dé gui thong diép LMI.



No6i mét cach thuc té, cac Vén dé nay it quan trong. Méc dinh router s& tu
dong do tim loai LML Néu can thiét, 1énh frame- relay Imi-type co thé duoc
ding dé chi ra kiéu LMI duoc dung trén duong truyén Frame Relay.

Bang dudi day liét ké ba kiéu LMI, tir khoa type cung véi vai diém so sanh
lién quan dén LMI va céc gia tri DLCI cho phép. Vi du kiéu LMI ciia Cisco
cho phép dung céc gid tri DLCI tir 16 cho dén 1007. Kiéu LMI cia ANSI
cho phép dung DLCI tir 16 dén 991. Gia tri DLCI dwoc dung dé boi chinh
LMI dé truyén va nhan cac thong diép ciing khac nhau. Cisco LMI dung
DLCI 1023, con ANSI LMI dung DLCI 0.

Kieu Tai lieu | Cac thong |Day DLCIT | LMI
LMI nguon 6 Cisco I0S | cho phép.(so | DLCI
LMI Type hrong)
Cisco Riéng Cisco 161007 1023
wD92)
ANSI T1.617 Adish 16-991 (976) | O
Annex D
ITU Q.933 «amnnex | ¢933a 16-991 (976) | O
A

Frame Relay Headers va qua trinh dong géi FR

Router tao ra cac frame bang cach dung cac header lién tiép khac nhau. Header
dau tién 14 ITU Link Access Procedure for Frame-Mode Bearer Services
(LAPF). Header LAPF bao gdm tat ca cac truong dugc dung boi tong dai FR
dé phan phdi cac frame trén dam may FR, cac trudng nay bao gom DLCI, DE,
BECN va FECN.

Céc trudng theo sau phan LAPF sé& chira cac théng tin quan trong cho céc
router thué bao trén dau cudi cua VC. Doi véi doan header dong goi, cé hai tuy
chon ton tai:

1Cac loai header do Cisco dinh nghia ban dau.
THeader duoc dinh nghia boi IETF trong RFC 2427 (trudce day la RFC 1490).

Néu ta dung Cisco router & cudi mdi VC, tuy chon cisco 13 pht hop va lam viéc
t6t. Trong khi, tity chon ietf 13 can thiét trong truong hop dung nhiéu san pham
ctia cac hang khac nhau. Ca hai header déu c6 mot trudng co tén 1a protocol dé
hd tro nhiéu giao thic 16p 3 trén mot VC. Trudng duge dung nhiéu nhat 1a
truong xac dinh giao thuc 16p mang Network Layer Protocol ID, dugc md ta
trong RFC2427. Hinh dudi diy mé ta ciu triic cua header va trailer.
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Mbi VC mac dinh déu dung header cua Cisco trir phi dugc céu hinh dé dung
header kiéu IETF. C6 ba phuong thirc duge dung d€ cau hinh mét VC dung
kiéu header IETF:

1Dung 1énh encapsulation frame-relay ietf. Lénh nay sé& thay doi trang thai
mic dinh cta cong d6 sang IETF thay vi diing cisco.

"IDung 1énh frame-relay interface-dlci number ietf, bd qua trang thai mac dinh
cho VC nay.

"/Dung 1énh frame-relay map dlci....ietf. Lénh nay ciing s& thay d6i trang thai
mac dinh cua VC.

Vi du, trén mot cong c¢6 10 VC, trong d6 c6 bay VC can phai dung kiéu dong
g6i IETF, cong c6 thé chuyén sang IETF bang 1énh encapsulation frame-relay
ietf. Sau do, 1énh frame-relay interface-dlci number cisco co thé dugc dung cho
ba VC can chay theo kiéu dong géi Cisco.

Caic tin hiéu bao nghén DE, BECN va FECN trong Frame Relay

Mang FR, ciing gidng nhu cic mang da truy cap khac, co thé tao ra nghén do
van dé tc d6 khong dong bo. Vi du mot mang Frame Relay ¢ 20 thué bao voi
cac duong 256 kbps va mot van phong chinh c6 biang thong mirc T1. Néu ca 20
site guri cac frame lién tuc vé van phong chinh & ciing mét thoi diém, ta s& c6
khoang 5Mbps dit liéu can di ra khoi duong T1 1.5Mbps, lam cho hang doi caa
tong dai FRSwitch ting nhanh.

Tuong ty, khi van phong chinh can gui dir liéu dén bt ky chi nhanh nao, router
s& giri & toc 6 T1. Didu nay 1a nguyén nhén tiém tang giy nghén dau ra, cac
hang doi cling c6 thé ting nhanh chéng bén trong mang FrameRelay.

Do d6, FR cung cap hai phuong thirc dé phan tmg voi van dé nghén.

Adaptive Shaping, FECN va BECN

O chuong 16, “shaping va policing” d mé ta khai niém dinh hinh luu luong



theo ché d6 thich ung, trong d6 router s€ thay ddi tdc d6 dinh hinh tuy thudc
vao mang c6 nghén hay khong. Dé phan tmg v6i nghén xay ra trong mang FR,
router phai nhan dugc vai dang thong béo tir tong dai FRSwitch ring nghén da
xay ra. Vi vdy phan header ctia FR s& bao gdm cac bit Forward Explicit
Congestion Notification (FECN) va bit Backward Explicit Congestion
Notification (BECN) bits dé bao hiéu nghén xdy ra trén mot VC nao do.

Pé thuc hién viéc nay, khi mot tong dai FRSwitch nhén thdy c6 nghén gay ra
bai mot VC, tong dai s& gan bit FECN trong mot frame ctia VC d6. Tong dai
ciing theo ddi cac VC dang bi nghén sao cho né ¢6 thé tim ra frame ké tiép
dang duoc gui trén VC d6 nhung di theo chiéu dbi dién nhu trong budc 4 cta
hinh. Toéng dai sau d6 s& danh dau bit BECN trong frame dang truyén theo
chiéu nguoc lai nay. Router nhan dugc frame c6 bit BECN biét rfmg mot frame
do router guri ra d3 chiu tinh trang nghén, vi vay router c6 thé giam toc do giri
dit liéu ciia n6 xudng. Hinh dudi ddy mo ta mot vi du cua tién trinh.
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Bit FECN c¢6 thé duoc gan boi téng dai FR nhung khong thé duoc gan boi bét
ky router nao boi vi router khong can truyén tin hi¢u nghén. Vi du, néu R1 nghi
rang nghén xay ra tu trai sang phai, R1 co6 thé chi can giam toc do truyén
xudng. O dau kia cta két ndi, R2 1a dich dén cua frame, vi vay no s& khong bao
gid luu y vé nghén xay ra cho nhiing frame di tir trai sang phai. Vi vay, chi co
tong dai can phai thiét 1ap gia tri bit FECN.

BECN thi c6 thé dugc gan boi tong dai va boi router. Hinh trén mé ta mot tong
dai gan gia tri BECN trén frame ké tiép ctia nguoi dung. N6 ciing 6 thé giri
cac frame kiém tra Q.922. Pong thai ndy gitp loai bo su can thiét phai chd cho
c6 luu lugng cua ngudi dung gui trén VC va gan gia tri BECN trén frame do.
Cubi cung, cac router co thé duoc cAu hinh dé xem xét cac frame c6 bit FECN,
phan tng lai bang cach giri ra cic frame kiém tra Q.922 trén VC d6 véi bit
BECN dugc thiét l1ap. Pac tinh nay, thinh thoang con dugc goi la phan hoi
FECN. Tinh ning nay dugc cau hinh bang 1énh shape fecn-adapt (CB
Shaping) hodc Iénh traffic-shape fecn-adapt (FRTS).



Bit chi ra kha nang loai b6 frame DE

Khi c6 nghén xay ra, cac hang doi trong tong dai FRSwitch bat dau 1ap day.
Trong vai truong hop, frame co thé bi loai bo ra khoi hang doi. Tong dai co thé
(nhung khong yéu cau) phai kiém tra bit chi ra kha néng loai bo cua frame
Discard Eligibility (DE) khi frame can phai bi loai bo. Téng dai FR s& chu
dong loai bo cac frame c6 bit DE thay vi loai bé cac frame khong c6 bit DE.

Ca router va tong dai FR c6 thé gan bit DE. Thong thuong, mot router s& ra
quyét dinh vé viéc gan bit DE trong vai frame nao d6, boi vi ngudi quan tri ¢6
kha nang biét cac luu luong nao 1a quan trong hon luu lwong nao, thuong 1a
chiéu inbound.

Panh dau céac bit DE c6 thé dugc thuc hién thong qua co ché CB Marking,
dung Iénh set fr-de cua MQC. Mac du router thuong thuc hién viéc danh dau
bit DE, céc tong dai FR ciing ¢6 thé danh dau bit DE. Di véi tong dai, dong
tac danh dau thuong dugc thuc hién khi téng dai khéng ché luu lugng, nhung
thay vi loai bo cac luu lwong vuot qua gidi han, tong dai s& danh dau bit DE.
Bang cach ndy, cac tong dai bén dudi s& c¢6 kha ning loai bo cac frame di danh
dau va gy ra nghén.

Bang dudi ddy tom tit cac diém mau chdt vé FECN, BECN va bit DE

Bit Y nghia Pugc thiet 1jp béi

chiéu cua frame cac frahie nguom dung

FECN |Xay ra nghén theo cung|Toéng daiy, FRSwitch trong

BECN |Xay ra nghén theo chiéu/Bor tong dai hay router

nguoc  voi  chiéu o cha

trong cac frame cua nguol

trued ¢ nhime frame khac

frame dung hay trong cac frame
kiem tra Q.922
DE Frame«nay s€ b1 loair bo | Router hay tong dai trong

cac frame cua nguol ding

Céu hinh Frame Relay

Phan nay mo ta cac cau hinh co ban va cac I¢nh hoat dong, cung vdi cac co ché

nén tai trén FR va co ché chén LFI trong FR.

Ciu hinh Frame Relay co ban

Hai chi tiét quan trong nhat lién quan dén cu hinh Frame Relay 1a viéc két hop
cac gia tri DLCI véi céac céng hodc subinterface va viéc anh xa dia chi 16p 3
dén cac gia tri nay. Mot diéu tha vi 1 ca hai dac diém nay co thé dugc cau hinh
v6i1 cung hai I€nh: frame-relay map va I¢nh frame-relay interface-dlci.




Mic du mot router c¢6 thé hoc cac gia tri DLCI trén dudng truyén FR thong qua
cac thong diép LML, cac thong diép nay khong c6 chirc nang ngdm dinh rang
DLCI s& dung cho cong nao. Pé cau hinh FR dung cac subinterface, cac thong
s6 DLCI phai duoc két hop véi cac subinterface. Bat ky DLCI nao dugc hoc
v6i LMI ma khong két hop voi mot cong subinterface thi s& duoc gia sir 1a
dung cho cong vat Iy.

Mot phuong thirc pho bién hon dé thuc hién viéc két hop nay 1a dung 1énh
frame-relay interface-dlci trong dau nhac 1énh sub interface. Trén cac
subinterface dang diém-ndi-diém point-to- -point, chi c6 mét 1énh frame-relay
interface dlci la dugc phép dung, trong khi néu cong 1a dang da diém
multipoint, co thé nhiéu lénh duge dung.

Mot phuong thie thay thé 1a dung 1énh frame- -relay map. Lénh nay van anh xa
dia chi 16p 3 sang gia tri DLCI nhung cting ngam dinh chi ra rang DLCI thudc
vé cong ma 1énh nay dugc cAu hinh. Trén cac cong subinterface dang da diém,
nhiéu 1énh c6 thé dugc cho phép d6i véi timg giao thirc 16p 3.

Vi du dudi day mo ta cac tuy chon cAu hinh cua FR, dung 1énh frame-re!ay
interface-dlci va cac 1énh show lién quan. Vi du nay hién thuc cac yéu cau sau
day:

R1 dung nhiéuqccx)ng dang multipoint subinterface ﬁé }(ét péi R2 vaRa3.

R1 dung cac cong subinterface dang diém-diém dé két n61 dén R4.

Mach 4o VC giira R1 va R4 dung kiéu dong goi IETF.
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Bit dau bang cdu hinh ciia R1. Cong subinterface s0/0. 14 hién thi tily chon
IETF dugc dung trén Iénh frame-relay interface-dlci. Cong subinterface
s0/0.123 c¢6 hai DLCI thudc vé no, 1a VC két noi dén R2 va R3.

Code:

interface Serial0/0/0

encapsulation frame-relay

!

interface Serial0/0.14 point-to-point
ip address 10.1.14.1 255.255.255.0
frame-rely interface-dlci 104 IETF

!

interface Serial0/0/0.123 multipoint
ip address 101.123.1 255.255.255.0
frame-relay interface-dlci 102
frame-relay interface-dlci 103

Tiép theo 1a cAu hinh R2. R2 gan gia tri DLCI cho VC tir R1 va R3 dén cong
subinterface .123. Chi ¥ rang so cua subinterface cua router khong can phai
ding bang gié tri DLCI.

Code:

interface Serial0/0/0

encapsulation frame-relay

!

interfacce Serial0/0/0.123 multipoint
ip address 101.123.2 255.255.255.0
frame-relay interface-dlci 101
frame-relay interface-dlci 103

Tiép theo la cau hinh R4, trong do dong goi bang lénh frame-relay ietf. Lénh
nay sé thiét lap kiéu dong goi cho tat ca cac VC trén cong S0/0/0. Ciing luu y
rang tan sut giri cac thong diép da thay doi tir gia tri mac dinh (10) thanh 8
thong qua 1énh keepalive 8.

Code:

interface Serial0/0/0

encapsulation frame-relay IETF
keepalive 8

!

interface Serial0/0/0.1 point-to-point
ip address 10.1.14.4 25.255.255.0
frame-relay interface-dlci 101




Lénh show frame-relay pve hién thi cac thong tin thong ké va trang thai cua
tung VC. Lénh keé tiép trén R1 da bé qua mot s6 doan, chi dé lai nhitng dong c6
trang thai PVC.

Code:

R1# show frame-relay pvc| incl PVC STATUS

DLCI =100, DLCI USAGE = UNUSED, PVC STATUS = INACTIVE,
INTERFACE = Serial0/0/0

DLCI =102, DLCI USAGE = LOCAL, PVC STATUS = ACTIVE,
INTERFACE = Serial0/0/0.123

DLCI =103, DLCI USAGE = LOCAL, PVC STATUS = ACTIVE,
INTERFACE = Serial0/0/0.123

DLCI =104, DLCI USAGE = LOCAL, PVC STATUS = ACTIVE,
INTERFACE = Serial0/0/0.14

DLCI =105, DLCI USAGE = UNUSED, PVC STATUS = ACTIVE,
INTERFACE = Serial0/0/0

DLCI = 106, DLCI USAGE = UNUSED, PVC STATUS = INACTIVE,
INTERFACE = Serial0/0/0

DLCI =107, DLCI USAGE = UNUSED, PVC STATUS = ACTIVE,
INTERFACE = Serial0/0/0

DLCI =108, DLCI USAGE = UNUSED, PVC STATUS = ACTIVE,
INTERFACE = Serial0/0/0

DLCI =109, DLCI USAGE = UNUSED, PVC STATUS = INACTIVE,
INTERFACE = Serial0/0/0

Code:

R1# show frame-relay pvc 102

PVC Statistics for interface Serial0/0/0 (Frame Relay DTE)
DLCI =102, DLCI USAGE = LOCAL, PVC STATUS = ACTIVE,
INTERFACE = Serial0/0/0.123

input pkts 41 output pkts 54 in bytes 4615

out bytes 5491 dropped pkts 0 in pkts dropped 0

out pkts dropped 0 out bytes dropped 0

in FECN pkts 0 in BECN pkts 0 out FECN pkts 0

out BECN pkts 0 in DE pkts 0 out DE pkts 0

out bcast pkts 27 out becast bytes 1587

5 minute input rate 0 bits/sec, 0 packets/sec

5 minute output rate 0 bits/sec, 0 packets/sec

pvc create time 00:29:37, last time pvc status changed 00:13:47

Két qua 1énh dudi ddy x4c nhan rang duong truyén cua R1 dang dung Cisco
LMI. Céc thong diép trang thai LMI s& xuat hién mdi phut trong d6 thong diép
Full Status message duoc liét ké sau cuing. Chu ¥ ring router giri cac thong diép
truy van trang thai dén tong dai. Khi tong dai giri cac thong diép trang thai, cac
bo dém nay sé& cung tang.

Code:




R1# show frame-relay Imi

LMI Statistics for interface Serial0/0/0 (Frame Relay DTE) LMI TYPE =
CISCO

Invalid Unnumbered info 0 Invalid Prot Disc 0

Invalid dummy Call Ref 0 Invalid Msg Type 0

Invalid Status Message 0 Invalid Lock Shift 0

Invalid Information ID 0 Invalid Report IE Len 0

Invalid Report Request 0 Invalid Keep IE Len 0

Num Status Enqg. Sent 183 Num Status msgs Rcvd 183

Num Update Status Rcvd 0 Num Status Timeouts 0

Last Full Status Req 00:00:35 Last Full Status Rcvd 00:00:35

Lénh show interface liét ké vai chi tiét, bao gom cac khoang thoi gian dé gui
cac thong di¢p LMI, LMI stats, LMI DLCI va céc trang thai trong hang dgi FR.
Hang do1i broadcast gilr cac broadcast FR ma nhirng broadcast nay sé dugc
nhan ban va gui trén VC. Vi du nhu cac OSPF LSAs.

Code:

R1# show int s 0/0/0

Serial0/0/0 is up, line protocol is up

! lines omitted for brevity

Encapsulation FRAME-RELAY, loopback not set

Keepalive set (10 sec)

LMI enq sent 185, LMI stat recvd 185, LMI upd recvd 0, DTE LMI up
LMI enq recvd 0, LMI stat sent 0, LMI upd sent 0

LMI DLCI 1023 LMI type is CISCO frame relay DTE

FR SVC disabled, LAPF state down

Broadcast queue 0/64, broadcasts sent/dropped 274/0, interface broadcasts 228
! Lines omitted for brevity

Code:

R3# sh frame Imi |include LMITYPE

LMI Statistics for interface Serial0/0/0 (Frame Relay DTE) LMI TYPE =
ANSI

R3# sh int s 0/0/0 | include LMI DLCI

LMI DLCI 0 LMI type is ANSI Annex D frame relay DTE

Chu y 14 R3 dang dung kiéu ANSI LMI. R3 ¢6 thé cau hinh LMI tinh bang ciu
1énh frame-relay Imi-type {ansi | cisco | q933a} trong cong vat 1y. Tuy nhién
R3 da bo qua 1€nh nay, 1am cho R3 c¢6 hanh dong mac dinh 1a ty dong tim ra
loai LMI.




Frame Relay Inverse ARP:

IP ARP duoc biét dén nhu mét giao thirc phd thong va twong ddi don gian. D6i
v6i ky thi CCIE ciing vay. Da s cac cdu hoi trong phan IP ARP 1a nhitng cau
hoi don gian. Do d6, nhimng cau hoi kho vé chu dé xay dung CEF adjacency
table s€ tap trung vao Frame Relay Inverse ARP, ciing chinh vi vdy ma phuong
thirc Frame Relay Inverse ARP s& duoc trinh bay cu thé va chi tiét hon.

Tuong ty nhu IP ARP, nhiém vu cia InARP 14 phan giai gitra dia chi L3 va dia
chi L2. bia chi L3 chinh la dia chi IP, con dia chi L2 ¢ day chinh la s6 DLCI
(twong tu nhu dia chi MAC trong IP ARP). Tuy nhién, trong phuong thirc
InARP, router di biét dugc dia chi L2 (DLCI), va can phan giai ra dia chi L3
(IP) tuong tGmg.

Hinh sau 1a mgt vi du vé€ chirc nang ciia InARP.

Frame Relay InARP

172.31.124.4

LMI Status: LMI Status:

DLC| 200 up | ¢ ‘_ * DLCI 400 up
[ InARP: | 3m 172.31.124.4 | [ InARP: | am 172.31.124.2 |
e -y

Hinh 1.2

Trong moi truong LAN, doi hoi phai c6 mot goi tin (ARP request) dén host va
kich hoat giao thirc IP ARP trén host (trd vé ARP reply). Tuy nhién , trong moi
truong WAN, khong can mot goi tin nao dén router dé kich hoat InARP trén
router nay, thay vao d6 1a mot théng diép vé tinh trang LMI (Local
Management Interface) s€ dugc dung.

Sau khi nhan dugc thong di€p trang thai LMI 1a LMI PVC Up, router s€ loan
béo dia chi IP ctia n6 ra mach lién két ao (VC - Virtual Circuit) twong tig
thong qua thong diép InARP (dinh nghia trong RFC1293). Nhu vay, mot khi
LMI khong dugc thuc thi thi InARP cling khong hoat dong bdi vi khong co
thong diép ndo néi cho router biét dé guri thong diép InARP.



Trong mang Frame Relay, nhiing céu hinh chi tiét dugc chon Iya véi muyc dich
tranh mot s6 tinh trang khong mong mudn, nhing tinh trang nay s& duoc mo ta
chi tiét trong nhiing trang ké tiép cuia chwong nay. Vi du khi st dung point-to-
point subinterface, voi mo6i VC thuc mot subnet riéng, tat ca nhitng van dé gip
phai trong c4u hinh nay s& duoc mo ta rd rang dé c6 thé phong tranh.

Ban than giao thirc INARP tuong ddi don gian. Tuy nhién, khi trién khai InARP
trén nhitng mé hinh mang khac nhau, dua trén nhitng kiéu cong khac nhau
(cong vat 1y, cong point-to-point subinterface va multipoint subinterface) thi
cach thirc hoat dong cta InNARP s& trd nén phire tap hon rat nhiéu.

Sau ddy 1a mot vi du vé hé thong mang Frame Relay dugc thiét ké theo mo
hinh mang ludi khong day du (partial mesh) trén cung mot subnet trong khi
mdi router sir dung mot kiéu cong khac nhau.

Frame Relay Topology for Frame Relay InARP Examples
172.31.134.0/24

Pt-Pt _
== 134.3 _ b3
E _,_—C"*-u ____________ ﬁ:\a_—f:—-
R3 1341 R1%
DLCI 300 ; - DLCI 100

P'h:.rsmal

Hinh 1.3

So d6 mang trén chi mang tinh chét 1a mot vi dy, n6 chi s dung trong moi
truong hoc tap dé hiéu chi tiét hon vé cach thirc hoat dong cua InARP. So dd
nay khong nén dugc ap dung trong méi truong mang thuc té boi thiét ké yéu
kém voi nhiéu han ché khi trién khai giao thirc dinh tuyén bén trén.

Thong tin cua mot sO 1énh show va debug lién quan dén Frame Relay InARP
va mdt trong sO nhitng diéu ky quéc vé InARP lién quan dén point-to-point

subinterface dugc mo ta trong vi du 1.1.

Pau tién cau hinh frame relay trén cong multipoint ctia R1.



Code:

Router1# sh run

! Lines omitted for brevity

interface Serial0/0

encapsulation frame-relay

interface Serial0/0.11 multipoint

ip address 172.31.134.1 255.255.255.0
frame-relay interface-dlci 300
frame-relay interface-dlci 400

! Lines omitted for brevity

Ké tiép, céng serial duoc tat va bat va cac hang trong InARP trudc do bi xda vi
vay ta c¢6 thé quan sat tién trinh InARP.

Code:

Router1# conf t

Enter configuration commands, one per line. End with CNTL/Z.
Routerl(config)# int s 0/0

Router1(config-if)# do clear frame-relay inarp
Router1(config-if)# shut

Router1(config-if)# no shut

Router1(config-if)# *Z

Céc thong diép tir 1énh debug frame-relay event hién thi cac thong diép nhan
dugc InARP trén R1. Cha y cac gia tri hex 0OxAC1F8603 va 0xAC1F8604, véi
cac gia tri thap phan tuong img 1a 172.31.134.3 and 172.31.134.4 (tuong ung
v6i Router3 va Router4).

Code:

Routerl# debug frame-relay events

*Mar 1 00:09:45.334: Serial0/0.11: FR ARP input

*Mar 1 00:09:45.334: datagramstart = 0x392BAOE, datagramsize = 34
*Mar 1 00:09:45.334: FR encap = 0x48C10300

*Mar 1 00:09:45.334: 80 00 00 00 08 06 00 OF 08 00 02 04 00 09 00 00
*Mar 1 00:09:45.334: AC 1F 86 03 48 C1 AC 1F 86 01 01 02 00 00
*Mar 1 00:09:45.334:

*Mar 1 00:09:45.334: Serial0/0.11: FR ARP input

*Mar 1 00:09:45.334: datagramstart = 0x392B8CE, datagramsize = 34
*Mar 1 00:09:45.338: FR encap = 0x64010300

*Mar 1 00:09:45.338: 80 00 00 00 08 06 00 OF 08 00 02 04 00 09 00 00
*Mar 1 00:09:45.338: AC 1F 86 04 64 01 AC 1F 86 01 01 02 00 00

Ké tiép, chi y 1énh show frame-relay map c6 bao gom tir khéa dynamic, nghia
la cac hang duogc hoc thong qua InARP.

Code:

Router1# show frame-relay map




Serial0/0.11 (up): ip 172.31.134.3 dlci 300(0x12C,0x48C0), dynamic,
broadcast, status defined, active
Serial0/0.11 (up): ip 172.31.134.4 dlci 400(0x190,0x6400), dynamic,
broadcast, status defined, active

Trén R3, 1énh show frame-relay map chi liét ké mot hang duy nhat nhung dinh
dang thi khac. Boi vi R3 dung point-to-point subinterface, hang nay khong
duoc hoc thong qua InARP va két qua 1énh khong bao gdm tir khéa Dynamic.
Ciing chu ¥ 1a két qua khong cho thay dia chi Layer 3 nao.

Code:

Router3# show frame-relay map
Serial0/0.3333 (up): point-to-point dlci, dlci 100(0x64,0x1840), broadcast
status defined, active

Chu y: Trong vi du trén ta théy xuat hién 1énh “do” trong ché do cau hinh. Lénh
do cho phép cau hinh trong configuration mode nhung dé thyc hién chirc ning
¢ exec mode ma khong phai thoat khdi mode configuration. Vi du 1énh do clear
frame-relay inarp thuc hi¢n & configuration mode twong duong véi viée ta thuc
hién Iénh clear frame-relay inarp & ché dd toan cuc.

Trong vi du trén, 1énh show cho théy Router R1 da nhén va st dung thong tin
InARP; tuy nhién Router R3 thi khong str dung thong tin InARP da nhan vao.
Hé diéu hanh Cisco IOS hiéu réng chi mot VC duoc thiét 1ap voi mot
subinterface point-to-point; mdi mot dia chi IP dau cubi khac trén cting mot
subnet chi c6 thé tham chiéu dén duy nhat mot sé DLCI. Vi vay, mdi thong tin
InARP nhén dugc lién két dén s6 DLCI d6 1a khong can thiét.

Lay vi du, khi nao Router R3 can giri mot goi tin dén Router R1(172.31.134.1),
hay dén mdi dau cudi khac trong subnet 172.31.134.0/24. T chinh cdu hinh
ctia minh, Router R3 biét rang phai giri qua sé DLCI trén point-to-point
subinterface do, nghia la qua DLCI 100. Vi vdy, mac du cé ba kiéu céng duoc
dung cho cAu hinh Frame Relay ho trg InARP mdt cach mic dinh, point-to-
point subinterface s€ bd qua thong tin InARP nhén duoc.

CAu hinh anh xa dia chi tinh trong Frame Relay

Trong hinh 1.3, R3 da biét cach ddy goi tin dén R4, nhung nguoc lai R4 chua
biét cach dé day géi tin ngugc trd lai Router3. Theo y nghid logic R3 sé& hiéu
nhu sau “Dé nhitng goi tin dén duoc next-hop router trén subnet
172.31.124.0/24, R3 sé& gtri chung ra theo mot s6 DLCI trén point-to-point
subinterface, & ddy chinh 1a DLCI 100 ”. Nhiing goi tin ny s& dugc chuyén
dén R1 va nho R1 chuyén dén R4.

Trong cach thiét ké yéu kém trong hinh 1.3, mac du R4 va R3 sir dung hai kiéu
cong khac nhau, R3 st dung point-to-point subinterface trong khi R4 st dung
cong vat ly. B¢ dén dugc R3, R4 can guri frame qua DLCI 100 dén R1 va nho




R1 chuyén tiép dén R3. Trong truong hop nay InNARP s& khong gitip dugc gi,
boi vi thong diép InARP chi cho phép qua mot VC, ma khong cho phép chuyén
tiép; mot chu thich rang khong c6 VC nao ton tai gitta R4 va R3.

Dé giai quyét van dé nay, trong cdu hinh cia R4 dugc thém vao cau 1énh
frame-relay map. Vi du 1.2 mo ta chi tiét thong tin trude va sau khi str dung
1énh frame-relay map.

Router 4 chi li¢t k& mdt hang trong 1€nh show frame-relay map béi vi Router4
chi c6 mot VC duy nhat két noi vé Routerl. Chi voi mot VC, Router 4 c6 thé
hoc vé mot router khac thong qua InARP.

Code:

Router4# sh run

! lines omitted for brevity

interface Serial0/0

ip address 172.31.134.4 255.255.255.0
encapsulation frame-relay

Router4# show frame-relay map

Serial0/0 (up): ip 172.31.134.1 dlci 100(0x64,0x1840), dynamic,

broadcast,, status defined, active

! Next, proof that Router4 cannot send packets to Router3’s Frame Relay IP
address.

Router4# ping 172.31.134.3

Type escape sequence to abort.

Sending 5, 100-byte ICMP Echos to 172.31.134.3, timeout is 2 seconds:

Success rate is 0 percent (0/5)

K¢ tiép, cac thong tin anh xa tinh dugc thém vao trén Router4 dung 1énh frame-
relay map trong sub-interface. Cling chu y rang 1énh nay dung DLCI 100, vi
vay bat ctr goi tin nao dugc gui boi R4 v€ 172.31.134.3 (Router3) s€ di qua VC
vé router 1, sau d6 lai can dinh tuyén goi tin nguoc vé Router3. Tir khoa
broadcast bao cho Router4 gtri cac ban copy trén VC nay.

Code:

Router4# conf 't

Enter configuration commands, one per line. End with CNTL/Z.
Router4(config)# int s0/0

Router4(config-if)# frame-relay map ip 172.31.134.3 100 broadcast
Router4(config-if)# *Z

Routerd# ping 172.31.134.3

Type escape sequence to abort.

Sending 5, 100-byte ICMP Echos to 172.31.134.3, timeout is 2 seconds:




Success rate is 100 percent (5/5), round-trip min/avg/max = 20/20/20 ms

Vidul.2

Chu y: Router R3 khong can phai str dung ciu 1énh frame-relay map, boi vi
trong cdu hinh ctia R3 d sir dung point-to-point subinterface. Phai nho ky rang
ban dung nén sir dung nhiéu kiéu cong khac nhau nhu hink 1.3, cling khong
nén trién khai mé hinh dang luéi khong day du (non-full-mesh) véi ciing mot
subnet, trur khi ban budc phai thyc hién trén ding khong gian dia chi IP han ché
cua minh.

Trong truong hop khi ban st dung m6 hinh nhu hinh 1.3, ban c6 thé sir dung
céu hinh & trén. Mot su lua chon khac 12 néu nhu ban sir dung multipoint
subinterface trén ca R3 va R4, cé hai router déu phai sir dung cau Iénh frame-
relay map, boi vi ca hai router déu khong thé nghe dugc thong diép InARP tir
router khac. Tuy nhién, néu ca hai router R3 va R4 déu sir dung point-to-point
subinterface, khong router nao doi hoi pha1 c6 cau Iénh frame-relay map, boi vi
theo nghia logic c4 hai router déu hiéu la: “ding mot VC ciia n6 dé dén tat ca
cac dia chi trong subnet”.

Tit InARP

Trong hau hét nhimg mé hinh mang dugc dua ra, viéc sir dung InARP 13 hop
1y. Tuy nhién, ta ¢ thé tat InARP trén interface vat 1y hay multipoint interface
di bang cach sur dung 1énh no frame-relay inverse-arp trén interface
subcommand. C6 thé ngimg hoat dong InARP trén tat ca cac VC cia
interface/subinterface, tat ca cac VC cua interface/subinterface Gmg v6i mot
giao thtc L3 riéng biét, hay don thuan 14 trén mdi DLCI cy thé.

Céau 1énh no frame-relay inverse-arp khong chi lam cho router ngung viéc gui
thong di€¢p InARP ra ngoai, ma con lam cho router khong nhén thong di¢p
InARP. Liy vi dy, cau 1énh no frame-relay inverse-arp ip 400 & mode
subinterface trén Router R1 trong vi du 1.2 khong chi ngan R1 ngung gui thong
diép InARP ra DLCI400 t61 R4 ma con lam cho R1 bé di thong diép InARP da
nhan trén DLCI400.




Bang 1.2 : Tong hop mot so ddc tinh chi tiét vé Frame Relay
Dinverse ARP tren 10S

Cach cu xur trén moi|Interface Point- | Interface multipoint

kiéu interface riéng biét | to-point hodcnterface vt Iy
InARP co do1 hér LMI | Luén luén Luon luon

kkhéng ?

INARP duoc kich hoat | Ping .oy~ Pung

mot cach mac dinh 2 :

6 theé tat hoat dong cua Khéng o

InARP khéng ? _
C6 thé bo qua" thong | Luén ludn (*) Khi InARP bi tit di
digp InARP da nhan
hay khéng

(*) Interface point-to-point luén luén bé qua théng diép INARP, boi vi ddi vai
point-to-point interface, chi dung mdt s6 DLCI d€ gt dén tat ca dia chi trong
cung mot subnet

Bai 3:
SPANNING TREE PROTOCOL - STP

1. Téng quan vé IEEE 802.1D:

Mot mang manh mé dugc thiét ké khong chi dem lai tinh hi€u qua cho viéc
truyén cac gbi hodc frame, ma con phai xem xét 1am thé nao dé khoi phuc hoat
dong ctia mang mot cach nhanh chong khi mang xay ra 16i. Trong mdi truong
16p 3, céc giao thie dinh tuyén sir dung con duong du phong dén mang dich dé
khi con duong chinh bi 16i thi s& nhanh chong tan dung con duong thir 2. Dinh
tuyén 16p 3 cho phép nhiéu con dudng dén dich dé gitr nguyén tinh trang hoat
dong clia mang va ciing cho phép can bang tai qua nhiéu con dudng.

Trong mo6i truong 16p 2 (switching hodc bridging), khong st dung giao thire
dinh tuyen va cting khong cho phep cac con duong du phong, thay vi bridge
cung cap viéc truyén dir liéu gitra cac mang hodc cac port cua switch. Giao thuce
Spanning Tree cung cp lién két du phong dé mang chuyén mach 16p 2 c6 thé
khoi phuc tur 16i ma khong can co sy can thiép kip thoi. STP dugc dinh nghia
trong chuan IEEE 802.1D.




1.1. Spanning Tree 1a gi va tai sao phai str dung n6?

Spanning Tree Protocol (STP) 1a mét giao thirc ngén chan su 1ap vong, cho
phép cac bridge truyén thong véi nhau dé phat hién vong lap vat Iy trong mang.
Sau do giao thirc nay sé dinh rd mot thuat toan ma bridge co thé tao ra mot
topology luan Iy chira loop-free. Noi cach khac STP s& tao mot cAu tric cdy cla
free-loop gom céc 14 va cac nhanh ndi toan bo mang 16p 2.

Vong lap xay ra trong mang voi nhleu nguyén nhan. Hau hét cac nguyén nhan
thong thuong 1a két qua cua viée cb ging tinh toan dé cung cp kha nang du
phong, trong trudng hop nay, mét link hodc switch bi hong, cac link hoac
switch khac van tlep tuc hoat dong, tuy nhién cac vong lap ciing co thé Xxay ra
do 18i. Hinh 3.1 biéu dién mot mang switch dién hinh va cac vong lap cb ¥
duoc dung dé cung cap kha ning dy phong nhu thé nao.

Backbone

Hink 3.1: Bridging Loop trong mang

Hai nguyén nhin chinh giy ra sy lip vong tai hai trong mang chuyén
mach la do broadcast va su sai léch ciia bang bridge.

Broadcast Loop ) i i
Broadcast Loop va vong lap 16p 2 1a mét sy két hop nguy hiém. Hinh 3.2 biéu
dien broadcast tao ra vong lap phan hoi (feedback loop).



Host-B
Himh 3.2: Kafng o6 8T, hroadeast igo Feedback Loop

Gia st rang, khong co switch nao chay STP:

* Burére 1: host A giri mot frame bang dia chi broadcast MAC (FF-FE-FF-FF-
FF-FF).

* Buéc 2: frame dén ca hai Cat-1 va Cat-2 qua port 1/1

* Budc 3: Cat-1 s€ dua frame qua port 1/2.

e Buérc 4: frame duoc truyén dén tat ca cac node trén doan mang Ethernet ké ca
port 1/2 ctia Cat-2.

o Budc 5: Cat-2 dua frame nay dén port 1/1 ciia no.

* Bude 6: mot 1an nira, frame xuét hién port 1/1 cua Cat-1.

* Budc 7: Cat-1 s& guri frame nay dén port 1/2 1an hai. Nhu vay tao thanh mot
vong lap ¢ day.

Chu y: frame nay cling tran qua doan mang Ethernet va tao thanh mot vong 1ap
theo hudng nguoc lai, feedback loop xay ra trong ca hai huéng. Mot két ludn
quan trong nita trong hinh 3.2 1a bridging loop nguy hiém hon nhiéu so véi
routing loop. Hinh 3.3 mo t4 format cia mdt DIXv2 Ethernet frame.

Cata '\’] RC ‘

i e i T S e S o e

Dest MAC Source MAS

Type
6 6 oz 46-1500 4
Hink 3.3: Formuat cite mit DIXv2 Ethernet frome

DIXv2 Ethernet Frame chi chtra 2 dia chi MAC, mét truong Type va mot CRC.
Trong IP header chira truong time-to-live (TTL) dugc thiét lap tai host gbe va
n6 s& dugc giam bot mbi khi qua mét router. Goi sé bi loai bo néu TTL =0,
diéu nay cho phép cac router ngin chin cac datagram bi “run-away”. Khong
gidng nhu IP, Ethernet khong c6 truong TTL, vi vay sau khi mot frame bt dau



bi loop trong mang thi né vén tiép tuc cho dén khi ai d6 ngit mot trong cac
bridge hodc ngat mot kién két.

Trong mot mang phtic tap hon mang duoc md ta trong hinh 3.1, 3.2 thi ¢6 thé
gdy ra feedback loop rat nhanh theo ti 1¢ s6 mii. Vi cr moi frame tran qua nhiéu
port ctuia switch, thi tong so frame tang nhanh rat nhicu.

Ngoai ra can phai cht y dén broadcast storm trén cac user ctia host A va B
trong hinh 3.2. Broadcast dugc xur Iy boi CPU trong tat ca cac thiét bi trén
mang. Trong truong hop nay, cac PC déu cb xir Iy broadcast storm. Néu ta ngat
két néi mot trong s6 cac host tir LAN, thi n6 hoat dong tr¢ lai binh thuong. Tuy
nhién, ngay khi ta két ndi n6 tro lai LAN thi broadcast sé st dung 100% CPU.
Néu ta khong xir Iy didu nay ma vén tiép tuc sir dung mang, thi sé& tao ra vong
lap vat ly trong VLAN.

Viéc sai léch bang bridge:

Nhiéu nha quan tri switch/bridge di nhan thirc van dé co ban cia broadcast
storm, tuy nhién ta phai biét ring tham chi cc unicast frame ciing c6 thé truyén
mii trong mang ma chta vong lap. Hinh 3.4 mo ta diéu nay.

* Budc 1: host A mudn giri goi unicast dén host B, tuy nhién host B d roi khoi
mang, va dung vdi bang bridge cua switch khong ¢6 dia chi cua host B.

* Burére 2: gia st rang ca hai switch déu khong chay STP, thi frame dén port 1/1
trén ca hai switch.

* Budc 3: vi host B bi down, nén Cat-1 khong c6 dia chi MAC BB-BB-BB-
BB-BB-BB trong bang bridge, va nd tran frame qua cac port.

* Budc 4: Cat-2 nhin duoc frame trén port 1/2 . C6 2 vén dé xay ra.

o Buée 5: Cat-2 tran frame vi n6 khong hoc dia chi MAC BB-BB-BB-BB-BB-
BB, dicu nay tao ra feedback loop va lam down mang.

o Cat-2 chuy rﬁng, no6 chi nhan mot ﬁrame trén port 1/2 véi dia chi MAC 1a
AA-AA-AA-AA-AA-AA. No thay doi dia chi MAC cua host A trong bang
bridge dan dén sai port.
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Hink 3.4: Unicast frame ciing od mégei;r e Bridging Loep
viei deim sexi I3ch bdng bridee

Vi frame bi 1dp theo hudng ngugc lai, nén ta théy dia chi MAC cua host A bi
13n giira port 1/1 va 1/2. Diéu nay khéng chi lam mang bj tran véi cac goi
unicast ma con stra sai bang bridge. Nhu vay khong chi c6 broadcast mdi lam
hu hai mang.

Spanning Tree.

Mot hé théng mang hi¢n thuyc STP kém c6 thé dan dén rat nhicu cong viéc ciu
hinh, khoi phuc 161 trén mang campus. Bai viét nay gidi thich co ché hoat dong
cua spanning-tree, chirc nang ngan ngura loop trong mang switch.

STP 1a mot trong nhitng chu dé ¢am tinh k¥ thuat trong cong nghé LAN
switching. P& hiéu vé STP thi ciing kho khan nhu 14 hiéu vé cac co ché hoat
dong bén dudi cia OSPF hay EIGRP (timers, kiéu goi tin, cac giai thuat). STP
dong vai tro nén tang trong hoat dong cta moi hé théng mang campus. N6
dong vai trd then chot trong thiét ké va trién khai mang campus.

Spanning-tree 1a mot giao thuc 16p 2 sir dung mot giai thuat dac biét dé tim ra
cac vong lap trong mang va tac dong ciia mot mang khong bi loop. STP sé tao
ra mot cau tric cdy bao gdm cac 14 va cac nhanh trdi rong trén toan bd mang
L2. Trong phan nay, thuat ngit switch va bridge duoc dung thay thé 13n nhau.
Ngoai ra, néu khong dé cap dén, két ndl giira cac switch s& duoc gia sir 1a két
nbi trunk.

Céc vong lap loop co thé, dién ra trong mot hé ‘Ehéng mang vi nhiéy ly do.
Thong thuong, loop la két qua cua nhiing ¢6 gang xay dung cac két nol du
phong. Tuy nhién, loop cling c6 thé dan dén tir nhiing 161 do cau hinh.



Céc két ndi vat 1y theo kiéu vong 1ap ma khong dung STP ¢6 thé giy nhiéu van
dé. Co hai van dé co thé dan dén la broadcast loop va hong bang mac-address.

Mot frame Ethernet chi chira hai dia chi MAC, vung typefield, mot ving CRC
va cac thong tin 16p network. Trong khi d6, header cua IP c6 chira vung time-
to-live (TTL) dugc gan boi router ngudn va bj trir dan mbi khi qua mt router.
Bang cach loai bo nhiing goéi tin c6 TTL=0, router s& ngin ngira cac gdi tin da
ton tai qua lau trong hé thong mang. Khong giéng nhu IP, Ethernet khong co
vung TTL. Vi vay, sau khi mot frame bét dau bi 1ap, frame s€ duoc chuyén bat
tan cho dén khi nao mot switch bj tit di hodc mot két ndi 1a bi ngit.

Bridge-1D

Giai thuét spanning-tree dugc dinh nghia trong IEEE 802.1D. Céc thong s6
dugc dung boi gidi thuat bao gom Bridge-ID sé dugc khao sat trong phan nay.

Giai thudt spanning-tree dira trén mot s6 thong sé dé ra quyét dinh. Thong sd
bridge-ID 1a thong sb dau tién duoc dung boi STP dé tim ra trung tam ciia
mang, con goi 1a root-bridge. Thong s6 bridge-UD la mét gia tri 8-bytes bao
gom hai vung gia tri. Gia tri dau tién la gia tri thap phan c6 do dai 2-bytes goi
1a Bridge-Priority va gié tri tiép theo la dia chi MAC 6 bytes. Bridge Priority
duoc dung dé chi ra do wu tién cia mot bridge trong giai thuat spanning-tree.
Céc gia tri c6 thé 1a tir 0 cho dén 65535. Gia tri mac dinh 1a 32,768.

Gia tri MAC trong BID 1a mét trong nhitng MAC-address cua switch. Hai
thong s6 BID khong thé nao bang nhau, bai vi Catalyst switch dugc gan nhiing
gia tri MAC address khac nhau. Trong cac giai thudt ciia spanning-tree, khi so
sanh hai gia tri ciia switch, gia tri th?ip hon luén dugce dung.

Path cost

Path cost 12 thong s6 thtr hai dugc dung boi giai thuat cta spanning-tree dé xac
dinh duong di vé root. Pic ta IEEE 802.1D ban dau dinh nghia cost c6 gia tri
bang 10 lity thira 9 chia cho bang thong cta két ndi tinh theo Mbps. Vi du
duong 10M s€ c6 cost 1a 100 (1000/10) va duong 100Mbps s€ co cost 1a 10.
Tuy nhién, do cong nghé phat trién, c6 cac cong nghé méi co toc dd cao hon ca
1Gbps nén can dinh nghia lai cong thirc tinh cost.

Cost duoc luu nhu mot gia tri s6 nguyén.

Thong sb path cost s& do luong cac bridge s& gan nhau nhu thé nao. Path cost 1a
tong ctia cac chi phi trén dudng link giita hai bridge. Pai lugng nay khong do
bang hop count. Hop count cho dudng di A ¢6 thé 16n hon hop-count cho
duong di B, trong khi d6, néu xet theo cost, duong di qua path A s€ nho hon
duong di qua path B. Thong sO path cost duoc dung boi cac switch dé xac dinh
duong di tot nhéit vé RootBridge. Gia tri thap nhét ciia duong di s& 1a duong di
t6t nhat vé root-bridge.



Port-ID

Thong sb PortID la thong s thir ba dwoc ding boi spanning- tree dé xac dinh
duong di Ve root-bridge. Gia tri port-ID 1a gié tri 2-bytes bao gdm mdt hai chi
s6. Chi sb dau tién goi 1a port Priority, gia tri thir hai duoc goi la port-number.
Trén mot CatOS, gia tri dau tién 1a 6bits va gia tri tha hai 1a 10 bits. Trén IOS-
based switch, ca hai gia tri 1a 8 bits.

Ta khong nén nham 1an giita PortID v6I gid tri Port Number. Gia tri port
number chi 1a mot phﬁn cua PortID. Gid tri PortID cang thép thi duoc vu tién
hon gia tri portID cao trong cic quyét dinh ctia STP. Hai gia tri PortID khong
thé nio bang nhau, bdi vi PortNumber s& chi ra switchport trén Catalyst switch.
Gia tri port priority 1a mot thong s STP ¢6 thé thay doi dugc. Tam gia tri cia
n6 1a tir 0 cho dén 255 trén 10S-based switch, gia tri mac dinh 1a 128.

Bai 5: Route redistribution

Redistribution
1. Dinh nghia

Truong hop néu mot mang cua cong ty chay nhiéu giao thirc dinh tuyén thi can
phai c6 mot phuong thirc dé chia sé thong tin dinh tuyén gitra cac giao thirc
khac nhau d6. Qua trinh d6 goi la redistribution.

Chu y 14 trong truong hop ton tai nhiéu giao thirc dinh tuyén trén ciing mot
router khong c6 nghia la redistribution tu xay ra. Ma dé qua trinh redistribution
nay xay ra thi ta phai cau hinh chiing.

Truong hop co nhiéu giao thirc dinh tuyén ton tai trén cting mot router ma
khong duoc cau hinh redistribution duoc goi 1 ships in the night (SIN) routing.
C6 nghia 14 router chi trao doi thong tin dinh tuyén véi neighbor cua no trong
cung process domain. Mic du SIN routing thudng dugc dé cap t6i trudng hop
nhiéu giao thirc dinh tuyén trén cting mot router (nhu 1a OSPF cuia giao thirc IP
va NLSP cua giao thuc [PX).

Mot chu ¥ nita 14 redistribution chi c6 thé xay ra giira cac giao thirc dinh tuyén
tuong tmg voi cung mot giao thire 16p 3 (IP, IPX hay Apple Talk). Mot vai
giao thirc dinh tuyén thi tu dong redistribution ma khong can phai cau hinh, tuy
nhién thuong 13 ta phai ciu hinh thi qua trinh redistribution méi dién ra.

Hinh 3.1 duéi day s€ mi€u ta chinh sach redistribution cua tirng giao thurc dinh
tuyén.



Routing Protocol & Chinh sach redistribution (Redistribution Policy)
Static: Phai cdu hinh bang tay vao cac giao thirc dinh tuyén khac.

Connected: Trir phi ¢6 cau 1énh Network cho qua trinh dinh tuyén, phai yéu cau
cau hinh redistribution bang tay vao cac giao thirc dinh tuyén khac.

RIP: Yéu ciu ciu hinh redistribution bang tay.

IGRP: No s¢€ tu d(f)ng dién ra gitra IGRP va EIGRP néu gia tri AS autonomous
system cua chung giong nhau. Trudong hop con lai yéu cau phai cau hinh bang
tay.

EIGRP: No sé& ty dong dién ra giita IGRP va EIGRP néu gia tri autonomous
system cila chung gidng nhau. EIGRP cho giao thitc Apple Talk s& tu dong
redistribution gitta EIGRP va RTMP. EIGRP cho IPX s€ tu dong redistribution
gitta EIGRP va IPX RIP/SAP. Trudng hop con lai yéu cau phi ciu hinh bang
tay. Trong cac phién ban sau, NLSP c6 thé redistribution bang tay.

OSPF: Yéu cau phai ciu hinh redistribution gitra cac OSPF process khac nhau
va véi giao thuc dinh tuyén khac.

IS-IS: Yéu cau phai c4u hinh bang tay giita cac giao thic dinh tuyén khac
nhau.

BGP: Yéu cau phai cau hinh bang tay giita cac giao thirc dinh tuyén khac
nhau.

Céc trudng hop dan toi ton tai nhiéu giao thirc dinh tuyén trong ciing mot to
chuec:

- Té chirc chuyén tir mdt giao thirc nay sang mot giao thirc khac boi vi ho
can mot giao thtrc dinh tuyén phuec tap hon. Vi du chuyén tir RIP sang OSPF.

- Do yéu th lich st, t6 chirc c6 rat nhiéu, mang con. Cong ty can duoc
thit k& dé chuyén sang mot giao thire duy nhat trong twong lai. Vi du hién tai
vura chay RIP, IGRP. Mong mudn chuyén sang EIGRP.

- Mot vai doanh nghiép st dung giai phap host-based yéu cau nhiéu giao
thirc dinh tuyén. Vi dy, vi du mdt UNIX host stt dung RIP d€ kham pha
gateway.

- Sau khi 2 cong ty dugc hop nht.

- Vé mit chinh tri, c6 nhing tu tuéng khac nhau giira cdc nha quan tri
mang khac nhau.



- Trong mot moi truong rat 16n, nhimng ving khac nhau c6 nhitng yéu cau
khac nhau, do d6 mot gii phap dn I¢ la khong hiéu qua. Vi dy: mot mang da
qudc gia, thi EIGRP 1a giao thuc dinh tuyén dugc sir dung ¢ access layer va
distribution layer nhung BGP 14 giao thirc dinh tuyén duoc dung két ndi véi
core layer.

2. Cdc vin dé phat sinh va gidi phdp khi thue hién redistribution.

Dic trung cua cac giao thie dinh tuyén ma hau hét dugc mang trong
redistribution 1a sy khac nhau trong metric va administrative distance, va kha
nang classful hay classless ctia chung. Néu khong xem xét can than sy khac
nhau nay khi redistribution cac giao thirc dinh tuyén c6 thé din t6i cac van dé
nhu khong trao d6i mot vai hodc tat ca cac tuyén (route), routing loop va black
hole.

a/ Metric

Static route khong c6 metric di kém véi chung, nhung m&i OSPF route (tuyén
OSPF) phai c6 mot gia tri cost di kém. Mot vi du khac 1ién quan dén metric nira
d6 1a redistribution ciia RIP route (tuyén RIP) vao IGRP. Metric ciia RIP 1a hop
count, trong khi IGRP st dung bandwidth va delay. Metric cua IGRP la mot sO
24 bit trong khi cua RIP gia tri gidi han 1a 15. Trong ca 2 truong hop, yéu cau
d6i v6i giao thirc dinh tuyén tham gia redistribution 1a d6i v6i nhiing tuyén
(route) duoc redistribution vao domain ctia nd thi né phai két hop dugc metric
clia né v6i metric ciia nhiing tuyén do.

Do d6 can c6 mot giai phap. D6 1a khi router thyc hién redistribution phai gan
mot gia tri metric cho nhiing tuyén tham gia redistribution, tirc 13 chuyén doi
metric clia cac tuyén tir giao thirc cii (vi du 1a RIP — duing hop count) sang giao
thirc mé1 (vi du 1a IGRP — dung bandwidth+ delay). Qua trinh chuyen d6i nén
thuc hién ngay trong luc redistribution va trén router chay nhiéu routing
protocol.

Mot vi du 1a EIGRP va OSPF. EIGRP duogc redistribution vao OSPF va nguogc
lai OSPF dugc redistribution vao EIGRP. OSPF khong hiéu metric to hop cua
EIGRP va EIGRP ciing khong hiéu cost cia OSPF. Két qua 13, cac phan cua
qua trinh redistribution cac router phai dugc gan mot cost cho mdi EIGRP
route trude khi tuyén d6 duoc quang ba sang OSPF domain. Tuong ty nhu vay,
router cling phai gdn mot cap gia tri sau: bandwidth, delay, reliability, load va
MTU cho mdi OSPF route trude khi n6 duge quang ba sang EIGRP domain.
Néu qua trinh gan metric 1a khong dung thi qua trinh redistribution s& that bai.

b. Khoang cach quan ly (Administrative Distance)
Tinh da dang ctia metric con giy ra van dé sau: néu mot router chay nhiéu hon

mot giao thirc dinh tuyén va hoc mot tuyén (route) t&i cung mot dich tir moi
giao thuc tuong ung, thi tuyén nao sé dugc chon? Moi giao thuc dinh tuyén sur



dung metric cua n6 dé xac dinh ra route tot nhat theo cach ctia minh. So sanh
tuyén (route) véi metric khac nhau chang han: hop count va cost, chang khac
nao so sanh tdo va cam.

Co mét giai phap dé giai quyet Van dé nay d6 1a administrative distance. Dung
nhu metric duoc gan cho mdi tuyén (route) dén mirc d6 wu tién cua m01 route
c6 thé duge xac dinh, administrative distance duoc gan cho tuyen nguon (route
source) dén mirc d6 wu tién hn cia tuyén ngudn duoc xac dinh. Nhu trong phan
hai da gidi thi€u administrative distance né nhu la thudc do vé do tin cay. Gia
tri administrative distance cang nho thi d0 tin cdy cua thong tin dinh tuyén trao
d6i boi giao thirc twong Gng cang 16n.

Vi dy, gia sir mot router chay 2 giao thirc dinh tuyén 1a RIP va EIGRP. Khi
router hoc mot tuyén toi mang 192.168.5.0 bang ca 2 giao thirc dinh tuyén thi
n6 s& nhan dugc thong tin vé tuyén téi mang 192. 168.5.0 tir ca RIP neighbor va
EIGRP neighbor. Béi vi EIGRP sir dung metric to hop cho nén nhitng thong tin
dinh tuyén hoc dugc tir EIGRP s€ chinh xéc hon 1a thong tin dinh tuyén hoc
dugc tir RIP. Do d6, EIGRP tin cay hon RIP.

Bang 3.3 cho biét cac gi4 tri administrative distance mic dinh cta céc giao thirc
dinh tuyén khac nhau. EIGRP ¢6 administrative distance 1a 90 trong khi RIP la
120. Diéu do6 chirng to EIGRP tin cdy hon RIP.

c. Redistributing tir Classless vao Classful Protocols

Su suy xét than trong da dugc nodi rd dugce ndi 1o khi thyc hién redistribution tur
mot classless routing process domain vao mot classful domain. Pé hiéu duoc
tai sao lai nhu vay, déu tién can hiéu mot classful routing protocol phan Ung lai
nhu thé nao véi sy thay doi ctia subnet. Nhur dé biét RIP 1a mot classful routing
protocol cho nén n6 khong giri mask trong thong tin dinh tuyén. Ddi véi cac
route ma mot classful router nhan dugc s€ rl vao mot trong 2 kha nang sau:

- Router s& c6 mot hay nhidu hon interface gin véi mang chinh (major
network).

- Router s& khong c6 interface gin vao mang chinh.
Giai phap 1: cho vi¢c redistribution gitra classful routing protocol va classless
routing protocol 1a st dung dinh tuyén tinh dé€ phan phdi céc route vao trong

classful routing domain.

Giai phap 2: thuc hién route summary dé nhom céc subnet con thanh mot
subnet to hon ma classful routing domain hiéu dugc.



Bai 6:
Thao luan cac van deé vé cap quang
Hoi:

Cho em héi vé sy khdc nhau gitka cdp quang SM va MM?

. Cdc thiét bi dau cudi dé han soi cdp quang triede khi gdn né vao switch.
Trén mot s6 switch, em thdy c6 giao tiép FX; déi khi em thdy giao tiép
cdp quang la SX hodc LX. Vay ttrong ttruong hop nao thi minh sé dung
fx, va trong trirong hop nao minh diing sx. Soi cdp patch-cable dé ding
cho fx la st/sc. Tuy nhién em khong phan biét duwoc trong truong hop
nao em dinng st/st hodc sc/sc. Cdc anh ¢ thé gidi thich cho em dwoc
khong?

3. Cdc ban thu ly gidi tai sao soi don mode can dén cac bo suy hao 5dB,

10dB ¢ khodng cach gan?

N —

Tra loi:

1. Soi quang 14 nhitng diy nho va déo truyén cac anh sang nhin thiy duoc
va cac tia hong ngoai. Ching c6 3 16p: 161 (core), ao (cladding) va vo
boc (coating). Dé anh sang c6 thé phan xa mét cach hoan toan trong 161
thi chiét suat cta 15i 16n hon chiét suat ctia 40 mot chiit. Vo boc & phia
ngoai 40 bao vé soi quang khoi bi am va dn mon, déng thoi chéng xuyén
am v6i cac soi di bén canh. L3i va 4o dugc lam bang thuy tinh hay chét
déo (Silica), chat déo, kim loai, fluor, soi quang két tinh). Thanh phan
16i va vo c6 chiéc suat khac nhau. Chiét suat ctia nhitng 16p nay nhu thé
nay s& quyét dinh tinh chét cta soi quang. Chung dugc phan loai thanh
cac loai soi quang don mode (Single Mode — SM) va da mode
(Multimode -MM) tuong tng voi s6 lugng mode cua anh sang truyén
qua soi quang. Mode song 1a mot trang thai truyen 6n dinh cua song anh
sang (ciing ¢ thé hiéu mot mode 12 mot tia).

Soi quang don mode hay so1 quang da mode déu chi truyén mot tin hiéu (1a dix
liéu ma ta can truyén). Mudn truyén nhiéu dit lidu tir cac kénh khac nhau, ta
phai ding dén cong nghé¢ WDM (truyén nhiéu budc song trén ciing mot soi
quang). Soi da mode c6 thé truyén cung luc nhiéu anh sang voi goc anpha khac
nhau, con soi don mode chi ¢6 thé truyén 1 anh sang voi 1 budce song nhét
dinh. Do soi quang 14 vat liéu truyén thong tin dua trén dinh luat phan xa anh
sang. Tia sang khi di tir méi trudng c6 chiét suit cao qua moi truong chiét suat
thap thi khong di thiang (hay con goi 1a tin xa) ma s& phan xa lai. Do d6, khi
anh sang mang thong tin, s& duoc truyén di ma khong bi suy hao gi ca (vi n6 ctr
chay 1ong vong trong d6, phan xa bén nay, rdi phan xa bén kia. Soi quang don
mode thi 13i ¢6 chiét suét 12 mot hang s va chiét suat cua vo ciing 1a 1 hang sd.
Khi d6 anh séng s& truyén di theo dudng ziczac trong sgi quang (d6 1énh pha
cua tin hi¢u khi d6 s¢ dang ké). Soi da mode la c6ng nghé tién tlen hon, chlet
suét tir 15i ra dén vo s& giam tir tir (nhung van dam bao mot ti s chiét suat dé



anh sang chi phan xa chtr khong tan xa), khi do thi 4&nh sang s€ di theo duong
cong, do 1énh pha sé it hon nhiéu so véi hinh ziczac ciia loai don mode. Pa
mode con chia 1am 2 loai, d6 1a step mode va grade mode. Step mode thi chiét
suét tir 161 dén vo giam déan, nhung theo timg nac, con grade mode thi giam lién
tuc va di nhién 13 grade mode s& t6t hon step mode. Di nhién 12 viéc dung da
mode thi con phu thudc nhidu yéu té nira nhu 13 gia thanh, cac thiét bi dau cudi
(ghép kénh quang). Soi SM chi truyén dugc mot mode song do duong kinh 161
rat nho (khoang 10 micromet). Do chi truyen mdt mode song nén SM khong bi
anh huong boi hién tugng tan sdc va thuc té SM thuong dugc st dung hon so
v6i MM. Soi MM c6 duong kinh 16i 16n hon SM (khoang 6-8 1an), c6 thé
truyén duoc nhiéu mode song trong 13i.

Thong sb vat Iy ciia hai loai cap nay:
Puong kinh 13i soi (phan truyén tin):

Core.

SM: 9/125;

MM: 50/125 va 62.5/125.

Pudng kinh vo phan xa: Cladding thi ca SM va MM déu nhu nhau 1a 125um.

Hién nay, cap quang single mode chi dung cho dudng truc, ngoai vi¢c gia thanh
ra, cong nghé cua cap single mode rat khéc khe, va rat kho trong viéc thi cong
cling nhu st dung. Ly do chinh 1a do 16p 161 cua cép single mode rat nho
(khoang 27 Micromet) con ctia multi mode thi 16n hon rat nhiéu (khoang 130
Micromet). Ngoai ra, do két cdu 15i single mode cho anh sang di theo dudng
thang, ma gia thanh ché tao, ciing nhu d6 chinh xac trong thi cong, thiét bi cong
nghé cao... lam cho cap SM kho thyc hién trong cac cong trinh dan su.

V& Coating thi tiry thudc vao dic tinh can bao vé ma nguoi ta lam 16p nay, tuy
nhién thong thuong d6i v6i cap out door thi n6 1a 250, véi cap indoor thi né 1a
900, diéu nay khong phy thu¢c vao cap SM hay MM. Vé sur dung thi tuy thude
vao cong suat phat, do nhay thu, khoang cach truyén dan, toc do yéu cau va gia
thanh ma nguoi ta quyét dinh dung SM hodc MM.

Minh hoa hinh duong di cua anh sang truyén trong 18i (ma nguyén nhan 1a do
ket cau cua 161 Single Mode Multi Mode:

----- —>-—-—-—-—>-—-duodng anh sang

Single Mode
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Multi mode

Tiép cén theo quang hoc tia (ray optic), mode cua sgi quang dugc hiéu 1a mot
tia song anh sang don sac. Soi quang da mode 12 soi quang truyén nhiéu tia
sang cung mot lic, trong khi sgi quang don mode chi truyen duy nhit mot
mode doc tryc. Tiép can theo quang hoc luong tir, anh sang 1a mot loai song
dién tir (hai thanh phan E, H) va truyén dan ctia n6 trong soi quang phai tuan
thii cac phuong trinh cua dinh luat Maxoen. Nguoi ta nhan thay rang thanh
phan dién (véc to E) va thanh phan tir (véc to H) tai 15i va vo ciia soi quang
khong doc 1ap voi nhau ma c6 mdi lién hé thong qua diéu kién bién 16i-vo. Bat
ctr cap nghiém ndo ciia hé phuong trinh Maxoen & 15i va vo thoa mén diéu kién
bién duogc goi 1a mot mode truyén song.

Ngoai cach phan loai nhu trén, con vai cach phan loai cap quang khéac. Theo
Mode thi ¢6: SM va MM (MM c6 2 loai: 62.5 va 50). Theo modi truong lap dat
thi c6 Outdoor va In door. Outdoor lai chia ra thanh cac loai: F8 va
Underground.

2. Tai sao s¢i quang don mode c¢6é khi ning truyén tét hon s¢i da mode?

Soi don mode truyén xa va tot hon soi da mode.Trong Single mode, 4nh sang
di theo gin nhu mot dudng thiang tring vai tryc cap, con trong Multi Mode,
anh sang di theo mgt chum tia sang c6 dang d6 hinh sin dong tryc (vi thé ma ta
c6 thé ghép thém nhiéu anh sang co cac budc song khac nhau). Soi quang da
mode s€ gap hién tuong tan sac trong s¢i quang gilta cac mode truyén dan. Day
13 yéu diém chinh cta da mode so v6i don mode. Do d6 ma tin hiéu trong soi
quang da mode d& bi tan xa hon, téc do truyén kém hon va khoang cach truyén
gan hon.

Soi quang c6 chi sb bude va chi sb 16p tuy theo hinh dang va chiét suat cua cac
phﬁn cua 161 sgi. Soi quang don mode hay da mode phu thudc vao bude song
ctia 4nh sang truyén trong d6. Cting mét soi quang nhung né 6 thé 1a soi don
mode v&i bude song nay va la soi da mode véi bude song khac. Tuy nhién
trong soi quang, nguoi ta chi truyén mot sé bude song nhat dinh. Nhitng budc
song ndy goi 1a cac cira s6 quang. Ba budc song d6 1a 850nm, 1330nm,
1550nm. Thuong thi budc song 850nm it dugc dung. MM c6 cac budc song
chuan 1a: 780, 850 va 1300. Hién nay cac thiét bi it dung budc song 780. SM ¢
cac budc song: 1310, 1550, 1627. Cac thiét bi SM dung cong nghé DWM thi
con c6 thé su dung nhiéu buéc song khac nira. Do d6 khai niém soi da mode va
don mode phai gan lién voi bude song truyén. Khoang cach truyén (theo



khuyén c4o) ctia cap da mode 1a 500m. Khoang cach truyén (theo khuyén cdo)
cua cap don mode 1a 3000m. Soi quang don mode duoc dung chu yéu do ko ¢6
hién tugng tan sic giita cac mode 1a nguyén nhan chu yéu gy nhiéu ¢ soi
quang. Soi don mode duoc dung dé 1am mang backbone con sgi da mode chi
dung truyén gifta cac mang trong ving. Thém nita ca don mode va da mode
déu dung anh sang laser hodc led dugc, con s dung cai nao la tuy vao tung
truong hop cu thé do nhu cau va yéu cau ctia mang.

Khi truyén trong soi quang, song anh sang bi chi phdi boi mot s6 hién tuong
sau:

(*) Suy giam (attenuation): Suy giam trong soi quang do hai nguyén nhén
chinh, 13 hap thu cta vat lidu va tan xa ReyLeng. Hap thu vat liéu nho hon tan
xa ReyLeng nén c6 thé bo qua. Tan xa ReyLeng do cac thiang giang vi sai trong
cAu tric vat liéu, va giam khi budc song tang. D thi tong hop ciia cac nguyén
nhan suy giam giup tim ra ba cira s6 truyén song st dung rong rii ngay nay
(800nm, 1300nm va 1550nm)

(*) Téan sac (dispersion): Tan sic 1a hi¢n tugng cac thanh phan khac nhau cua
tin hiéu can truyén truyén di v6i cac tbe do khac nhau trong soi quang. Tan sdc
do d6 gy ra hién tuong gian xung anh sang ¢ dau ra, gy ra nhleu chdng pho
va la nguyén nhan chinh dan dén han che cua khoang cach truyen trong soi
quang ngay nay. C6 mét sb loai tan sic khac nhau, gom tan sac mode (sg1
quang da mode mdi co), tan sdc > phén cyc va tan sac don sic (gdm tan sic vat
lidu + tan sic dng dan song), mdi loai c6 mot anh huong khac nhau dén qua
trinh truyen cua tin hi¢u. Cdac loai s¢i1 quang dich tan sac han ché dugc mot
phan van dé nay nén c6 khoang cach truyén xa (longhaul).

(*) Cac hiéu ung phi tuyén: Khi truyén nhiéu mode trong s01 quang, hién tuong
phi tuyen gdy ra hién tuong sinh ra cac hai tir cac mode truyén co ban, dan dén
nhiéu tai dau thu va giam cong suét tin hiéu truyén.

Cac hién tuong nay c6 anh huong cang r6 rét ¢ khoang cach cang lon, va
khoang cach ciing khong phai la tham sO duy nhét. Chung lam anh huong tiéu
cuc dén bién do, tan sb, cac tham s khac vé xung truyén, va do d6 anh hudng
dén kha ning nhan dang cua dau thu. Hon nita, cac anh hudng nay lai khong
gidng nhau, vi du bd khuyéch dai c6 thé dung dé han ché van d¢ attenuation,
nhung vo hiéu voi gidn xung, va cac bo tai tao xung khong thé dam bao cong
suat ngudng cta dau thu...gay ra nhiéu khé khin trong khac phuc

Trong s6 cac anh huong thi tan sac 1a nghiém trong nhat, va trong sb cac loai
tan sic thi tan sic mode 1a dang ké nhat. Hay tuong tuong hai mode song ¢ 131
va O ngoai nhit. Khoang cach vé thoi gian khi dén dich cua chung 1a yéu tb
quyét dinh dén khoang cach truyen Thong thudng khoang cach nay khong
duogc vuot qua 1/2 chu ky xung can truyén dé bo thu co kha nang hoi phuc tin
hiéu nhu ci. Bo6 1a 1y do chinh dé soi don mode truyen tdt hon sgi da mode trén
cac tham sb k¥ thuat chung. Ngoai ra, con rat nhidu van dé néu mudn thyc su



hiéu dugc van dé mode va phén biét giita chung. Truyén din quang vdi power
budget 14 bai toan can phai cin than khi tinh toan thiét ké. Ngay nay, cong nghé
WDM va cac phéat hién méi trong ky thuat quang di va dang hudng thé hé
mang dén mot ky nguyén méi, ky nguyén cua Optical Internet.

Duong kinh 161 cta sgi quang don mode nho hon duong kinh 161 ctia s¢i quang
da mode. Di€u nay xuat phat tir dieu ki¢n ddm bdo tinh don mode cuia sgi
quang cho béi cong thirc sau:

(2*PI/lamda)*a*sqr(nl*n1-n2*n2) &It;2.405

Trong do lamda la budc song, a la duong kinh 161 sgi quang va nl, n2 lan lugt
la chiét suat 161 vo. Trén do thi biéu dién s6 mode va diameter, ban can kéo dai
a dé co thém so mode truyén song.

RO rang voi mdt bude song don mode tdi han lamda, chiét suét 13i vo xac dinh,
thi duong kinh sg1 quang bi han ché bdi cong thure trén.

Thuc té anh sang c6 ludng tinh séng hat, va d6 da tr¢ thanh mot cudc tranh cai
16n nhét trong lich sir Vat Iy nhiing ndm cubi thé ky 19. Tiép can theo quang
hoc tia va quang hoc lugng tir déu can thiét dé ly giai cac hién tuong truyén
song anh sang trong soi quang, tuy nhién, ban chat dién tir cia song 4nh sang
gitip giai quyét cac van dé sang to va dé hleu hon nhiéu so vdi cac 1y giai trong
quang hoc tia. Pon cir véi mode song, tiép can theo quang hoc lugng tir gitip
ban c6 thé hiéu duoc van dé tan sic phan cuc (trong ché d6 don mode vé ban
chat vat ly V?ln 1a dan xuat cua hai nghiém doc lap nhung cung h?mg s truyén
song, tirc van “da mode”), van d¢ tan sic 6ng dan song (phan bd ning lugng
ctia mode khi truyén trong soi quang ¢ 181 va vo, phan b nay khong giong
nhau véi cac mode khac nhau, din dén ning luong cua song di trong cac ving
c6 chiét suét n thay d6i, va 1a nguyén nhan cta tan sic). Chung ta khong cﬁn
hiéu sdu sic dén do hé Maxoen giai ntn, nhung nam dugc phuong phap tiép can
nay gitip chung ta hiéu tét hon vé sQ1 quang va cac van dé truyén dan trén soi
quang. Ngoai ra, dua 2 soi quang tran thi khong thé phan biét duoc SM va MM
dau. Dé phan biét duoc thi ban phai c6 Microscope hoic Fusion Splicer.

3. Vé phan gan thiét bi dau cuoi, han va dau noi cap quang

Thong thuong cé hai k¥ thuat dau ndi cap quang: mai dau Connector va han hd
quang.

3.1. Ky thuat mai dau Connector cap quang:

Lay dau Connector gin vao soi quang roi mai cho phang dau C6 nhiéu loai
dau connector cua cac hing khac nhau nhung ¢ VN thi chi yéu 1a dau
connector AMP. Loai diu nay khong can ding keo gan ma né c6 khod soi &
trong. Thi cong theo ky thuat nay thi don gian nhung suy hao cao do lam thu
cdng va chi phi stra chita va xu ly su cb cap bang chi phi 1am ban dau do cac
dau Connector chi dung duoc 1 1an duy nhat.



3.2. K§ thuat han ndi bang h6 quang:

Dung may han cap quang chuyen dung han mot s¢i1 day ndi vao cap (day ndi la
loai day da c6 1 dau Connector gin san roi).

K¥ thuat ndy c6 nhugc diém 1a it - nguoi lam vi chi phi dau tu may kha cao
(khoang 12K USD) nhung uu diém ctia n6 1a chi phi sira chira va xur Iy sur cb
kha r¢ do day noi co thé sir dung nhiéu lan (mdi soi day ndi dai trung binh 2,5
mét. Mdi lan xir 1y phai cét di 3 cm).Ban kéo cép quang t6i noi sir dung, han
vao pittel, tir pittel gan vao converter.

C6 2 cach han: )
+ Han bang may : $20/mo6i
+ Han bang tay (bam) : $8/moi

Mot mdi han cap quang khoang $12 (tiy ban ¢ xa hay gan, s6 luong mbi
han....), pigtail FC 1.5m khoang $8/ 1 s¢i simplex, patch cord FC-SC 5m
khoang $12/ s¢i simplex, ODF 12 port khoang $85 / cai.

Khi han thi s& c6 mot thong s6 goi 13 sai s6 suy hao. Ban khong thé trén cung
mot dudng truyén dan c6 qua nhidu mdi ndi (khoang 6 mbi han tay va 10 moi
han may). Cap quang khong bi nhiéu boi tir truong nén khong can thiét phai co
khoang cach.

Day Patch cord/Pigtail cua cap quang thi ciing gidng tic dung nhu day Patch
cord binh thudng théi, 13 doan cap nhay hai dau c6 Connector dé két ndi thiét
bi quang véi soi quang trén ODF. Soi pig tail thuc chat 1a mot doan cap quang
ngan dé ndi tir fiber-enclosure dén thiét bi. Soi cap quang khi duoc kéo sé& két
thiic & cac box goi 1a enclosure. Céac enclosure nay cé thé dugc gan trén tuong
nén thing thodng con dugc goi la wall-mount. Trong gido trinh academy nay
hay goi fiber enclose 1a ODF. Cap quang s€ duogc han véi cac connector trong
cac ODF/WALLMOUT/ENCLOSURE nay. Tir cic ODF, anh c6 thé dung cac
s01 pig-tail/patch-cord dé gan vao switch. Giao dién trén switch cho cac quang
c6 thé 1a SC/ST/FC. Day Pigtail 12 soi cap quang mot dau c6 Connector, mot
dau dé han vao mot soi cap quang. Pau ndi quang trén cac switch thuong 1a
dau SC (dau vuodng). Co thé thué cac cong ty lam dich vu nhu Saicom, Nhan
Sinh Phuc, An Minh Phat, Lac Viét, SPT... han cho ban (han so1 pigtail vao
cap quang, dau con lai cua soi pigtail cdm vao ODF) ODF thuong dung dau nbi
FC (dau tron, vin) vi vy ban can mua thém it nhat 4 soi patch cord FC — SC
dé ndi tir ODF ra switch.

That ra giai phap t6t nhat 1a han thém soi quang néu khoang cach xa, néu
khong chung ta c6 thé mua Jumper cord c6 khoang cach dai (dugce biét co mot
s0 nha cung cap chao hang dai dén 300 mét). Sau d6 chung ta co thé mua vé cat
bo mot dau dé 1am pigtail. Hién tai may han cap quang rat phd dung, cic cong
ty vién thong trén dia ban thanh phd déu c6 kha niang thuc hién cong viéc nay.
Mot sb noi chon cach bam dau cap quang thay vi han, nhu vay ré hon chut it



nhung suy hao nhiéu hon 1a han. Dung kiéu bam d4u thi mang tinh chat tam
thot, kho kiém sodt dugce h¢ thong, nhat 1a hé thong mang truc.

Vé thiét bi ddu cudi (Switch/Router) thi ctng don gian thdi, ban hoc CCNA thi
quan tdm dén Ethernet, Media Converter, néu ban quan tdim dén vién thong thi
quan tam dén PDH, SDH, thiét bi DWM. N6i chung hé thong thong tin quang
khong cé gi phuc tap dau, don gian né cling chi 1a Layer 1 thoi. Khoang cach
1Km thi dung Switch ¢ 2 dau 1a duoc, dung duoc ca MM va SM. Khéng can
phai ding Router, ding Switch nao c6 thé config dugc L2 hay L3 thi tot ma gia
lai ré. Hé théng quang khi da chay duoc rdi thi khéng c6 chuyén chap chon.
Néu dung Cisco thi c6 thé ding con 2960 1a dugc roi. Nén ding 2 con 2960
khong c¢6 cong GBIC rdi ding thém 2 con Media Converter 100Mbps thi gia
thanh hop 1y nhét, con néu khong thi ding con 2960 c6 cong Gbic ciing dugc
nhung khong tbi wu vé gia tién. Khoang cach gitra 2 thiét bi dau ndi bang cap
quang khong quy dinh cu thé 1a bao nhiéu KM. Khoang cach giira 2 thiét bi can
clr vao tinh toan suy hao toan tuyén, cong suat phat, do nhay thu va cong suat
du phong cua thiét bi. Thong thudng mdi thiét bj déu co khuyen cao chay o cu
ly nhat dinh, Cha y cu ly quang cua cac loai module, néu gan qua can phai gan
thém bo suy hao quang dé tranh 1am hong con laser receiver, tuy nhién do6 chi
1a tinh twong di thoi.

3.3. Vé gia thanh cua hai giai phap:

Ca hai giai phap déu dung phu kién nhu nhau. Gom hop chia phy kién
(patchpanel/ ODF), Adaptor, Patchcord.
D041 véi giai phap han sgi quang pigtail (gid sur l1a 6 sg1 quang)

pigtail MM: 7 USD/ 1 pcs
tray :14 USD/ tray 12 or 24 soi
Cong han : 4 USD/ moi han

Tong cong cho 6 soi: 42 + 14 + 24 = 80 USD
Dbi voi giai phap bam dau connector:

Connector :4 USD/ 1 pes
Cong bam dau: 4 USD/ dau

Tong cong cho 6 dau: 24+24 = 48 USD

Nhu vay chénh 1éch cho mdt diém tap két cudi cap quang c6 6 core 1a 80 — 48 =
32 USD.



Bai 7:
Leased line

Cau hdi lién quan dén leased line:

1. Cong ty minh dang xai leased-line 256Kbps, thoi gian dau thi c6 thé
download file va duyét web rt nhanh nhung hién nay rat cham (c6 thé
n6i 1a cham nhu dial-up). Minh can biét 2 diéu 1a :

- Lam céach nao dé mang internet chay nhanh tro lai
- Lam céch nao dé biét dugc duong leased-line ma minh dang st dung
co phai 1a 256Kbps khong?

2. DDN la gi? Moi cac ban c6 hiéu biét vé DDN danh chut thoi gian post

1én cho anh em trong dién dan nhimg kién thirc ctia minh vé DDN.

Céch cu hinh leased line trén thiét bi ctia CISCO khéng?

4. Bang thong ciia mot dudng truyén ( vi du leased-line) co phai bang tong
cua tbe do truyén (bit/s) cia ca hai chiéu (IN/OUT) cong lai khong?

hat

Tra loi:

Ban c6 thé ding MRTG dé kiém tra luu luong bing thong vao ra, chuong trinh
mién phi va hod trg kha nhiéu phan cting, chi phai cai 1a cai dat hoi thi cong ma
thoi nhung dung rat tét. Mrtg download tai mrtg.org de kiém tra tbc do. Ngay
lac nay anh c6 thé kiém tra thong so Reliability cua cong Serial bang cach anh
dung 1énh #show interface Serial X/X .. ...Néu thong s nay co ti 18 qua thap thi
c6 thé dudng truyén chd anh khong tot. Day 12 mot thiét bi dé két ndi leased
line, ding hon 14 thiét bi HDSL Modem.

Thiét bi ddu cudi ban can trang bi khi d4u ndi leased line tai mang DDN cua Tp
HCM la dung cac NTU. NTU thi c6 rat nhiéu loai vi du ASM 31 chang han.
Thiét bi nay ciing co6 datarate = 128K. Loai Timeplex AD3, IDSL Max
datarate= 128K NTU Timeplex AD3 c6 datarate =128K, chinhxac hon néu
dudi 128K thi buu dién s€ chi dinh khach hang dung thiét bi theo buu dién chi
dinh, con néu > 128K thi khach hang dungloai nao ciing dugc mién la >
128K.Thuong tat ca cac loai thiét bi nay c6 mot dau 1a V.35, con mot dau kia
ndi vao duong line cap déng kéo tir buu dién. TimePlex AD3 duoc dé cap &
trén da ngimg san xuat va dugc thay thé bang TimePlex SYNCHRONY® AD7
va hién tai 1a AD-10/FR2. Hang cung ce‘ip NTU thi nhiéu ldm, van dé 1a ban
duoc buu dién ‘khuyén cao’ str dung loai gi twong thich.

DDN 1la 1 network hoan chinh dung dé cung cép cac dich vu vé data. Hién tai
mang DDN str dung cong ngh¢ ghép kénh TDM (TDM-based). Trong tuong lai
¢6 18 s& chuyén dan sang cic cong nghé mdi nhu DPT/RPR hodc chuyén sang
ATM-based, IP-based. Mang DDN Ia mét tap hop céc access node (str dung céac
bd mini MUX, DACS ...) ding mang truyén dan ndi tinh hién c6 dé két ndi cac
access node lai voi nhau (cai dinh nghia nay khong chic 1ém . Theo em thi
DDN (Digital Data Network) 1a mot hé thong mang chi dya trén truyén dan cap



dcj)ng. Hién nay mang cta buu dién la mang DDN (tat nhién 13 backbone thi
van la Optical ro1)

Cac access node c6 2 nhiém vu: )
1. Cung cap dich vu data t6i nguoi dung cudi. vi du nhu dich vu leasedline.
2. Tap trung luu lugng (multiplexer) dé truyén di trén mang truyén dan.

Duéi day so sanh Leased lines (LL) véi mot s6 cong nghé khac nhu
FrameRelay va MPLS/VPN.

Viéc chon LL hay FrameRelay tuy thudc chu yéu vao nhu cau sir dung. Sau
day la bang so sanh 1 cach co ban nhat:

LL: d6 bao mat cao nhit vi c6 dudng truyén danh riéng. Thich hop cho cac ting
dung rat quan trong hay cac tng dung doi hoi cao, khong chip nhéan delay (nhu
VoIP, SAP,...). Khong phu thudc vao kha nang va trinh do k¥ thuat cia nha
cung cip dich vy, vi LL hoat dong & 16p 1 chi phi rat cao

FrameRelay: do bao mat thép hon vi @ mang FR, dir li¢u dugc truyén di chung
v6i cac dir li€u ciia nhitng khéch hang khac. Thich hop cho cac tng dung
khong doi héi cao. Phy thudc vao kha nang va trinh dg k¥ thuat ctia nha cung
cép dich vy, vi FR hoat dong & 16p 2

chi phi ré hon LL rat nhiéu

So sanh gitra leased line (TDM) va MegaWAN (VPN/MPLS), gia sur toc do
duong truyén can thué nhu nhau. Két ndi 1 van phong va 2 chi nhanh.

Leased line:

Uu diém:

- Bang thong dam bao 100%

- Delay nho

- Jitter nho

- Ba dich vu (c6 thé sir dung cho cac dich vu non-IP va IP).

Khuyét diém:

- Gia thué rat dat.

- Thiét bi dau cudi rat dat, it thong dung, kho tim.

- Budc phai sir dung 1 cip thiét bi cho mdi kénh —> & van phong can 2 thiét b
dé phuc vu cho 2 diém chi nhanh.

MegaWAN:

Uu diém:

- Bang thong dam bao (chi s¢ n6 khong khai CBR -Constant Bit Rate cho bac
thoi).

- Gi4 thué rat r&

- Thiét bi dau cubi thong dung, d& mua (modem ADSL binh thuong hodc



SHDSL). HDSL va G.shdsl cho cac két nbi data 128Kbps&lt; n x 64Kbps
&lt;= 2048Kbps.

- Chi can 1 modem & vian phong dé phuc vu cho nhiéu diém chi nhanh.
- Phu hop dé két nd61 mang tin hoc va cac dich vu trén nén IP.

Khuyét diém:
- Delay 16n
- Jitter 16n

Bai 8:

Xai cap quang voi RJ45

Cau hoi:

Xin chao,

T6i c6 mot van dé mong dugc giai dap. Cong ty c6 2 buiding cach nhau >200m
(cach con duC{ng). Dé noi gitra 2 building, cty dung cap quang (cach nay hop 1y
nhat chua?) d€ noi 2 dau. O 2 dau sir dung LAN router cisco 26xx (dé tach roi
2 mang LAN) chi ¢6 2 port FE 10/100. Vay bay gi¢ dung cach nao dé ndi dugc
cap quang vao cai dau Rj-45 cua router? Néu ndi thang vao Switch 29xx c6 dau
cho cap quang & 2 dau building thi c¢6 thé tach rdi 2 mang khong?

Rat cam on

Tra 11 tu cac thanh vién dién dan:

Néu mudn nbi 2 van phong voi khoang cach gan (=< 3km) c6 rat nhiéu giai
phap phu thudc vao cac thiét bi dau cudi ma cong ty cac ban dang co:

1. Cap dong cong nghé G.SHDSL hay céng nghé VDSL:

C9 thé két ndi hai toa nha bang day cap dong (loai cap dién thoai). Ding thiét
bi hai dau VC102 (Planet VDSL Converter).

* Thiét bi ndy c6 nhiéu ché d6 dé lya chon
* Khoang céach t6i da 1km2
* Bang thong khoang 11mb
* (Gia cling khoang hon 800usd cho 1 cép.

Thiét bi can thiét 1a hai modem sir dung cong nghé trén c6 port Lan (1 hoic 4
port)



vd: Loai modem G.SHDSL Paradyn 1740 A2 gia tam 500usd, Zyxel P 792H
gia tam 400usd. Loai modem VDSL Zyxel P972.

Néu ding cap dong cong nghé G.SHDSL va mudn d4u vao Router: cac ban
mua cac loai NTU dang c6 trén thi truong c6 Interface V35 1a ok, téc d6 Syn
2Mbps. Lic ndy mang cua ban giéng nhur mot Wan két ndi hai LAN. Néu cong
ty du da thi mua Interface E1 (modem va ca Router).

vd: san pham cua Telindus, CTC ...

Luu ¥: ban phai ¢ chirc nang kéo duoc cap dong néu ngoai dudng, trong
khuon vién cong ty thi mién ban.

2. Cap quang:
Dé két ndi bang cap quang ban can co:

- Cap quang: nén xai loai outdoor, c6 armoured cang tét. Vi khoang cach
khoang 200-500m thi dung cap multimode 50/125um 14 t&t nhat. S6 core thi
tiy ban nhung tdi thiéu 1a 2 core (Tx & Rx), théng thudng 1a 4 hodc 8 core dé
du phong.

- ODF x 2 pcs cho 2 building: Tuy vi tri dau ndi/ phong thiét bi ban c6 thé chon
loai rack mount hodc wall mount, FO adapter chon loai thong dung nhu ST
hoac SC

- Connector quang: t6i thiéu 14 4 (2 cho mdi dau), c6 thé chon ST hay SC cho
thong dung cling nhu d& han dau va phai cing loai voi adapter cia ODF

- Patch cord quang: ndi tir ODF sang media converter, dai khoang 3m la du.
Chu y 2 d4u connector phai ciing loai v6i adapter cia ODF va FO connector
cua media converter.

- Media converter:tuy nhu cau bang thong gitra 2 building ban c6 thé chon FE
hoic GE. Chii ¥ céac thong sb: Cong suat phat t6i thiéu, Cong suat phat tbi da,
do nhay dau thu, ngudng cong suét thu t01 da, kiéu FO connector.

- Cudi cuing 13 2 soi patch cord RJ45 dé ndi tir media converter t6i switch.
Dung Media Converter 13 hay nhét va gia ré nhat. Trén thi trudng c¢6 nhiéu loai
cac ban co thé do gia dé duoc gia tot nhat.

O hai dau cta duong cap quang cac ban c6 thé dung switch layer 2 hoic dung
router hodac mot bén 1a switch va mét bén 1a router.

Ban két ndi hai switch bang cap quang thi hai mang LAN tr¢ thanh mot néu
ban khong cu hinh VLAN. Pau kia n61 thang vao switch L2. Trang bi 01
Switch ¢6 02 cong cap quang 1a 6n. Mang chay thoai mai 1000Mbps.

RJ45 cép quang

(LAN)——[SWITCH c6 céng cap quang] [SWITCH c6
cong cap quangl———  (LAN)

Néu ding cap quang va mudn d4u vao Router ¢ hai dau: Céc ban c6 thé ding
modem quang. Trén Modem quang c6 nhiéu liua chon hon vi né ra nhiéu




Interface hon : LAN, E1 va V35. Néu ban mudn dung cap quang truc tiép trén
router ban ¢6 thé mua them module NM-1FE-FX.

Néu khong mudn dau tu thém switch c6 cong quang ban cé thé sir dung
Converter cua hang Planet Fast Ethernet Media Converters. Hién nay trén thi
truong c6 cac dong media converter 100base FX/100base TX cua Plannet. Gia
ré (tu 100-300$ tuy loai). Dung cap Munltimode thi media converter ré hon
Single Mode, khoang cach tir 500m->80km. Thiét bi nay c6 thé cho bing
thong 1a 100Mbps, khoang cach 2km véi multimode va khoang 35 km véi cap
singlemode.

Su dung 01 cap converter 1a 6 6n nhat, gia ca ciing binh thuong ma uu diém nhat
van la dé lp dat va str dung, khai thac. Giai phap cap quang rat tot nhung chi
phi cao cho mo6 hinh mang cho 2 toa nha chi cach nhau 200m. Dung cap quang
1a giai phap c6 bing thong cao va 6n dinh nhat, ko bi anh hudng bai moi
truong nhu wireless bridge. Tuy nhién chi phi c6 thé cao hon ciing nhur thi cong
s& rac roi hon. Vi khoang cach trén 2 Km thi ban ding cap quang don mét.

Téc d6 cta duong lgét néi, lic nay khong phu thude vao cap quang ma chi phy
thudc vao thiét bi dau cudi (router/switch) cua ban. Ban chay duoc toc do Gb
binh thuong hodc tham chi 10Gb.

Khoang cach 200m thi khong nén dung cap 50/125 ma dung cap 62.5/125 thi
6n hon. Vé mat Iy thuyét thi cap quang 50/125 c6 d6 suy hao it hon cap
62.5/125 nén cap 50 duoc ding cho cy ly xa hon, tuy nhién hién nay cong suit
phat quang cua thiét bi da duoc cai thién dang ké va gia thanh cling da giam
nhiéu roi. Ly do nén dung cap 62.5/125 vi loai nay rat phd thong va cd nhleu
nha cung cap nén ban c6 thé mua duoc cac phy kién di kém nhu day ndi, day
nhay mot cach dé dang va gia thanh ciing ré, chic ban biét gia thanh SP & VN
khong phu thudc nhiéu vao gia SX ma chu yéu phy thudc vao c6 bao nhiéu
nguodi ban thoi. Mot didu nira 1a hién nay & VN van sir dung kiéu bam dau céap
quang ma it khi han, kiéu bAm dau gia thanh vira dat ma lai khong linh hoat khi
can thay doi.

Sau cling, van con giai phap Wireless. Ban c6 thé chi can ding 1AP cho cy ly
200m dé xay dung 1 wireless Lan. Luc nay anh can thém cac wireless card cho
céc client. O khoang cach 16n hon,anh can dung 2 AP bridge dé thiét lap 1
point — to-point connection. Khi nay anh van ¢6 1 LAN duy nhat. Trong giai
phap nay khong can dén cac wireless card, tir PC dén bridge ta s& dung UTP.
Chtc ning ctia AP 13 két n6i hai LAN véi nhau.



Bai 9:
Khéi phuc mét khau cho router Cisco

bat van de:

Khi c4u hinh mét router, ngudi quan tri thiét bi thuong dat cic mat khau dé
ngan chin viéc ding nhap khong hop 18 véo thiét bi do minh quan 1y. Vi duy, de
ngan chan viéc dang nhap vao mode privileged tur do di dén cac mode cdu hinh
sau hon & bén trong, ngudi quan tri co thé sir dung enable password hoac
enable secret:

Router(config)#enable password vmpro (cau hinh enable pasword 1a
VIpro) ’
Router(config)#enable secret cisco (cau hinh enable secret 1a cisco)

Hoac thdm chi co thé dat mat khau ngan chin dang nhap khong hop 18 ngay
ttr cong console:

Router(config)#line console 0
Router(config-line)#password vapro
Router(config-line)#login

Viéc dit cac mat khau nhu vay 13 can thiét nhim dam bao mot muce do bao
mat co ban nhit cho thiét bi. Tuy nhién, d6i luc vi bat can, nguol quan tri co thé
danh nhadm mot vai ky tu khi khai bao mat khau hodc c6 thé quén mat mat khau
dang nhép do do khong dang nhap dugc vao thiét bi do minh quan ly. Trong
truong hop nay, nguoi quan tri can phai thyc hién mot s6 thao tac nham khoi
phuc lai mat khau cho thiét bi. Bai viét nay sé& trinh bay nguyén 1y co ban dugc
su dung dé khoi phuc mat khéu cho cac router cta tap doan Cisco, kém theo do
13 sy hudéng dan cu thé cac thao tac dé khoi phuc mat khau trén cac dong router
Cisco pho bién hién nay 1a cac dong 2600, 2800.

Nguyén ly co ban:

Viéc khoi phuc mat khau duwa trén viéc can thiép vao budc cudi cing cua
tién trinh khoi dong ctia router. D¢ can thiép vao tién trinh nay, nguoi quan tri
phai thyc hién thay d6i gia tri cia mot thong s6 ky thuat trén router co tén goi
1a thanh ghi cau hinh (configuration register). Thanh ghi nay bao gém mot
chudi nhi phéan 16 bit véi mdi bit déu mang mot y nghia, chirc nang riéng. Thiét
lap cac gia tri 0 hay 1 cho cac bit c6 thé anh huong dén tién trinh khoi dong cua
router. Thanh ghi c4u hinh thuong duogc hién thi dudi dang s6 hexa (hé dém
16), vi dy; 0x2102, 0x2142, 0x2100,.v.v... ( ki hiéu “0x” dugc sir dung dé chi
ra day 1a cac s6 hexa). Ta xem xét tién trinh khoi dong cua router:



1. POST (Power On Self Test): Bay la budc dau tién, dién ra ngay sau
khi bat nguon cua router, quy trinh POST s€ kiém tra toan bo phan
cling cua router dé dam bao cac phan cing hoat dong dung.

2. Nap chuong trinh bootstrap tir ROM vao RAM dé chay, chuong trinh

nay chiu trach nhiém thyc hién quy trinh nap hé diéu hanh (IOS) cho

router.

Nap I0S (hé diéu hanh ca router) tir bd nhé Flash vao RAM dé chay.

4. Sau khi duoc nap, 10S sé€ nap file cu hinh startup-config tr b nhd
NVRAM vao bd nhd RAM thanh file running-config va thyc hién file
céu hinh nay.

Tat ca cac mat khau sau khi khai bao déu duoc luu lai trong file
ciu hinh startup-config trén bd nhd NVRAM va vi thé sau khi file nay
duogc nap va chay thi cac mat khau sé phat huy tac dung. Do d6, dé bo
qua cac mat khau thi phai diéu khién router bo qua file startup-config
trong budc nay va nap vao mot cau hinh tring. Str dung cdu hinh tring
va vao dugc cac mode ciu hinh sau hon, c6 thé chinh sira hodc x6a bo
cac mat khiu da luu trong file cau hinh cii, tir d6 ¢6 thé sir dung lai file
cau hinh cii trong 1an khoi dong tiép theo nhung voi cac mat khau da
dugc stra lai theo y cua nguoi quan tri.

Pé thyc hién dugc viée nay, can phai thiét 1ap gia tri 1a 1 cho bit
thir 6 ctia thanh ghi cu hinh (tinh tir phai sang trai, bit ddu tién dung
ngoai cung bén phai ¢ sé thir tu 1a 0). Gia tri ctia ca thanh ghi khi da
thiét 1ap gia tri 1 cho bit s 6 thuong duoc ding 14 : 0x2142 , c6 v
nghia bd qua startup-config trong NVRAM khi khéi dong. Binh
thuong, thanh ghi nay co gia tri mac dinh 1a 0x2102 (trong do bit s6 6
bang 0 c6 y nghia: sir dung file startup-config trong NVRAM).

(O8]

Cic buée cu thé khdi phuc mit khau trén router Cisco cic dong 2600,
2800:

Pau tién, gia thiét router di bi cau hinh sai mat khau hoac mat khiu bi quén
dan dén dang nhap thiét bi khong thanh cong:

Ynpro>enable
Password:
Password:
Password:

% Bad passwords

Ynpro>

Ta tién hanh cac buéc nhu sau dé khoi phuc mat khéu cho router:
1. Tat cong tac router va sau khoang 30s thi bat tr¢ lai, khi router khoi
dong, man hinh s€ hién thi cac dong sau:



Sustem Bootstrap, Version 12.4{1r) [hqgluong 1r1, RELEASE SOFTHARE (fcl)
Copvright (c) 2005 by cisco Systems, Inc.

Initializing memory for ECC

c2811 processor with 262144 Kbytes of main memory
Main memory is configured to 64 bit mode with ECC enabled

Reador)ly ROMMON initialized
( Nhan Ctrl + Break tai day)

2. Ctrl + Break 1a to hop phim ngét c6 tac dung dua router vao mot ché do dic
biét goi la ché do rommon. Tai ché do rommon, router st dung hé diéu hanh
phu trong bd nhé ROM dé chay chir khong sir dung hé diéu hanh chinh I0S
trong flash dé chay:

rommon 1 >

Luw ¥: Nhin Ctrl + Break ngay khi bat router c6 thé 1am dtng router. Tét nhat
1a cho nhan ngat khi router hién thong bao vé kich thudc bo nhé chinh. Ta ciing
c6 thé nhin Ctrl +Break trong 15 gidy dau tién. Luu y rang d6i véi cac chuong
trinh terminal khéc nhau, t6 hop phim ngat c6 thé khac nhau. Chuong trinh
terminal pho bién nhat 12 Window Hyper Terminal st dung t6 hop phim
Ctrl+Break dé ngat.

3. Tai rommon, ta thuc hién lénh dbi gia tri cua thanh ghi cdu hinh thanh
0x2142.

rommon 1 > confreg Bx2142

You must reset or power cycle for new config to take effect
rommon 2 > _

4. Sau khi d6i xong gia tri ciia thanh ghi céu hinh, phai khéi dong lai router.
Trong rommon, 1énh khoi dong lai router 1a 1€nh reset.

rommon ¢ > reset
c2811 processor with 262144 Kbytes of main memory
Main memory 1s configured to 64 bit mode with ECC enabled

Readonly ROMMON initialized

5. Sau khi khéi dong lai, router sau khi nap xong 10S, s€ bé qua khong nap cau
hinh tr NVRAM d¢€ chay nira ma di vao mode setup, cho phep ta s dung mét
cau hinh trang dé chay.



-—— Svustem Configuration Dialog —-

Hould vou like to enter the initial configuration dialog? [ves/nol: no

Press RETURN to get started!

Ta nhap phan tra 11 1a “no” dé sir dung cu hinh trang. Khi str dung cdu hinh
trang, ta di vao dugc mode privileged cua router, tr d6 c6 the ti€p tuc di vao
cac mode cau hinh sau hon dé chinh stra hodc loai béd mat khau trong file cau
hinh cii.

Router>enable
Router#_

6. Tiép theo, copy file startup-config vao thanh file running-config. Sau khi
copy file startup-config vao, ta c6 thé thay doi chinh sura lai mat khau cii nam
trén file nay.

Routerticopy startup-config running—config
Destination filename [running-configl?

1058 bytes copied in 0.404 secs (2619 bytes/sec)
Ynpro#_

Ta th?iy tén router da dugce doi tir tén mic dinh 14 “Router” thanh “Vnpro”.
Nhu vay, ta da lam vi¢c trén file cau hinh cii va bo qua dugc mat khau.

7. K¢ tiép, ta chi viéc xem mat khau nao can chinh stra hodc loai bo dé lam cac
thao tic chinh sira, loai bo twong ung. O day, vi du mat khau can sua lai 1a
enable password, sura lai thanh “vnpro”.

Ynpro{config)#enable password vnpro

Ynpro(config)Hexit

Vnpro#co

=Feb 25 17:10:17.383: %#5YS-5-CONFIG_I: Configured from console by console
Vnpro#tcopy

Unprolcopy running-config startup-config

Destination filename [startup-configl?

Building configuration. ..

[0K]

Vnpro#_

Sau khi stra xong, nh¢ luu dé cau hinh 1én cau hinh cii dé tir nay vé sau su
dung mat khau méi.

8. Buoc quéi, cung, ta phai stra lai thanh ghi céu hinh vé mac dinh nhu cii 1a
0x2102 dé¢ tién trinh khéi dong sau nay dugce dién ra binh thuong.



Ynpro#ficonfigure terminal

Enter configuration commands, one per line. End with CHTL/Z.
Vnpro{config)#config-register 0x2102

Vnpro{config)#_

Thanh ghi cdu hinh sau khi dugc sira van giit nguyén gia tri 0x2142, ta phai
khoéi dong lai router thi gia tri méi 0x2102 maéi dugce su dung.

Trén day 1a nguyén 1y va cac budc dung dé khoi phuc mat khau 15i hodc bi
quén cho router cac dong 2600, 2800 cua hing Cisco. Déi véi cac dong khac co
thé c6 bién ddi chut it vé& cach thirc va dong Iénh nhung nguyén tic thi van
gidng nhu vay, c6 thé tham khao thém trong cic tai liéu huéng dan di kém
hoic trén trang hd tro ctia Cisco.

Bai 10:

Clockrate vs bandwidth.
Tong két cac thao luan dwogc dwa ra vé “bandwidth va clockrate”
Céc cau hoi xung quanh van dé nay:

-Céu 1énh clock rate tao xung nhip, vay néu chiing ta gb clockrate cang 16n thi
toc do truyen dir liéu gitta DCE va DTE cang cao phai khong?

-Con cau 1énh Bandwidth khi gd vao mot interface nao do thi c6 tac dung gi?

- Cap xung Clockrate 1a ding dé dong bo 2 dau (1 1a DCE — trén thuc té 1a nha
cung cap dich vu, 1'la DTE- la nguoi st dung), nhung dong bo dé lam gi? Con
toc do duong truyén 13 phu thugc vao Bandwidth, BW cang cao thi toc do
duong truyén nhanh va nguoc lai. Clockrate anh hudng dén duong truyén? Néu
nd1 nhu ban thi 1 duong c6 BW=256 v&i Clockrate = 9600 va 1 duong c6 BW
= 64 voi Clockrate = 128000 thi duong nao s€ nhanh hon.

Mot sO y kién tra 101:

- Lénh bandwidth thuc chét 1 tao mot tham sd dau vao dé tinh ra composite
metric (cua IGRP). khi bandwidth cang 16n thi metric tinh ra cang nhé( nhu
vay con duong s€ c6 do tin cdy cao hon, va s€é dugc uu tién so vdi cac con
duong khac dén cing mang dich dé router chon update vao bang dinh tuyén).
Lénh nay khong co tac dung lam ting tc do truyén giita DCE va DTE.



- Con 1énh clockrate, sé lam thay ddi tdc do truyén dir liéu vi xung nhip cao thi
dir 1iéu s€ dugce truyén véi toc do cao hon.

- Clock rate cang cao thi di nhién s& cho ban tdc d6 cang cao, nhung véi diéu
kién DTE va DCE phai dap tng dugc. Hon thé nita toc d6 clockrate khong phai
1a con s6 bat ky ban nghi ra, rdi gd vao ! Ma nd ¢ nhing con s6 ¢6 dinh sin, vi
du nhu 9600,19200,56000,64000,115200,... va tiy thudc vao truyén sync hay
async ma nhiing con s6 quy dinh nay khac nhau. Nhung du sao di nita thi
clockrate nay ciing khong quyét dinh hoan toan tdc do truyén trong 1 s6 trudng
hop, thi du nhu modem async, frame relay,... Pbi véi modem async thi clock
rate chi quyét dinh duoc toc do tir DTE dén DCE ma tc d6 thuc thi phu thude
vao carier cia DCE (modem) . Con frame relay thi clock rate anh huong dén
access rate ma thoi, data truyén nhanh hay cham thi con phu thudc CIR. Nhung
du sao di nita thi khi truéyn async ta nén cho clockrate > toc d6 carier vi nhu
vay giup cho DTE sé& giup CPU trén DTE nhe tai hon cho cong viéc truéyn co
thoi gian tréng nhiéu hon cho nhing viéc khac. Clock Rate chi c6 y nghia trong
ché do truyen dong b, khong ¢ y nghia trong truyen bat dong bd. Trong ché
do truyén bat dong bd, ddng hd xung nhip 6 hai dau khac nhau — hay néi cach
khac 1a ko dong bd voi nhau — thi viée cap xung nhip s€ ko c6 y nghia gi ca.
Khi dung Iénh clock rate, g6 ? s€ ra cac tdc @6 phi hop. Con s6 nay ludn 1a boi
sO ciia 9600 bps.

- Trong truyén dan FR, CIR ¢o y nghia la téc d6 dam bao ciia nha cung cap
dich vu cho khach hang. Trong diéu kién mang bi nghén thi nha cung cap dich
vu van dam béo tdc d6 truyén = CIR ma ko thap hon. Do d6, thong s6 CIR
cling ko anh huéng dén toc do truyén cua FR.

- Bandwidth thi c6 tac dung giiip cac routing protocol tinh cac composite
metric, khéng c6 tac dung vé van dé téc do trong truyén data.

- Clockrate thé hién tan sb trén do6 sb liéu duoc chuyén di. Tan sb cang cao thi
s0 liéu dugc chuyén di cang nhanh. Clockrate lam vi¢c ¢ layer 1.

Con bandwidth thi hoan toan khong lién quan gi dén layer 1 ca. N6 chi gitp
cho ngudi quan tri theo ddi dé dang hon. Ngoai ra, bandwidth con duoc mot )
dynamic routing protocols nhu OSPF, EIGRP dung dé tinh toan best route dén
destination.

Trong vi du trén thi duong co clockrate 128k s& nhanh hon rat nhiéu so voi
duong c6 clockrate 9.6k

- Kha ning truyén s liéu khong chi phu thudc vao clockrate ma con 18 thude
vao nhiing y€u t0 khac nira nhu duong két noi vat ly, cong ngh¢ truyén dan.

- Trong trudng hop dung dial-up, cong nghé hién tai chi cho phep den 56K. Xin
lwu v 14 56K chi 1a tbe d6 két ndi 1y thuyét. Toc do thuc té khi ket noi sé thap
hon, vi du nhu 48k. Luu ¥ 1a ddy khong phai 1a téc d6 truyén so liéu, chi 1a toc



d6 “o thoi diém két ndi” ma thoi. Trong qua trinh truyen s liéu, 2 modems & 2
dau s& lién tuc trao d6i véi nhau va tim ra toc d6 két ndi on dinh cao nhét. Tuy

theo duong vat ly (xa hay gan, tot hay x4u,..) ma toc do truyén sb lidu “thuc té

s& thay doi, chang han nhu chi con 33.6k, 19.2k hay tham chi khong thé truyén
dugc vi c6 qua nhiéu 15i

Trong truong hop cua ADSL, cong nghé mai nay cho phep truyén sd liéu &
mot toc do cao hon so vo1 truong hop dung dial-up. Trong truong hop dung
lease line, toc d6 128k duoc bao dam va dong bo trén toan bo duong di ttr diém
A dén diém B. Thiét bi ¢ 2 dau phai c6 kha ning hd trg dé hoat dong & tde do
nay Tdc do nay s& cb dinh va khong thay doi theo thoi gian.

- Khi chiing ta str dung router Cisco, c¢6 hai cdu 1énh thudng dung lién quan dén
bang thong. Thir nhét 1a 1énh clock rate, 1énh nay dinh nghia ti 1€ bit 16p 1 thuc
su. Cau Iénh duogc stir dung khi router cung cép xung déng ho, dién hinh khi két
ndi router sir dung interface serial voi mot vai thiét bi 1an can(vi du nhu voi
router khac).

- Cau 1énh bandwidth thiét 14p luong bing thong sin co trén interface. Vi du:

giao thirc dinh tuyén EIGRP (Enhanced Interior Gateway Routing Protocol) lwa
chon cac metric cho interface dua theo cau 1énh bandwidth, khong dya theo cau
1énh clock rate. Noi tom lai, bang thong chi thay d6i hoat dong ciia cac tool trén
interface nhung khong bao gio thay ddi toc do giri bit that sy trén mot interface.

- M6t sb tool QoS lién quan dén bing thong cua interface, duoc dinh nghia boi
cau Iénh bandwidth. Cac k¥ su nén xem xét bang thong mac dinh khi cho phép
cac yéu td QoS. Péi véi cac interface serial ciia router Cisco, bang thong mac
dinh duoc thiét 1ap véi tdc do T1 — bat ké bang thong thuc sw. Néu sir dung
subinterface, chiing thira huong bang thong dugc thiét 1ap cho interface vat 1y
tuong rng.

Bai 11:
AAA
1.1.Gi6i thiéu tong quan AAA

1.1.1.Viéc sir dung AAA trong vdé bio mit va diéu khién truy cip mé
rong mang

Céc nha quan tri mang ngay nay phai diéu khién viéc truy cip ciing nhu giam
sat thong tin ma nguoi dung dau cudi dang thao tac. Nhimg viéc 1am d6 c6 thé
dua den thanh cong hay that bai cia cong ty. Vi y tuong do, AAA la cach
thire tot nhit dé giam sat nhitng gi ma nguoi dung dau cudi cé thé 1am trén



mang. Ta c6 thé xac thuc (authentication) nguoi dung, cip quyén
(authorization) cho nguoi dung, cling nhu tdp hop dugc thong tin nhu thoi gian
bat dau hay két thic ciia ngudi dung (accounting). Nhu ta thdy, bao mat 1a vin
dé rat quan trong.

Vi mite d6 diéu khién, that dé dang dé cai dat bao mat va quan tri mang. Ta co
thé dinh nghia cac vai tro (role) dua ra cho user nhirng 1énh ma ho can dé hoan
thanh nhiém vu cua ho va theo doi nhing thay d6i trong mang. Vi kha nang
log lai cac su kién, ta c6 thé c6 nhirng su diéu chinh thich hop véi timg yéu cau
dit ra. Tat ca nhimng thanh phan nay 1a can thiét dé duy tri tinh an toan, bao mat
cho mang. Vi thong tin thu thap duogc, ta co thé tién doan viéc cap nhat can
thiét theo thoi gian. Yéu cau bao mat dir liéu, gia ting bing thong, giam sat cac
véan dé trén mang,... tat ca déu c6 thé tim théy trén dich vu AAA.

1.1.2. Tong quan AAA

AAA [1] cho phép nha quan tri mang biét dugc cac thong tin quan trong vé tinh
hinh cling nhu murc d¢ an toan trong mang. N6 cung cap viéc xac thuc
(authentication) ngudi ding nhim bao dam co6 thé nhan 'dang ding nguoi dung.
Mot khi da nhan dang nguoi ding, ta ¢ thé giéi han tham quyén
(authorization) ma ngudi dung co thé lam. Khi ngudi dung str dung mang, ta
cling c6 thé giam sat tat ca nhirng gi ma ho lam. AAA voi ba phan xéc thuc
(authentication), cAp quyén (authorization), tinh cudc (accounting) 13 cac phan
riéng bi¢t ma ta co thé sir dung trong dich vu mang, can thiét dé mo rong va
bao mat mang. AAA c6 thé dung dé tap hop thong tin tir nhiéu thiét bi trén
mang. Ta co thé bat cac dich vu AAA trén router, switch, firewall, cac thiét bi
VPN, server, ...

1.1.3. Pinh nghia AAA

Cac dich vu AAA dugc chia thanh ba phan, xac thuc (authentication), cap
quyen (accounting), tinh cudc (accounting). Ta s& tim hiéu sy khic nhau ciia ba
phan nay va cach thirc ching lam viéc nhu thé nao. Piéu quan trong nhét 1a
hiéu vé cac kiéu khac nhau cua tinh cudc (accounting).

1.1.3.1.X4ac thuc (Authentication)

Xac thyc ding dé nhan dang (identify) ngudi ding. Trong sudt qua trinh xac
thue, username va password cua nguoi dung duge kiém tra va d6i chiéu véi co
so dit lidu luu trong AAA Server. Tat nhién, tiy thudc vao giao thirc ma AAA
hd trg ma hoa dén dau, it nhat thi ciing ma hoa username va password. Xéc
thuc s€ xac dinh nguoi dung la ai. Vi du: Nguoi dung c6 username la vnpro va
mat khau 1a L@bOnlin3 s& 1a hop 1¢ va duoc xac thuc thanh cong v6i hé thong.
Sau khi x4c thyc thanh cong thi ngudi dung d6 co thé truy cép dugc vao mang.
Tién trinh nay chi 1a mot trong céc thanh phan dé diéu khién nguoi dung véi



AAA. Mot khi username va password dugc chip nhin, AAA c6 thé dung dé
dinh nghia tham quyén ma nguoi dung dugce phép lam trong h¢ thong.

1.1.3.2.ThiAm quyén (Authorization)

Authorization cho phép nha quan trj diéu khién viéc cap quyén trong mot
khodang thoi gian, hay trén ting thiét bi, tng nhom, timg nguoi dung cu thé
hay trén tung giao thitc. AAA cho phép nha quan tri tao ra cac thudc tinh mo ta
cac chue nang cua nguoi dung dugc phép lam. Do do, nguoi dung phai duge
xéc thuc trudce khi cip quyén cho ngudi d6. AAA Authorization lam viéc giéng
nhu mot tap cac thudc tinh mod ta nhitng gi ma ngudi dung da dugc xac thuc co
thé co. Vi du: nguoi dung vnpro sau khi dd xac thuc thanh cong co thé chi dugc
phép truy cép vao server VNLABPRO SERVER thong qua FTP. Nhitng thudc
tinh nay dugc so sanh voi thong tin chira trong co s¢ dir liéu cua nguoi dung do
va két qua dugc tra vé AAA de xac dinh kha nang cling nhu gidi han thue e
cua nguoi do. Dleu nay yéu cau co s¢ dir liéu phai giao tiép lién tuc voi AAA
server trong sudt qua trinh két nbi dén thiét bi truy cép tir xa (RAS).

1.1.3.3.Tinh cwéc (Accounting)

Accounting cho phép nha quan tri c6 thé thu thap thong tin nhu thoi gian bat
dau, thoi gian két thuc ngudi ding truy cdp vao hé théng, cac cau 1énh di thuc
thi, thong ké luu luong, viée str dung tai nguyén va sau d6 luu trir thong tin
trong hé thong co so dit liéu quan hé. Noi cach khéc, accounting cho phép giam
sat dich vu va tai nguyén duoc ngudi dung sir dung. Vi du: thdng ké cho thay
nguoi dung co tén truy cap la vnpro da truy cap vao VNLABPRO SERVER
bang giao thirc FTP v6i s6 1an 13 5 1an. Diém chinh trong Accounting d6 1a cho
phép nguodi quan tri gidm sat tich cyc va tién doan dugc dich vu va viéc s
dung tai nguyén. Thong tin nay ¢ thé dugc dung dé tinh cudce khach hang,
quan 1y mang, kiém toan so sach.

Bai 12:

Vin dé duplex trong Ethernet

Ché dp full-duplex trong Ethernet

Ciing gidng nhu trong Ethernet, dé cai tién performance ta c6 thé dung ché do
fullduplex. Fast Ethernet c6 thé cung cap toc do truyén 1én dén 100Mbps trong
mdi chiéu truyén, din dén két qua 200Mbps throughput. Thong luong tdi da
200Mbps nay chi dat dugc khi mot thiét bi (tram lam viéc, server, routers hay
mot switch khac) két ndi truc tiép dén mot switchport. N6i cach khéc, cac thiét
bi dau cudi ctia mot két ndi phai hd tro fullduplex, c6 kha nang truyén ma
khong phai cho phat hién va khoi phuc khoi xung dot.



bic ta cua FastEthernet cling cho phep tuong thich nguoc voi 10Mbps Ethernet
truyén thong Trong truong hop 100BaseTX, cac switchport thuong duoc goi la
10/100 dé chi ra tdc d6 dualspeed. Khi nay, hai thiét bi ¢ hai dau két ndi sé tu
dong do tim tdc do sao cho ca hai c¢6 thé hoat dong o tdc dd cao nhét. Qua trinh
do tim nay bao gdm viéc phat hién va chon lya cong ngh¢ ¢ 16p vat Iy, tim ché
do halfduplex hay fullduplex. Néu ca hai dau cua két ndi duoc cau hinh theo
kiéu autonegotiate, toc d6 chung cao nhat giita hai thiét bi s& duoc dung.

Trong qua trinh bét tay do tim ché do duplex ctia mot két ndi, mot sb thong tin
s& dugc trao dbi qua lai gitra hai thiét bi. Biéu nay co6 nghia la, dé cho qua trinh
do tim ty dong 1a thanh cong, ca hai dau phai duoc thiét 1ap & ché do
autonegotiate. Néu khac di (nghia 14 chi c6 mot dau thiét 1ap & autonegotiate),
mot dau cua két ndi s& khong nhan duoc thong tin tir dau kia va s& khong c6
kha ning xac dinh ché do chinh xac dang duoc dung. Néu qua trinh
autonegotiation 1 that bai, mot switchport s& trd vé ché d6 tw dong cua noé 1a
halfduplex.

Cén cht y vé van d& duplex mismatch khi ca hai dau cua két ndi déu khong cau
hinh cho autonegotiation. Khi c6 mismatch xay ra, mot dau cua két ndi s& dung
full-duplex trong khi ddu xa dung halfduplex. Két qua 1a may tram dang hoat
dong & ché do half-duplex s& ludn phat hién ra collision khi ca hai déu mudn
truyén. May tram dang chay ¢ full-duplex s€ gia sur la n6 c6 quyén truyén & bat
ky thoi diém nao. 'May tram nay s€ khong dung lai va cho. Tinh trang nay dan
dén 131 trén két ndi va tbc do dap tmg rat chdm giira cac may.

Qua trinh bit tay s& dung bang cac d6 wu tién dudi ddy. Khi ca hai dau két nbi
c6 thé bat tay nhau ¢ nhiéu tdc dd, téc dd nao c6 dd wu tién cao nhat s& duoc
ding. Vi dy, néu ca hai thiét bi c6 thé chay & mic 6 (100BbaseTX fullduplex)
va muc 2 (10base2full), mic 6 s€ dugc dung.

do uu tién Ché do ethernet
100Base-t2 (full duplex)
100Base-TX (full duplex)
100BASE-t2 (half duplex)
100Base-T4

100Base-TX

10base-T (full duplex)
10Base-T

— [N W hrr AN



Dé dam bao ciu hinh chinh x4c ¢ ca hai dau cta két ndi, Cisco khuyén céo cac
gia tri vé toc do truyén, duplex mode phai dugc cdu hinh thu cong (manually)
trén cac switchports. Yéu té nay gitp loai trir kha ning mot bén thay doi cac cai
dat, dan dén két ndi co thé khong dung duoc. Néu ban da c4u hinh thu cong
switchport, hiy thiét 1ap ludn cho thiét bi trén dau kia cua két ndi cac thong sb
tuong ung. Néu khéc di, van dé speed mismatch hay duplex mismatch s& xay
ra.

Bai 13:

Collision domain
Mién dung d% va bé dém chuyén mach:
M6t mién dung d6 (Collision domain) la mot tap hop cac thiét bi c6 thé gui cac
khqng tin ma cac khung tin nay c6 thé bi dung do vdi cac khung tin ciia mot
thiét bi khac. Trudc khi switch dugc phat minh, Ethernet thuong dung hub hoac
cac doan cap dung chung nhu 10Base2 va 10Base5. Switch trong cong nghé
Ethernet giiip giam kha nang dung d6 thong qua qua trinh luu cac khung tin
trong bo dém va co ché hoat dong ¢ 16p 2 cia no.
Theo dinh nghia, Hub trong cong nghé Ethernet s& bao gdm cac dic diém sau:

- Hoat dong chi ¢ 16p 1 ctia m6 hinh tham chiéu OSI.

- Khuyéch dai, tai tao tin hiéu dién dé nang chiéu dai dudng truyén.



Mt mién dung 46 do st dung
mét HUB chia s& cac két ndi

SWITCH 1 MAY C

Mhiéu mién dung db nhir st
dung Switch

Mién dung dé (Collision Domain)

Chuyén tin hi¢éu nhan duoc trén mot cong ra tat ca nhitng cong khac ngoai trir
cong nhan vao, va khong c6 bo dém.

Nhu vay hub s€ tao ra mt mién dung do. Nguoc lai, switch s€ gidi han mién
dung d¢ trén tung cong cua no.

Switch cling dung cung loai cap va khuéch dai tin hiéu gidng nhu hub, nhung
switch lam nhiéu viéc hon. Pung do s€ giam thiéu do cac khung tin dugc dém,
khi switch nhan dugc cac khung tin trén cac cong khac nhau, switch luu khung
tin trong cac by nhd dém dé ngan ngura xung dot. Vi dy, gid st mot switch nhan
ba khung tin & ciing mét thoi diém di vao ba cong khac nhau va né phai dugc
dua ra cing mot cong cua switch. Lic ndy switch s& luu hai khung tin trong bo
nhd, va chuyén cac khung tin d6 di mdt cach tuan tu. Khi mot céng cua switch
két ndi dén mot thiét bi khong phai 1a HUB, dung do s& khong thé xay ra. Thiét
bi duy nhit c6 thé tao ra dung do 1a ban than cong switch va mot thiét bi két ndi



va0 n6 va néu mdi bén c6 mot cip cap riéng dé truyén. Vi dung do khong thé
xay ra, nhitng phan doan mang trén c6 thé sir dung ché d¢ song cong.

Bai 14:
Cac phuong thirc chong loop ciia RIP
Hdi tu (Convergence) va chdng loop:

Phan quan trong nhét va ciing phuc tap nhat ciia RIP ndm & nhiing phuong thirc
chdng loop. Gidng nhu nhitng giao thirc dinh tuyén distance vector khac, RIP
sir dung két hop nhiing cong cu chng loop khac nhau, nhung dang tiéc rang
nhitng cong cu nay ciling lam tang thoi gian hoi tu (convergence) mot cach dang
ké. Su that, d6 1a mot han ché rit 16n cia RIP (ké ca RIPv2). Bang 8.3 téng hop
nhitng tinh ning va phuong thirc lién quan dén sy hoi tu va chdng loop ciia
RIP.

Tinh nang Mo ta

Split horizon Thay vi quang ba tat ca cac route ra mot interface, RIP
khong quang ba nhitng route ma router hoc duogc tur
interface nay.

Triggered update  Router s€ giri mdt update mai ngay khi thong tin dinh
tuyén bi thay doi, thay vi phai cho hét thoi gian update
time. Trigger update con c6 tén goi khac 1a flash update.
Khi mot gié tri metric thay ddi tdt hon hodc kém hon,
router ngay 1ap tirc s€ guri ra mot thong di¢p cap nhat ma
khong can chd cho khodng thoi gian update timers bi hét.
Qua trinh tai hoi tu dién ra nhanh hon so véi trudng hop
phai chd nhitng khoang thoi gian cap nhat dinh ky. Cac
thong diép cap nhat dinh ky van dién ra cung véi cic thong
diép trigger update. Nhu vay mot router c6 thé nhan mot
thong tin kém vé mot route tir mot router chua hoi ty sau
khi dd nhan mot thong tin chinh xac tor mot trigger update.
Tinh hudng nay xay ra va cac 16i dinh tuyén van co thé xay
ra trong qua trinh tai hoi tu.

Mot su hi¢u chinh xa hon nira 1a trong thong di¢p cép nhat,
chi bao gom céc dia chi mang lam cho viéc trigger xdy ra.
Ky thuat nay lam gidm thoi gian xtr Iy va gidm anh hudng
dén bang thong.

Route poisoning  khi route bi 151, router s& giri update vé route d6 di voi
infinity-metric (hop count = 16).

Poison reverse Router nhin duoc quang ba vé mot poisoned route (metric
16) trén mot interface, router s€ hoi dap lai thong diép



Update timer

Holddown timer

Invalid timer

Flush (Garbage)
timer

poison reverse trén cung interface do.

Qua mdi khoang thoi gian update timer, router s& gui
update mot 1an qua mot interface, m01 interface c6 mot
update timer riéng, mac dinh trén tat ca interface 1a 30
gidy.

Doi voi mdi route dén mot subnet trong bang dinh tuyén,
néu nhu metric cua route thay ddi dén mot gia tri 16n hon,
thoi gian holddown timer sé& bat dau. Trong khoang thoi
gian nay (mac dinh la 180 giay) router s€ khong cép nhat
route ndo khac dén subnet d6 trong bang dinh tuyén cho
dén khi thoi gian holddown timer két thiic.

Trigger update s& 1am ting kha ning dap tmg mot hé thong
mang dang hoi tu. Holddown timers s€ gitp ki€ém soat cac
thong tin dinh tuyén xau.

Néu khoang cach dén mot mang dich tang (vi du s6 hop
count tdng tur hai 1én bon) router s€ gan mot gia tri thoi
gian cho route d6. Cho dén khi nio thoi gian hét han,
router s& khong chap nhan bat ky cap nhat nao cho route
do.

RS rang c6 mot sy danh doi ¢ day. Kha ning cac thong tin
dinh tuyén kém bi dua vao bang dinh tuyén 1a giam nhung
bt lai thoi gian hoi tu s& ting 1én. Néu thoi gian holdown 1a
quéa ngan, n6 s& khong hiéu qua. Néu khoang thoi gian 1a
quéa dai, qua trinh dinh tuyén thong thudng s& bi anh
huong.

D6i vai moi route ton tai trong bang dinh tuyén, thoi gian
invalid timer s€ tang cho dén khi router nhan duoc update
thong bao vé route d6. Néu nhu nhan duoc update, thoi
gian invalid s€ dugc dat vé 0. Néu nhu router khong nhan
dugc update, ma thoi gian invalid da hét (mic dinh 1a 180
gidy), route do dugc xem nhu 1a khong dung dugc.

Thoi gian flush timer mic dinh 1a 240 gidy, ciing giéng
nhu thoi gian invalid timer, tuy nhién thoi gian flush timer
mic dinh sé& ting thém 60 nita, trong thoi gian nay néu
khong nhan duoc update vé route, router sé loai route d6 ra
khoi bang dinh tuyén.



Bai 15:
Tit Frame Relay INnARP
Tit InARP:

Trong hau hét nhitng m6 hinh mang duoc dua ra, viéc st dung InARP 1a hop
1y. Tuy nhién, ta c6 thé tit INARP trén interface vat Iy hay multipoint interface
di bang cach sir dung 1énh no frame-relay inverse-arp trén interface
subcommand. C6 thé ngimg hoat dong InARP trén tat ca cac VC ciia
interface/subinterface, tat ca cac VC cua interface/subinterface ung voi mot
giao thirc L3 riéng biét, hay don thuan 14 trén m&i DLCI cuy thé.

Céau 1énh no frame-relay inverse-arp khong chi lam cho router ngirng viéc gui
thong di¢p InARP ra ngoai, ma con lam cho router khong nhéan thong di¢p
InARP. Lay vi dy, cau Iénh no frame-relay inverse-arp ip 400 & mode
subinterface trén Router R1 trong vi du 1.2 khong chi ngdn R1 ngung gui thong
diép InARP ra DLCI400 t61 R4 ma con lam cho R1 bé di thong diép InARP da
nhan trén DLCI400.

Bang 15.1 : Tong hop mét sé ddc tinh chi tiét vé Frame Relay Inverse ARP trén
108

Cach cu xtr trén mdi kiéu Interface Point-to- Interface multipoint hodc
interface riéng biét point interface vat ly

InARP c6 doi hoi LMI khong Ludn luon Ludn luon

o

InARP dugc kich hoat mot  Pung Dung

cach mac dinh ?

Cé thé tat hoat dong cia ~ (Co Khong

InARP khong ?

C6 thé bo qua thong diép Ludn ludn (*) Khi InARP bi tat di
InARP da nhan hay khong

(*) Interface point-to-point ludn luén bd qua thong diép InARP, bai vi d6i voi
point-to-point interface, chi dung m¢t DLCI dé gui dén tat ca dia chi trong
cung mot subnet.




Bai 16:
Giao thirc Frame Relay InverseARP

Frame Relay Inverse ARP:

IP ARP duoc biét dén nhu mot giao thirc phd thong va twong dbi don gian. Dbi
v6i ky thi CCIE ciing vay. Da s cac cdu hoi trong phan IP ARP 1a nhitng cau
hoi don gian. Do d6, nhitng cau hoi khé vé chu dé xay dung CEF adjacency
table s€ tap trung vao Frame Relay Inverse ARP, ciing chinh vi vdy ma phuong
thirc Frame Relay Inverse ARP s& duoc trinh bay cu thé va chi tiét hon.

Tuong ty nhu IP ARP, nhiém vuy ctia InARP 1a phan giai gitra dia chi L3 va dia
chi L2. Dia chi L3 chinh 1a dia chi IP, con dia chi L2 ¢ day chinh Ia s6 DLCI
(twong tu nhu dia chi MAC trong IP ARP). Tuy nhién, trong phuong thirc
InARP, router di biét dugc dia chi L2 (DLCI), va can phan giai ra dia chi L3
(IP) twong trng.

Hinh sau 1a mgt vi du vé chirc nang cuia InARP.

Frame Relay InARP

172.31.124.4 172.31.124.2
LT = ; S
. —— L e, | - T
L rdl j'\( 3 i '
LI Status: LMI Status:
CLCI 200 up DLCI 400 up
- .
| INARP: | am 172.31.124.4 | | INARP: | am 172.31.124.2 |
— -«

Trong mdi trudng LAN, doi hoi phai c6 mot goi tin (ARP request) dén host va
kich hoat giao thirc IP ARP trén host (trd vé ARP reply). Tuy nhién , trong moi
truong WAN, khong can mot goi tin nao dén router dé kich hoat InARP trén
router nay, thay vao d6 1a mot théng diép vé tinh trang LMI (Local
Management Interface) s€ dugc dung.



Sau khi nhan dugc thong di¢p trang thai LMI 1a LMI PVC Up, router sé& loan
bao dia chi IP ctia n6 ra mach lién két 4o (VC — Virtual Circuit) tuong (mg
thong qua thong di¢p InARP (dinh nghia trong RFC1293). Nhu vay, mot khi
LMI khong dugc thyc thi thi InARP cling khong hoat dong bdi vi khong co
thong diép nao néi cho router biét dé guri thong diép InARP.

Trong mang Frame Relay, nhiing ciu hinh chi tiét duoc chon lya voi muc dich
tranh mot so tinh trang khong mong mudn, nhitng tinh trang nay s& duoc mo ta
chi tiét trong nhimng trang ké tiép ctia chuong nay. Vi du khi str dung point-to-
point subinterface, voi mo6i VC thugc mot subnet riéng, tat ca nhitng van dé gip
phai trong cdu hinh nay s& dugc mo ta rd rang dé c6 thé phong tranh.

Bén than giao thirc InARP twong d6i don gian. Tuy nhién, khi trién khai InARP
trén nhimg m6 hinh mang khac nhau, dya trén nhiing kiéu cong khac nhau
(cong vat 1y, cong point-to-point subinterface va multipoint subinterface) thi
cach thirc hoat dong cua InNARP s& trd nén phire tap hon rat nhiéu.

Sau day 1a mot vi du vé hé thong mang Frame Relay duoc thiét ké theo mo
hinh mang lu6i khong day du (partial mesh) trén cung mot subnet trong khi
mdi router str dung mot kiéu cong khac nhau.

Frame Relay Topology for Frame Relay InARP Examples
172.31.134.0/24

Pt-Pt
=BT, 134.3 Pl e
o T NI - IR L
R3 . Ri
DLCI 300 ~=" JDLCI 100

Physical
134.4 "

So d6 mang trén chi mang tinh chét 1a mot vi dy, n6 chi st dung trong moi
truong hoc tap dé hiéu chi tiét hon vé cach thirc hoat dong cua InARP. So dd
nay khong nén dugc ap dung trong méi truong mang thuc té boi thiét ké yéu
kém voi nhiéu han ché khi trién khai giao thirc dinh tuyén bén trén.

Pau tién ciu hinh frame relay trén céng multipoint ctia R1.



Router1# sh run

! Lines omitted for brevity

interface Serial0/0

encapsulation frame-relay

interface Serial0/0.11 multipoint

ip address 172.31.134.1 255.255.255.0
frame-relay interface-dlci 300
frame-relay interface-dlci 400

! Lines omitted for brevity

Ké tiép, céng serial duoc tit va bat va cac hang trong InARP trude dé bi xo6a vi
vay ta c¢6 thé quan sat tién trinh InARP.

Router1# conf t

Enter configuration commands, one per line. End with CNTL/Z.
Router1(config)# int s 0/0

Routerl(config-if)# do clear frame-relay inarp
Router1(config-if)# shut

Router1(config-if)# no shut

Router1(config-if)# ~Z

Céc thong diép tir 1énh debug frame-relay event hién thi cac thong diép nhan
dugc InARP trén R1. Chu y cac gia tri hex 0OxAC1F8603 va 0xAC1F8604, véi
cac gia tri thap phan tuong img 1a 172.31.134.3 and 172.31.134.4 (tuong ung
v6i Router3 va Router4).




Router1# debug frame-relay events

*Mar 1 00:09:45.334: Serial0/0.11: FR ARP input

*Mar 1 00:09:45.334: datagramstart = 0x392BA0E, datagramsize = 34
*Mar 1 00:09:45.334: FR encap = 0x48C10300

*Mar 1 00:09:45.334: 80 00 00 00 08 06 00 OF 08 00 02 04 00 09 00 00
*Mar 1 00:09:45.334: AC 1F 86 03 48 C1 AC 1F 86 01 01 02 00 00
*Mar 1 00:09:45.334:

*Mar 1 00:09:45.334: Serial0/0.11: FR ARP input

*Mar 1 00:09:45.334: datagramstart = 0x392B8CE, datagramsize = 34
*Mar 1 00:09:45.338: FR encap = 064010300

*Mar 1 00:09:45.338: 80 00 00 00 08 06 00 OF 08 00 02 04 00 09 00 00

*Mar 1 00:09:45.338: AC 1F 86 04 64 01 AC 1F 86 01 01 02 00 00

Ké tiép, chu y 1énh show frame-relay map c6 bao gom tir khéa dynamic, nghia
la cac hang duogc hoc thong qua InARP.

Router1# show frame-relay map
Serial0/0.11 (up): ip 172.31.134.3 dlci 300(0x12C,0x48C0), dynamic,
broadcast, status defined, active
Serial0/0.11 (up): ip 172.31.134.4 dlci 400(0x190,0x6400), dynamic,

broadcast, status defined, active

Trén R3, I¢nh show frame-relay map chi liét k& mot hang duy nhét nhung dinh
dang thi khac. Boi1 vi R3 dung point-to-point subinterface, hang nay khong
dugc hoc thong qua InARP va két quéa 1énh khong bao gdm tir khoa Dynamic.
Ciing chu y 1 két qua khong cho thay dia chi Layer 3 nao.




Router3# show frame-relay map
Serial0/0.3333 (up): point-to-point dlci, dlci 100(0x64,0x1840), broadcast

status defined, active

Chu y: Trong vi du trén ta théy xuét hién lénh do trong ché d6 cu hinh. Lénh
do cho phép cau hinh trong configuration mode nhung dé thyc hién chirc ning
¢ exec mode ma khong phai thoat khdi mode configuration. Vi du 1énh do clear
frame-relay inarp thuc hién & configuration mode tuong duong véi viée ta thuc
hién 1énh clear frame-relay inarp & ché d6 toan cuc.

Trong vi du trén, Iénh show cho théy Router R1 da nhén va st dung thong tin
InARP; tuy nhién Router R3 thi khong str dung thong tin InARP da nhan vao.
Hé diéu hanh Cisco IOS hiéu rang chi mot VC dugce thiét 1ap voi mot
subinterface point-to-point; mdi mot dia chi IP dau cudi khac trén cung mot
subnet chi c¢6 thé tham chiéu dén duy nhat mot sé DLCI. Vi vay, mdi thong tin
InARP nhan dugc lién két dén s6 DLCI d6 1a khong can thiét.

Lay vi du, khi nao Router R3 can giri mot goi tin dén Router R1(172.31.134.1),
hay dén mdi dau cudi khac trong subnet 172.31.134.0/24. Tir chinh cu hinh
clia minh, Router R3 biét rang phai giri qua s6 DLCI trén point-to-point
subinterface d6, nghia 1a qua DLCI 100. Vi vy, mic du ca ba kiéu cong duoc
dung cho cAu hinh Frame Relay hd tro InARP mot cach mic dinh, point-to-
point subinterface s€ bo qua thong tin InARP nhan dugc.

Bai 17:

Gi6i thi¢u vé IPv6

Hai van d¢ 16n ma IP v.4 dang phai d6i mat 14 viéc thiéu hut cac dia chi, dac
biét l1a cac khong gian dia chi tam trung (16p B) va viéc phat trién vé kich thude
rat nguy hiém cua cac bang dinh tuyén trong Internet.

Trong nhitng nam 1990, CIDR dugc xay dung dya trén khai niém mat na dia
chi (address mask). CIDR da tam thoi khéc phuc dugc nhiing van dé néu trén.
Khia canh t6 chirc mang tinh thtr bac ciia CIDR di cai tién kha ning mo rong
ctia IPv.4. Mic du c6 thém nhiéu cong cu khéac ra doi nhu k¥ thuat subnetting
(1985), ky thuat VLSM (1987) va CIDR (1993), cac k¥ thuat trén da khong ctru
v6t IP v.4 ra khoi mot van dé don gian: khong c6 du dia chi cho cac nhu cau
tuong lai. Co khoang 4 ti dia chi [Pv.4 nhung khoang dia chi nay la sé khong
du trong tuong lai véi nhitng thiét bj két ndi vao Internet va céc thiét bi ing
dung trong gia dinh c6 thé yéu cau dia chi IP.




Mot vai giai phap tam thoi, chang han nhu ding RFC1918 trong d6 ding mot
phan khéng gian dia chi lam céac dia chi danh riéng va NAT 1a mot cong cu cho
phép hang ngan hosts truy cap vao Internet chi voi mot vai IP hop 1¢. Tuy
nhién giai phap mang tinh dai han 1a viéc dua vao IPv.6 véi cau trac dia chi
128-bit. Khong gian dia chi rong 16n cua IPv.6 khong chi cung cép nhiéu
khong gian dia chi hon IPv.4 ma con ¢ nhing cai tién vé cau trac. Véi 128
bits, s& c6 340,282,366,920,938,463,463,374,607,431,768,211,456 dia chi.

Trong nam 1994, IETF da dé xuét IPv.6 trong RFC 1752. IPv.6 khéc phuc vao
mot sO van d¢ nhu thicu hut dia chi, chat luong dich vy, ty dong cau hinb dia
chi, van d¢ xac thyc va bao mat. D61 vo1 mot doanh nghiép da dung ha tang
mang theo IPV4, d¢ chuyén sang IPv6 khong phai la viéc dé dang. Mot giao
thirc IP mdi s€ yéu cau cac phan mém moi, cac phan cimg méi va cac phuong
phap quan tri moi. Cling c6 thé, IPv4 va IPv6 s€ cung ton tai, ngay ca bén trong
mot Autonomous System trong khodng thoi gian sap téi.

IP v.6 ¢6 cac dic diém va loi ich nhu sau:

Khoéng gian dia chi rong 16n

bia chi unicast va dia chi multicast

Tong hop dia chi (address aggregation)

Tu dong cAu hinh

Renumbering

Céu trac header don gian, hiéu qua

Bao mat

Co dong

Céc tuy chon dé chuyén d6i tir IPv4 sang IPv6

Nhu dl{gc dinh nghia trong KFC1884 va RFC2373, cac dja chi IPv6 1a 128-bit
dung dé nhan dang cho cac cong cia routers va tap cac cong cua routers. Co ba

kiéu dia chi ton tai:

- Unicast: 1a dia chi cho mdt giao tiép. Mot goi dir 1iéu duogce giri td1 mot dia chi
Unicast s€ dugc phan phoi t6i cong giao tiép dugc chi ra boi dia chi do.

- Anycast: 13 dia chi cho tdp hop cac cong giao tiép. Cac tap nay thong thudong
thudc vé cac node khac nhau. Mot géi dir liéu duge guri téi mot dia chi anycast
s€ dugc phan phdi dén cong giao tiép gan nhat hay dau tién trong nhém
anycast.



- Multicast: dia chi cho mét tap hop cac cong giao tiép (thong thuong thuge vé
cac node khac nhau). Khi mot goi dugc gui dén mot dia chi multicast, tit ca cac
cong giao tiép s& nhan dugc goi dir lidu nay.

Dé viét mot dia chi dang 128-bit ¢ dang d& doc hon, kién triic cta IPv6 da loai
b6 dang cti phap diu chdm thap phan cua IPv4 ma chi dung dang thép luc phan
Vi vay, IPv6 co thé duoc viét bao  g6m 32 ky tu dang hex voi dau hai cham *:
tach dia chi ra thanh tdm phan, mdi phan c6 chiéu dai 16-bit.

Theo cac ké hoach hién tai, cac node chay IPv6 két ndi vao Internet s& dung
mot k¥ thuat goi 1a dia chi kha két toan cuc (aggregatable global unicast
address). Trong d6 c6 nhiéu dieém tuong dong vdi ky thuat summary nhu trong
version 4.

Dia chi tich hop cua IPv6 c6 ba muc:
Miirc public topology: 1a tap hop cic nha cung cap két ndi Internet.
Mirc ving: mirc nay la cuc bo ddi véi céc to chc.

Mirc cong giao tiép: murc ndy anh huong dén cac cong giao tlep riéng 1€. Link-
local address la dia chi chi dugc s dung trén 1 két ndi (hay 1 cong cua router)
va dia chi ndy phai duy nhét trong lién két d6. Pia chi nay ¢ thé dugc sir dung
trong mang cuc bd (cac may c6 chung dia chi mang )va c6 thé khong cé router
trong mang nay. Dia chi ndy c6 dang :FE80::<MAC>. Subnet ID cua loai dia
chi nay duoc gan =0. Do d6 loai dia chi nay khong thé duoc st dung dé giao
tiép ra khoi subnet cuc bo duoc.

Bai 18:
Khai niém Vlan (CCNA level)

Trong mdi trudong Ethernet LAN, tap hop cac thiét bi ciing nhan mot goi
broadcast boi bat ky mot thiét bi con lai duge goi la mot broadcast domain.
Trén cac switch khong hd trg VLAN, switch s& ddy tat ca cac broadcast ra tat
ca cac cong, ngoai trir cong ma né nhan frame. Két qua 13, tat ca cac interface
trén loai switch ndy 1a ciing broadcast domain. Néu switch nay két ndi dén cac
switch va cac hub khac, cic cong trén switch nay ciing s& trong ciing broadcast
domain.

Mot VLAN don gian 1a mot tap hop cua cac switchport nam trong cling
broadcast domain. Céc cong co thé dugc nhom vao cac vlan khic nhau trén
tirng switch va trén nhiéu switch. Bing cach tao ra nhiéu VLAN, céac switch s&
tao ra nhiéu broadcast domains. Khi d6, khi c6 mot broadcast duoc gui boi mot
thiét bi nam trong mot vlan s& duoc chuyén dén nhiing thiét bi khac trong cing



vlan, tuy nhién broadcast s& khong dugc forward dén cac thiét bi trong vlan
khac.

Mbi Vlan nén c¢6 mot ip subnet hay noi cach khac, cac thiét bi trong mot vlan
thuong dung chung mot day dia chi IP.Tuy nhién, ta van c6 thé dat nhiéu dia
chi trong mét vlan va dung secondary address trén céc routers dé dinh tuyén
giita cac vlan va cac subnets. Ban ciing c6 thé thiét ké mot mang dung chi mot
subnets trén nhiéu vlan va ding routers voi chirc ning proxy-arp dé chuyén
traffic gitra c4c hosts trong cac vlan nay.

Private vlan ¢ thé dugc xem nhu gdm mot subnet trén nhiéu vlan. Cac L2
switch chuyén cac frame giita cac thiét bi trén ciing mot vlan nhung né khong
chuyén frame gilra cac thiét bi khac vlan. Bé chuyén dir 1iéu gitra hai vlan, mot
thiét bi L3 switch hodc routers phai duogc dung.

VLAN Trunking Protocol:

VTP quéang ba cac thong tin cdu hinh vlan dén cac switch lang giéng dé cac ciu
hinh vlan c6 thé duogc thuc hién trén mot switch, trong khi tat ca cac switch
khac trong hé thong mang s& hoc thong tin vlan. VTP thuong quang ba cac
thong tin nhu vlan ID, vlan name va kiéu vlan cho timg vlan. Tuy nhién, VTP
thuong khong quang ba bét cir thong tin ndo vé cac switchport nao trong timg
vlan nao, vi vy cau hinh két hop switch interface nao véi vlan nao van phai
dugc ciu hinh trén tung switch. Ngoai ra, sy tdn tai cta vlan ID duoc dung cho
private vlan ciing dwgc quang ba, nhung cac thong tin chi tiét bén trong private
vlan cling s€ khong dugc quang ba boi VTP.

Churc nang Server mode (Client Transparent
Gui ra cac thong tin quang ba  Yes No No

VTP

Xt ly cac thong tin VTP nhan ~ Yes Yes No

duoc dé cap nhat cau hinh vlan

Trung chuyén céac thong tin Yes Yes Yes

quang ba cua VTP

Luu thong tin vlan trong Yes No Yes
NVRAM hay vlan.dat

Co6 thé tao, thay ddi va x6a vlan Yes No Yes

dung céac Iénh cau hinh



Cac tién trinh VTP va chi so0 revision number:

Tién trinh cap nhat cia VTP bét dau khi ngudi quan tri thém vao hodc x6a cdu
hinh cta vlan trén VTP server. Khi cAu hinh méi xuét hién, VTP s& tang gia tri
VTP revision 1én 1 va quang ba toan bg co s¢ dir 1i€u vlan véi gié tri revision
number méi. Khai niém chi sé VTP cho phép cac switch biét khi nio co sur
thay doi trong co s& dir liéu vlan. Khi nhan dugc mot cap nhat VTP, néu chi s6
VTP trong cap nhat VTP la cao hon chi s6 revision number hién hanh, switch
s€ cho rﬁng c6 mot phién ban mai cua co s¢ dir liéu vlan.

Mic dinh Cisco switch dung ché do VTP server nhung switch s€ khong gui cac
cap nhat VTP cho dén khi nao né dugc cdu hinh VTP domain name. O thoi
diém nay, server bat dau gui cac cap nhat VTP vai cac phién ban co s¢ dir licu
khac nhau va cac chi sd revision number khac nhau khi cé thong tin cau hinh
vlan database thay d6i. Tuy nhién cac VTP client that sy khong dugc cau hinh
VTP domain name. Néu khong duogc ciu hinh, client s& gia st 1a né sé dung
VTP domain name trong goi tin cap nhat VTP diu tién ma n6 nhan duge. Tuy
nhién, client van phai can cdu hinh VTP mode. Khi cau hinh VTP, dé ting tinh
du phong, cac hé théng mang dung VTP thuong dung t6i thiéu hai VTP server.
Trong diéu kién binh thuong, mot sy thay ddi vé vlan c6 thé chi thuc hién trén
switch server va cac VTP server khac s& cap nhat sy thay doi nay. Sau khi cap
nhat xong, VTP server s€ luu cac thong tin cAu hinh vlan thuong tryc (vi du
nhu trong NVRAM) trong khi client khong luu thong tin nay.

Viéc hd tro nhidu VTP server gdy ra mot kha niang khac 1a viéc vo tinh thay d6i
cAu hinh vlan cta hé théng mang. Khi mét VTP Client hodc mot VTP
transparent switch két ndi 1an dau vao mot hé thdng mang thong qua két ndi
trunk, n6 khong thé anh huong dén cAu hinh hién tai béi vi cac ché do hoat
dong nay khong tao ra cac géi tin cap nhat VTP. Tuy nhién néu mot switch méi
hoat dong & ché @6 VTP server duoc gén vao mang thong qua két ndi trunk,
switch d6 c6 kha ning thay d6i cdu hinh vlan cuia cac switch khac bang chinh
thong tin cta switch mdi. Néu switch méi c¢6 cac dic diém sau, né sé co thé
thay ddi cdu hinh cac switch khac:

- Két ndi 1a trunk.
- Switch méi c6 cung VTP domain.
- Chi s0 revision number la cao hon cac switch hién co.

- Néu mat khau ctia VTP domain 13 dugc cdu hinh, mét khau cua switch mai
phai 14 giéng. Chi sb revision number va tén VTP domain co thé dugc thiy
thong qua cac phan mém sniffer. D& ngin ngira kiéu tan cong DoS dung VTP,
hay cai dat mat khau cho VTP. Mat khau nay thuong dugc ma héa dang MDS5.
Ngoai ra, vai noi trién khai chi don gian dung VTP transparent mode trén tat ca
cac switch, ngan ngira switch khoi viéc lang nghe cac cap nhat VTP tir cc
switch khac.



Bai 19:
Gigabit Ethernet va 10Gigabit Ethernet
Gigabit Ethernet:

O GE, 16p vat Iy di dugc bd sung dé tang toc do truyén. Co hai cong nghé da
duoc két hop v6i nhau dé dat dugc vu diém cua tung cong nghé: IEEE 802.3
va ANSI X3T11 FibreChannel. Cac yéu t6 ctia 802.3 nhu dinh dang frame,
CSMA/CD, fullduplex va cac dac diém khac van dugc gir lai. FibreChannel thi
cung cap mot nén tang mach ASIC tdc do cao, cac thanh phan cap quang, cic
co ché ma hoa, giai ma....Két qua cua hai giao thirc nay 1a IEEE 802.3z
Gigabit Ethernet.

Gigabit Ethernet ho trg vai loai cabling, duoc goi 1a 1000BaseX.

Kiéu GE Kiéu cap Sécap Chiéu dai
1000BASE-CX Shield twisted-pair (STP) 1 25m
1000Base-T EIA/TIA Cat5 UTP 4 100m

Trong mang campus, ban ¢ thé dung Gigabit Ethernet trong switch block, core
block va server block. Trong switch block, GE ¢6 thé dung dé két ndi access
layer switch 1én distribution switch. Trong core block, GE ding dé két ndi
distribution 1én core switch va két ndi cac thiét bi core véi nhau. Trong server
block, GE ¢6 thé cung cap cac két ndi tbe do cao dén timg server riéng 18.

Trén Cisco switch, cac cér}g Gigabit ludn dugc thiét lap Q ché do fullduplex.
Do do6 qué trinh tu dong bat tay duplex mode 1a khong thé.

Céc switch Catalyst da chuan héa cac giao tiép GBIC va SFP. GBIC va SFP
cho phép cac loai cap khac nhau co thé két ndi. Cac module giao tiép 1a
hotswappable va c6 kha ning cam vao switch dé hd trg loai media khac. Cac
giao tiép GBIC c6 thé dung giao tiép cap quang SC va RJ45, SFP c6 thé dung
LC va MT-RJ fiber optic. GBIC va SFP duoc hd trg trén nhitng cong Gigabit
Ethernet sau:

1000BaseSX dung SC connector va cap quang multimode MMF cho khoang
cach lén dén 550m.

1000BaseLX/LH dung SC connector va c6 thé dung v6i cap quang MMF dén
550m con SMF vé1 khoang cach 1én dén 10km.

1000BaseZX dung SC connector va SMF, ¢6 khoang cach 1én dén 70km tham
chi dén 100km vé1 loai cap quang tot.



Gigastack dung mot loai connector dac bi¢t voi téc d6 truyén dir liéu cao gitp
bao toan tin hiéu va chéng nhleu cho phép két ndi GBIC-GBIC giira cic
switch. Két ni 1a fullduplex néu chi c6 mét stacking connector dugc dung.
Néu ca hai connector dugc dung, két ndi nay tré thanh halfduplex trén shared
bus.

1 QOOBaseT ho tro }(ét ndi RJ45 dung ca 4 pair, hoat dc}ngrvdi, khgéng cach 1én
dén 100m. So d6 bam day 1a cac chén 1,2,3,6,4,5,7,8 s¢ két noi dén 3,6,1,2,7,8
va 4,5 trong truong hop bam cap chéo.

Cac module quang 1udn c6 chan nhan dir liéu bén trai va chan truyén dir liéu
bén phai. Cac module nay co thé tao ra cac biic xa, Vi véy phai luén che cac
chan bang cac nit cao su va khong nén nhin truc tiép vao connector.

10-Gigabit Ethernet:

Céac dic diém 16p 2 ctia Ethernet van dugc bao toan: dinh dang frame, MAC
protocol van khong thay ddi. 10GbE khéc véi cac cong nghé Ethernet tién bbi
ctia n6 chi ¢ 16p PHYSICAL.10GbE hoat dong chi ¢ full duplex. Chuan nay
dinh nghia vai kiéu transceiver c6 thé dugc ding nhu cic giao tiép phan ctng
ddc lap (PMD — Physical media dependent).

LAN PHY: Két ndi cac switch trong mang campus, chi yéu 13 & 10p core.
WAN PHY: Giao tiép véi cac mang SONET/SDH trong cac mang MAN.

Céc giao tiép PMD ciing c6 mot cach dit tén chuan chung, gidng nhu
GigabitEthernet. Chuan 10-Gigabit s& c¢6 ky hi¢u 1a 10GBASE-X. Bang dudi
day s& liét ké cac loai PMD khéc nhau. Tt ca cac loai PMD dung cap quang co
thé duoc ding trong LAN PHY hay WAN PHY ngoai trir loai 10Gbase-LX4,
chi ding cho LAN PHY. Ngoai ra, ban can biét rang cac loai PMD c6 budc
song dai thuong c6 chi phi cao hon cac loai khac.

Kiéu PMD Fiber media Khoang cach toI da Catalyst switch
10Gbase-SR/SW ~ MMF 50 micron  66m N/A
9850 nm serial)

MMEF: 50 micron 300m

(2 GHz* km modal

bandwidth)

MMEF: 62.5 micron 33m
10Gbase-LR/LW  SMF: 9 micron 10km Catalyst 6500
(1310 nm serial)
10Gbase-ER/EW  SMF 9 micron 40 km Catalyst 6500
(1550 nm serial)

10GBAse- MMF 50 micron 300m N/A



LX4/LW4 (1310
nm WWDM)

MMF 62.5 micron 300m N/A
SMF 9 micron 10 km

Bai 20:
Ethernet 10Mbps

Ethernet 1a mot cong nghé LAN duya trén chuén IEEE 802.3. Ethernet cung cép
bang thong 10Mbps giita cac nguoi dung cudi. O dang don gian nhat, Ethernet
str dung mot thiét bi chia s& bang thong (hub). Thiét bi nay bi xem nhur 1a mot
collision domain va broadcast domain. Khi s6 lugng nguoi dung tang Ién, kha
nang mot nguoi dung truyen dir liéu 6 mot thoi diém ciing ting 1én. Néu c6 mot
ngudi dung khéc ciing ¢d gang truyén dir licu, xung dot (collision) s€ xay ra.
Noi cach khac, ca hai nguoi dung khong thé truyén di liéu & cing mot thoi
diém néu ca hai cung dung chung mot hub. Ethernet hoat dong dwa trén cong
nghé CSMA/CD. Theo d6, khong c6 dung do xdy ra, mot may truyen phai lui
vé mot khoang thoi gian ngau nhién. Switched Ethernet giai quyét van dé nay
bang cach cdp mot phan bang thong 10Mbps dén ting port. Luc nay, collision
it x4y ra va collision domain s& giam. Do dd, cac may tram khong con phai cho
dén lugt dé truyén. Thay vao d6, cdc may tram co thé hoat dong & ché do
fullduplex: truyén va nhan dng thoi. Ché d6 fullduplex s& ting hiéu ning cua
hé thdng mang, cung cap mot thong luong 20Mbps.

Mot mdi quan tdm khac khi noi vé mang Ethernet 10-Mbps 1 van dé cap.
Ethernet thuong dung cap UTP, c¢6 gidi han khoang cach 100m. Trong mang
campus, Ethernet thuong duge dung & 16p access, giita cac thiét bi cia nguoi
ding cudi. Ethernet 10Mbps khong dugc ding & 16p distribution hay 16p core.

Fast Ethernet

Fast Ethernet hoat dong & tdc do 100Mbps va dugc dac ta trong IEEE802.3u.
Cac nguyén tic CSMA/CD, van dé cap va cac giao thirc 10p cao hon déu duoc
duy tri giong nhu trong Ethernet. Mang campus thuong dung FE ¢ cac switch
16p access hodc distribution néu nhu khong c6 sin cac két ni toc do cao hon.
Cép dugc dung cho FastEthernet thuong 1a UTP hodc cép quang.

Cong ngh¢ Kiéu cap S6 cap Chiéu dai cap
100Base-TX  EIA/TIA cat 5 UTP 2 100m
100Base-T2  EIA/TIA Cat 34 5 UTP 2 100m
100BaseT4 EIA/TIA Cat 34 5 UTP 4 100m

100Base FX  Cép quang da mode MMF: 62.5 4 100m



micron core, 125 micron core
(62.5/125)

Single mode fiber SMF 1 10k

Ché d¢ full-duplex:

Ciing giéng nhu trong Ethernet, de cai t1en performance ta c6 thé ding che do
fullduplex. FE co thé cung cap toc do truyén 1én dén 100Mbps trong mdi chiéu
truyén, dan dén két qua 200Mbps throughput. Thong luong tdi da 200Mbps nay
chi dat duoc khi mot thiét bi (tram lam viéc, server, routers hay mot switch
khac) két ndi truc tiép dén mot switchport. Néi cach khac, cac thiét bi dau cudi
ctia mot két ndi phai hd tro fullduplex, c6 kha nang truyén ma khong phai chd
phéat hién va khoi phuc khéi xung dot.

Dac ta cua FastEthernet cling cho phép tuong thich ngugc vai 10Mbps Ethernet
truyén théng. Trong truong hop 100BaseTX, cac switchport thudng dugc goi 1a
10/100 dé chi ra toc d6 dualspeed. Khi nay, hai thiét bi ¢ hai dau két ndi s& tu
dong do tim tbc do sao cho ca hai co thé hoat dong & toc do cao nhat. Qué trinh
do tim nay bao gdm viéc phat hién va chon lya cong ngh¢ ¢ 16p vat Iy, tim ché
d halfduplex hay fullduplex. Néu ca hai dau ctia két ndi duoc cau hinh theo
kiéu autonegotiate, toc d6 chung cao nhat giita hai thiét bi s& duoc dung.

Trong qua trinh bét tay do tim ché do duplex ctia mot két nbi, mot sd thong tin
s& duoc trao doi qua lai giita hai thiét bi. Diéu nay c6 nghia 1a, dé cho qua trinh
do tim t dong 13 thanh cong, ca hai dau phai duoc thiét 1ap ¢ ché do
autonegotiate. Néu khac di (nghia Ia chi c6 mot dau thiét 1ap ¢ autonegotiate),
mot dau cua két ndi s& khong nhan duoc thong tin tir dau kia va s& khong c6
kha niang xac dinh ché do chinh xac dang dugc dung. Néu qua trinh
autonegotiation la that bai, mot switchport s€ tr& vé ché do tu dong cua no la
halfduplex.

Cén cht y vé van d& duplex mismatch khi ca hai dau cua két ndi déu khong cau
hinh cho autonegotiation. Khi c6 mismatch xay ra, mot dau cua két ndi s& dung
full-duplex trong khi ddu xa dung halfduplex. Két qua 1a may tram dang hoat
dong & ché d6 half-duplex s& luon phat hién ra collision khi ca hai déu mudn
truyén. May tram dang chay & full-duplex s& gia st 1a n6 ¢ quyén truyén & bat
ky thoi diém ndo. May tram nay s& khong dung lai va cho. Tinh trang nay dan
dén 151 trén két ndi va tbc do dap tmg rat chdm giira cac may.

Qua trinh bét tay s& dung bang cac d6 wu tién dudi day. Khi ca hai dau két ndi
c6 thé bét tay nhau & nhiéu tdc dd, téc dd nao c6 dd wu tién cao nhat s& duoc
ding. Vi dy, néu ca hai thiét bi c6 thé chay & mic 6 (100BbaseTX fullduplex)
va muc 2 (10base2full), mic 6 s€ dugc dung.



do uu tién Ché d ethernet
100Base-t2 (full duplex)
100Base-TX (full duplex)
100BASE-t2 (half duplex)
100Base-T4

100Base-TX

10base-T (full duplex)
10Base-T

— [ W R WA

Pé dam bao ciu hinh chinh xac ¢ ca hai dau ciia két ndi, Cisco khuyén cao cac
gia trj vé tbc do truyén, duplex mode phai duoc cdu hinh thu cong (manually)
trén cac switchports. Yéu té nay gitp loai trir kha ning mot bén thay doi cac cai
dat, dan dén két ndi co thé khong dung duoc. Néu ban da c4u hinh thu cong
switchport, hay thiét 1ap ludn cho thiét bi trén dau kia ctia két ndi cac thong s6
tuong Gmg. Néu khéc di, van dé speed mismatch hay duplex mismatch s& xay
ra.

Bai 21:

Kinh nghiém hgc thi wireless

Kinh nghiém cho cic ban muén hoc thi chirng chi CWNA

Nhu céc ban ciing di biét, CWNA ciing 1a mot chimg chi qudc té nén noi
chung viéc hoc né cling tuong ty nhu hoc cac chung chi khac, ¢ day t6i s¢ dua
ra cach hoc tong quat dé cac ban c6 thé ap dung khi hoc bat ky chimg chi nao
chir khong riéng gi CWNA.

+ Poc sach: tit nhién rdi, hoc bét clr cai gi cling can phai doc sach. Mac du biét
day 12 mot van dé “biét rdi, kho lim, néi méi” nhung da sé ching ta déu méc
phai mot “bénh kinh nién” do6 1a luoi. Ching ta ludi trong moi chuyén chir
khong riéng gi viéc doc sach, bénh luoi nay dac biét kho chia dbi voi dai da sb
nam giot, diéu nay ciing d& hiéu thoi, ban tinh dan 6ng 1a vay ma. (Mot Iy do
nita khién chung ta it doc sach 1a khong c6 thoi gian déc biét 1a voi nhiing
nguoi da di lam, con d6i v0i cac ban sinh vién co 1€ van con mai “ban” choi).
Néu nhu ¢6 ¢b gang 1am ngdi dugc vao ban dé doc sach thi ciing chi duge vai
tiéng 13 cliing nhung nhu vy cling la t6t 1im roi. O day t6i mudn nhén manh
khong phai s0 luong ma la chét lugng. Bung vay, cho du cac ban ngdi 1au, doc
nhiéu sach nhung cac ban khong biét minh doc cai i, dé 1am gi thi cac ban ¢6
doc xong roi ciing chang hiéu thém dugc gi, chi mat thoi gian. Nhu vay trudc



khi doc cac ban phai xac dinh xem minh sé doc vé cai gi, diéu nay giup ching
ta tap trung chii ¥ vé cai minh dang doc. Trong qua trinh doc cac ban ¢ thé chu
thich, gach chén hay t6 mau nhiing doan quan trong hodc ban c6 thé ghi lai vao
mot quyén so nho (khuyén khich cach nay vi c6 ghi thi chung ta mo6i nhé dugc
va no cling rat tién khi chung ta 6n lai thi chi can xem quyén so nay thoi, khoi
can lat nguyén ca quyén sach). Va cudi cung, sau khi doc xong mét doan, mot
muc, mot phan hay mdt chuong thi ban nén ngam lai xem minh da doc dugc
nhimg gi, hiéu duoc gi khong, day la cach rat tot giip chung ta nh¢ lau. Cac
ban thay t6i noi dai dong 1am phai khong, that sy néu nhu cac ban da hinh
thanh mot thoi quen roi thi moi viée s€ tro nén rat don gian.

+ Hoc nhém: day c6 18 1a phuong thude hiru hiéu nhét dé chira bénh luoi. Khi
hoc nhom, ta c6 thé tan dung t6i da kién thirc ctia nhiéu nguoi khac nhau dé
cung giai quyét mot bai toan hay mot van dé 1y thuyét phure tap ma khi nghién
ciru mot minh ta khong tai ndo hiéu duoc. Hon nita, mdi nguoi mot y trong qua
trinh tranh luan s& giup cho budi hoc thém sinh dong, hap dan, khong nham
chan nhu khi ta tu hoc. Cac ban luu y la hdy chu dong tham gia vao cac cude
tranh luan, néu khoéng co chu kién ctia minh thi hay thé hién k¥ nang lang nghe
ctia ban dé xem ¥ kién ciia nhirng ngudi khac co dung hay khong, néu sai thi
hay 1ap tirc phan bién ngay, né sé giup ban nhd mot van dé rat lau do.

+ Tham gia dién dan: day 1a cach hoc tiét kiém nhat, thé hién tinh hién dai, dich
chuyen cua cac ban tré ngay nay. Mot kho khan cua cach hoc nay la doi khi co
mot van dé ta dua 1én dién dan ca tudn tham chi ca thang tro1 van khong ¢ ai
tra lo1 gitip ban, trong trudng hop nay thi chi con cach duy nhét 13 “ty minh ctru
liy ta” ma thoi. Néu cac ban mudn moi ngudi gitp minh thi trude tién minh
hay gitip moi ngudi, cac ban hay tra 10i nhitng bai viét trén dién dan trong kha
ning cua cac ban, dién dan 13 noi moi nguoi giup d& 1an nhau, khong c6 ai chi
nhan thi ma khong bao gid cho ca. Hién nay c6 rat nhiéu dién dan vé cac chu
dé khac nhau, néu nhu ban chi quan tim dén mang néi chung ciing nhu mang
khong day noi riéng thi chung ta c6 thé vao http://www. wimaxpro.org,
http://vnpro.org/forum ... (tiéng Viét), con d6i v4i cac ban khé tiéng Anh thi c6
thé vao http://cwnp.com/phpBB2/index.php hoic
http://www.sadikhov.com/forum/

+ Piang ky mot khoa hoc: ddy 1a cach hoc t6n tién nhat pht hop voi nhimng
nguoi khong c6 kha nang ty hoc, tuy nhién n6 dam bao cho ban c6 duogc kha
nang lam viéc thuc té nhiéu hon so véi cac cach con lai vi trong mot khoa hoc
da bao gom luén ca phan 1y thuyét 13n thue hanh nén ban c6 thé hiéu dugc,
nam bét dugc van dé ngay sau khi thyc hanh. Sau khi hoan thanh khoa hoc thi
ban c6 thé bit tay vao lam viéc duoc ngay ma khong can phai mo mam nhu
nhiing nguoi tu hoc. Mgt thuan loi nita cia cach hoc nay do la néu nhu ban hoc
& mot trung tim uy tin thi khi di xin viéc, cac nha tuyén dung s& tin tuong kha
nang thue sy cta ban hon cac ing vién khac. Tat nhién, viéc hoc & mét trung
tam uy tin khong bao dam ban s& 1a mot ngudi gidi, moi viéc van do chinh ban
quyét dinh ma thoi. Trudc khi dén 16p hoc, ban hiy doc vé chii dé ma ban s&



duoc hoc, trong 16p hoc ban hay thé hién tinh nang dong cia minh béng cach
tich cuc ling nghe giang vién roi cd gang dit ra nhitng cau hoi mang tinh xay
dung gitip chung ta hiéu bai hon. Con trong gi¢ thyc hanh thi cac ban hay cb
suy nghi tim cach giai quyét bai toan dat ra theo cach cua riéng minh chir dung
chep nguyén c4u hinh trong sach lab lai, néu nhu véy thi ching c6 gi de noi,
chang con gi dé hoc ca. Sau khi ciu hinh xong, cac ban nén luu file cAu hinh lai
dé vé nha con doc lai ngay sau budi thuc hanh hém do, no sé gilp céc ban hiéu
duoc van dé cua bai toan va nhé 1au hon.

+ Trudc khi thi: khoang 1 hay 2 tuan trude khi thi 1a thoi gian tot nhat dé chung
ta 6n lai nhitng kién thirc da hoc, viéc nay giup ban c6 mot cai nhin tong quan
vé tat ca nhiing diéu ma ban d3 hoc trong subt thoi gian vura qua, két ndi lai cac
kién thirc ma trong qua trinh hoc ta ctr tudng nhu ching chang co lién quan gi
nhau Poc lai cac file cau hinh ma ban da timg lam, sau khi doc, c6 thé ban s&

“ngd” ra dugc nhiéu diéu tha vi ddy. Viéc cudi cing va kha ‘quan trong do
chinh 14 luyén thi ma cu thé hon chinh I3 lam céc cau héi tric nghiém gitip cho
chung ta lam quen véi dé thi dé khi vao thi chiing ta khong bi “choang” trudc
cac cau hoi ctia dé. Cac dé thi mau cac ban c6 thé mua tir Tesking, Pass4sure,
Actualtest ... Mot diéu luu y cho céac ban do 1a cac ban khong nén tin hoan toan
vao cach giai ctia cac dé thi mau nay vi theo kinh nghiém cua t6i, né sai kha
nhiéu. Co nhing cu né tra 10i sai roi giai thich rat ngon khién minh khong thé
khong tin vao n6. Céc ban nén van dung kién thirc d3 hoc ctia minh dé tra 15
cac cau hoi trude khi xem két qua va giai thich ctia no c¢6 phu hop khong.

+ Trong luc thi: diéu quan trong nhat t6i mudn no6i do chinh la “binh tinh” va
“tu tin” r0i cAc ban s& “chién thang

+ Sau khi thi: con gi hanh phuc bé’lng viéc ta da vugt bao nhiéu gian khd, ton
thoi gian tién bac, gio ddy minh da dat duoc cai minh mudn rdi. C6 mot ciu ma
t61 thuong hay nghe cac ban noi mdi 1an thi xong d6 1a “nhau thoi”, hy vong
hai tir s& luén duoc vang 1én mdi khi cac ban thi xong.

Loi cudi cung t6i mudn nhan nhi dén cac ban d6 1a “Hay hoc bang tat
ca sy dam mé cua minh”, hdy lam sao do6 dé mdi 1an hoc chung ta lai noi 1a
“dugc hoc” chir khong phai 1a “phai hoc”. Khdong c6 ai ép budc ban lam viéce gi
ca, chi c6 ban moi biét duge viée gila tdt nhat cho minh, hay lam n6 véi tat ca
su dam mé ctia minh, dirng bao gid bo cude va cudi clng thanh cong s& dén véi
ban ma thoi!



Bai 22:

Qui trinh khoi phuc password cho router Cisco.

1. i véi Cisco 1600, 1700 and 2600 Series Routers:
1. Vao HyperTerminal (Private Edition 5.0 or higher) console.
2. Tat router, sau d6 bat lai. Nhan Ctrl-Break trong vong 60 gidy

monitor: command "boot" aborted due to user interrupt
rommon 1 >

3. Dung 1énh confreg dé doi ndi dung thanh ghi sang 2142.
rommon 1 >confreg 0x2142

4. Reboot the router with the reset command.

rommon 2 >reset

5. Sau khi reboot, ding Ctrl-C dé vao user mode:

router>

6.

router>enable
router#copy startup-config running-config

7.

router>enable
router#show startup-config

8. bat lai password moi:

router#config term

router(config)#enable secret newpassword
router(config)#enable password newpassword
router(config)#line con 0
router(config-line)#login
router(config-line)#password newpassword
router(config)#line aux 0
router(config-line)#login



router(config-line)#password newpassword
router(config)#line vty 0 4
router(config-line)#login
router(config-line)#password newpassword

9. #copy run start
10. Khoi phuc gia tri thanh ghi vé 0x2102

router#config term
router(config)#config-register 0x2102
router(config)#exit

router#copy running-config startup-config

11. Kiém tra ndi dung thanh ghi

router#show version

Cisco Internetwork Operating System Software

IOS (tm) C2600 Software (C2600-DO3S-M), Version 12.0(5)T1, RELEASE
SOFTWARE (fcl)

Copyright (c) 1986-1999 by cisco Systems, Inc.

Compiled Tue 17-Aug-99 13:18 by cmong

Image text-base: 0x80008088, data-base: 0x80CB67B0

ROM: System Bootstrap, Version 11.3(2)XA4, RELEASE SOFTWARE (fcl)
1 FastEthernet/IEEE 802.3 interface(s)

2 Low-speed serial(sync/async) network interface(s)

32K bytes of non-volatile configuration memory.

8192K bytes of processor board System flash (Read/Write)

Configuration register is 0x2142 (will be 0x2102 at next reload)

I1. Cisco 2500 Series Routers:
1. Thiét 1ap HyperTerminal (Private Edition 5.0 or higher) console .
2. Tét routers, sau do6 bat lai. Nhin CTRL-BREAK trong vong 60 gidy.

Abort at 0x10EA884 (PC)
>

3. Po6i ndi dung thanh ghi thanh 0x2142

>o/r 0x2142 (lower case of the letter O for o/r and zero for 0x2142)



4. Reboot router
>i

5. Nhén Ctrl-C dé vao user mode khi router khéi dong lai
router>
6. Vao enable mode

router>enable

router#copy startup-config running-config

7. Thuc hién cac 1énh show running-config or show startup-config
router#show startup-config

8.

router#config term

router(config)#enable secret newpassword
router(config)#enable password newpassword
router(config)#line con 0
router(config-line)#login
router(config-line)#password newpassword
router(config)#line aux 0
router(config-line)#login
router(config-line)#password newpassword
router(config)#line vty 0 4
router(config-line)#login
router(config-line)#password newpassword

9. Copying the startup-configuration to running-configuration. Thyc hién 1énh
no shutdown trén tat ca cac interface dugc dung.

10. Chuyén noi dung thanh ghi vé gia tri ban dau. Luu cau hinh

router#config term
router(config)#config-register 0x2102
router#copy running-config startup-config

11. Kiém tra thanh ghi co gia tri 12 2102 bang 1énh show version

router#show version

Cisco Internetwork Operating System Software

IOS (tm) 2500 Software (C2500-D-L), Version 12.0(4), RELEASE
SOFTWARE

(fcl)

Copyright (¢) 1986-1999 by cisco Systems, Inc.



ROM: System Bootstrap, Version 5.2(8a), RELEASE SOFTWARE
BOOTFLASH: 3000 Bootstrap Software (IGS-RXBOOT), Version 10.2(8a),
RELEASE

SOFTWARE (fcl)

1 Ethernet/IEEE 802.3 interface(s)

2 Serial network interface(s)

1 ISDN Basic Rate interface(s)

32K bytes of non-volatile configuration memory.

8192K bytes of processor board System flash (Read ONLY)

Configuration register is 0x2142 (will be 0x2102 at next reload)

12. Reboot the router.
router#reload

Bai 23:
Cac khai niém routing co’ ban

Khi trong bang routing-table cua router ¢6 2 hodc nhiéu duong di dén mot
destination network, viéc chia tai (load-balancing) s€ dién ra. Qua trinh chia tai
co thé chia thanh hai kiéu:

1. Per packet: tirng packet khi di vao router sé dugc xtr 1y riéng 1é( process
switching). Router s€ doc destination network cua packet, search bang routing
table va sau do6 s& switch packet ra interface pht hop. Do d6 néu bang route ciia
router c¢6 hai duong di dén cung mdt dia chi network, cac packet s€ dugc chia
tai déu trén ca hai duong.

2. Per destination: chi c6 packet dau tién thuc hién theo qui trinh trén. tat ca cac
packet con lai s& dung két qua da dugc luu trong cache. bang routing-table s&
khong dugc tham khao cho cac packet sau. Ché d6 mic dinh cua router 13 fast-
switching. Ban c6 thé chuyén sang process-switching bang 1énh no ip route-
cache.

can cha y 1a chi co thé thuc hién debug ip packet néu router hoat dong o
process switching.

1. AS ( Autonomous System):

Mot nhoém céc routers c6 chung chinh sach quan 1y, c6 chung mot ngudn
quan 1y k¥ thuat duy nhat va thong thuong dung mot IGP (Interior
Gateway Protocol). M&i AS dugc gan bang mot s6 duy nhat tir 1 dén
65535, trong d6 gia tri tir 64512 dén 65535 duoc dung lam gia trj riéng,
duogc gan cho cac AS cuc bd



2. Hoi tu (covergence):

Qué trinh tinh toan bang routing-table trén cac router sao cho tat ca cac
bang c6 chung mot trang thai nhat quan.

3. chia tai (load balancing):

Cho phép viéc truyén packet dén mot network dich dién ra trén hai hozc
nhiéu duong di khac nhau.

4. Metric:

tat ca cac routing protocols dung metric dé dinh lugng dudng di nham
tim ra duong di t6t nhat. Mot vai protocol dung metric rat don gian, vi
du nhu RIP ding hop-count. EIGRP ding metric phtic tap hon, bao gdm
bang thong, delay, reliabiliity...

5. Passive interface:

Ngan ngtra cac routing update gui ra mot interface nao d6. Tuy nhién,
interface nay van c6 thé lang nghe cac routing update do cac router khac
guri v€. Lénh nay duoc dung trong router mode.

6. Redistribution:

Qua trinh chia xé route dugc hoc tir cac nguén khac nhau. Vi du ban c6
thé redistribute route duoc hoc tir RIP vao OSPF (trong trudng hop niy
ban c6 thé gip van dé v6i VLSM). Hoic ban c6 thé redistribute static
route vao EIGRP. Qué trinh redistribution nay phan 16n phai cau hinh
bang tay ( manually)

7. Route flapping:

Trang thai thay d6i thuong xuyén cia route. Qua trinh ndy ¢ thé giy ra
nhirng van dé nghiém trong. Vi du nhu nhitng h¢ thong mang chay ospf
c6 thé phai lién tuc tinh toan lai database va broadcast nhiing thay dbi
nay.

8. Static route:

static route c6 thé chi dén mot host, mot network. Ban cling co thé dung
floating static route, trong do6 route nay dugc thay doi gia tri AD cao hon

gia tri cua céc routing protocol dang dung.

9. AD: 1a mot dai lugng chi sy tin cay cua cac routing protocol.



Bai 24:
So sanh chire ning Routing va Switching trong Router

Phan nay so sanh vai tro ciia routing va switching va lam thé nao dé két hop hai
chtic ning nay dé chuyén goi tin di trén mang. Cisco phan biét rat 16 sy khac
nhau gitra cac chirc nang nay cta mot router. Su khac nhau that ra kha don
gian. Dé di chuyén mot goi tin bén trong mdt router tir mot cong giao tiép nay
dén mot cong giao tiép kia, duong di vé dich phai duoc xac dinh va sau d6 goi
tin nay s€ dugc gui ra interface hudng ra. Qua trinh tim duong la chirc nang
cua routing trong khi d6 qua trinh giri mot goéi tin di ra interface 1a chirc nang
cua switching.

Chirc nang routing

Chtrc ning routing chiu trach nhiém hoc cac dd hinh dang logic cia mang va
sau do ra quyét dinh dua trén kién thuc d6. Cac quyét dinh duoc thuc hién bdi
router s& xac dinh khi nao thi mot goi tin di vao ¢ thé duoc route va néu nhu
vay, s€ dugc route nhu thé nao. Khi mot géi tin dugce nhén, qua trinh dinh
tuyén sé& trai qua vai budc. Cac budc nay co thé tom tat trong cac cau hoi nhu
sau:

- Giao thtrc routed va giao thirc routing cho goi tin (thudc vé giao thirc d6) co
dugc cai dat trén router hay khong?

- Néu c6 cai dat, co mot duong di nao cho mot h¢ théng mang & xa ton tai trong
bang dinh tuyén hay khong?

- Néu mang dich 1a khong c6 trong bang dinh tuyén, c6 tuyén duong mic dinh
nao duoc cau hinh hay khong?

- Néu c6 mot tuyén duong mac dinh tinh hodc dong, dia chi dich co dén dugc
khong?

- Buong di tot nhat vé mot mang nao do6 1a nhu thé nao?

- C6 nhiéu duong di c¢6 chi phi bang nhau hay khong?

- Néu c6 nhiéu dudng di co chi phi bang nhau, interface nio s& dugc dung dé
day goi di ra.

Chirc nang Switching

Chtrc nang switch lién quan dén viéc di chuyén dir li€u trén mot router. Churc
nang nay s& chiu trach nhiém chuyén goi tin. Switching chi duoc thyc hién sau
khi nhiing quyét dinh vé routing da dugc thyc hién. Méc du router da ra quyét
dinh, van con mot vai quyét dinh phai thyc hién béng ph?m cung. Chuc nang
switching nay thuc hién nhirng viéc sau:

1. Kiém tra frame ddu vao xem c6 hop 1¢
2. Kiém tra c6 phai frame nay co dia chi dich la dia chi L2 cta router hay



khong

3. Kiém tra kich thudc frame c6 hop 18 hay khong?

4. Kiém tra phan CRC cua frame

5. G& bo phan mao dau va phan cudi cta frame. Sau d6 kiém tra dia chi dich
véi cace thong tin trong cache

6. Tao ra cac header va trailer moi va dua ra cong ra ctia router

Mobi quan h¢ giira routing va switching trong Cisco Router

Mot goi tin s€ dugc router chép nhén néu ciu trac frame cua né chira dia chi L2
clia mot trong nhitng cong cua router. Néu ciu hinh dia chi 1 ding, sau khi
frame dugc kiém tra, frame va noi dung cua frame dugc dua vao by dém. Bo
dém duogc chtra trong bd nhd hodc trong mot vai phﬁn cung dac biét cua router.

Néu dia chi nguon va dia chi dich L3 ctia goi tin d6 khong nhan thay bai router
trude do, gbi tin s& duoc process switch hodc routed. Hanh dong nay bao gom
- Khi mét goi phai duoc chuyén di, mot qua trinh tim kiém trong bang dinh
tuyén s& dugc kich hoat va router s& quyét dinh s& chuyén goi tin di nhu thé
nao.

- Goi tin sau do6 s€ duge dong goi véi giao thie L2 phu hop.

- Néu co ché fast-switching dugc dung, goi tin s€ dugc kiém tra lai mot 1an
nita. Mot tuyén s& duoc dua vao cache. Mot entry trong cache s& bao gom: IP
Prefix, cong di ra ctia router, phan header 16p 2 dugc dung dé chuyén goi tin di
Céc gdi tin theo sau d6 trong cung ludng dit liéu, néu phan dia chi dich 1a so
tring trong route-cache, géi tin s& dugc chuyén di dung thong tin trong cache.
Chtre nang routing lic nay khong bi anh hudng. Kiéu cache duoc ding phu
thudc vao kiéu phan ctimg duoc dung. Cac kiéu switching 1a fast switching,
autonomous switching, silicon switching va CEF.

Bai 25:
TCP: qua trinh thiét 1p két noi va hiay ket noi

Cic két ndi TCP va céc cong

Hai img dung dung TCP phai thiét 1ap mot két ndi TCP trude khi dir liéu c6 thé
dugc truyén. Mdi két ndi s& ton tai giita mot cap TCP sockets voi socket duge
dinh nghia nhu 1a mot két hop cua dia chi IP, cong dugc dung, giao thirc 16p
transport. Qua trinh thiét lap ket nbi, khoi tao socket bao gom gia tri cong
ngudn va cong dich, chi so tuan ty va ACK. Hinh 6-2 mo ta tién trinh bat tay ba
lan trong thiét 1ap TCP va qué trinh hiy mot két ndi TCP.



TCP Connection Establishment, Initiated by Client

I -« SFORT=1027, DFORT=80, SEQ=200, SYN D

SPORT=80, DPORT=1027, SEQ=1450, ACK=201, S¥YN, ACK » ’

[E—
Web Server < SPORT=1027, DPORT=80, SEQ=001, ACK=1451, ACK Web Browser
(Port 80) (Port 1027)

TCP Connection Termination, Initiated by Client

SPORT=1027, DPORT=20, ACK, FIN

SPORT=80, DPORT=1027, ACK

SPORT=80, DPORT=1027, ACK, FIN

SPORT=1027, DFORT=20, ACK

-

Trong qua trinh thiét lap két ndi, hai host s& chon lua céng, chon lua chi sd tudn
tu sequence-number va ding céc chi s6 cia TCP dé nhan ra thong diép trong
qua trinh bt tay ba chiéu. Dau tién, d6i v6i van dé cong, bén server phai ling
nghe céc yéu céu két ndi tir client, trong truong hop nay 1a cong 80. Phia client
s€ chon mot cong chua dung lam source port, thuong la gia tri 1024 hodc lon
hon. Luu ¥ rang khi so sanh cic segment trong tién trinh trén, gia tri port 1a
khong doi.

Trong phan header ctia TCP ¢ bao gom vai trudng co gid tri 1-bit, goi 13 cac
c0. Cac cd nay phuc vu cho cac muc dich khac nhau. Cac cd SYN va ACK s€
chi ra mot segment c6 phai la segment dau tién hay 1a thtr hai trong mot két ndi
TCP moi. Mot segment c6 ¢ SYN s& 1a segment dau tién trong mot két nbi
TCP. Mot segment c6 ca SYN va ACK s& 1a segment thir hai trong mot két ndi.
Céc cd nay cho phép cac host d& dang nhan ra cac yéu cau két néi méi. Chi sd
ban dau co6 thé dugc gan vé bat ky gia tri hop 1é nao va thuong khong duoc gan
vé 0. Hay nhé rang trong qua trinh khoi phuc 18i, viéc str dung céc gia tri nay 1a
doc 1ap trong ca hai chiéu.

Qua trinh khéi phuc 15i

bé thuc hién quéa trinh khoi phuc 16i, TCP s& gtri cac cong nhan ACK khi nhan
duoc dit liéu. Khi dir liéu gtri di khong duge ACK, bén gui co thé gui lai dir
lidu. Hinh dudi diy mé ta tién trinh mot web server guri ra 1000-bytes trong d6
khi segment thir hai bi mat, dit liéu s& dugc khoi phuc lai.



Web Web
server Browser

= =

e/ 1000 Bytes of Data, Sequence = 1000 " 1

He Lost the Segment® 1000 Bytes of Data, Sequence = 2000 | Probably Lost One.
with Sequence = R ACK What | Got in
2000. Resend It! 1000 Bytes of Data, Sequence = 3000 ” Order!

No Data, Acknowledgment = 2000

1000 Bytes of Data, Sequence = 2000

L.
rad

Mo Data, Acknowledgment = 4000

-

| Just Got 2000-2999,
and | Already Had
3000-3999. Ask for

4000 Next.

Vi du trén mé ta mot tién trinh kho1 phuc 16i trong d6 bén gui (may web) nhan
dugc mot ACK trong do chi ra rang mot segment di bi mat. Luu y rang truong
ACK s& chi ra byte mong doi ké tiép- chir khong phai 1a byte nhan dugc cubi
cung. Ciing luu y rang trudng ACK va trudng sequence chi ra 56 bytes, chtr
khong phai chi ra TCP segment. Bén may gui s€ gui ra mét by dinh thoi timers,
dwa trén gia tri TCP Measured Round Trip Time (MRTT) sao cho néu mét
ACK 12 khéng nhan dugc, may gui sé gui lai tit ca nhung dir liéu khong dugc
cong nhan ma khong chd cho bén may nhan giri mot yéu cau truyén lai.

Bai 26:
Dang dia chi cua IPv6

bia chi IPv6 thi rét khac so v&i dia chi IPv4. Khong chi khac nhau vé kich
thude (dai hon gip 4 1an) ma sy khac nhau con trong dang bleu hién & dang
thap luc phéan so v6i dang thap phan. Cac dau “:* s& tach cac s6 dang thap luc
phan 1a cac thanh phan cua dia chi 128-bit. Mot vi du ctia dia chi Ipv6 1a nhu
sau:

4021:0000:240E:0000:0000:0AC0:3428:121C

Pé tranh nham 14n, 13i va cac trang théi phuc tap khong can thiét, cac luat sau
s¢ dugc xac dinh:

Céc sb dang thap luc phan khong phan biét chir thuong va chir hoa.
Bat cir mét so 0 nao ding trude cac vung 16 bit c¢6 thé dugce bd qua va dugce



tugng trung bang du *:>. Mot cap dau :: chi ra rang cac gid tri 16 bit cua cac sd
0 da duogc rat gon. Qua trinh nhan dang 36 s& d& dang nhan ra s6 chit s6 0 d3 bi
thu gon bﬁng cach thém vao sd chir s6 0 cho dén khi ndo thu duge mot dia chi
dai 128-bit

Chi c6 mot cap cac ddu “:” 1a cho phép ton tai trong mot dia chi boi vi qua trinh
nhan dang s& khong thé chi ra c6 bao nhiéu sb 0 trong mdi vj tri.

Vi du dia chi 4021:0000:240E:0000:0000:0AC0:3428:121C c6 thé dugc viét &
dang 4021:0:240E::0AC0:3428:121C

Mic du khong thé c6 hai phién ban ctia hai dau “::°, cac ving v6i nhiéu chit s6
0 chi c6 thé dugc biéu dién nhu 0. Trong vi du néu trén, cac chir s6 0 trong
vung thtr hai cua dia chi dugc thu gon lai thanh mdt chix s6 0. Néu mot dia chi
khong ¢ phan host, dia chi c6 thé két thiic & dang “::>. Vi du 4021:0:240E::.

IPv6 c6 thé c6 nhiéu dang va né c6 kha ning giai quyét cac han ché ciia IPv4.

Céu trac ba mirc nay dugc thé hién thong qua cau tric ciia dia chi tich hop ciia
IPv6, trong d6 bao gom cac vung sau:

Ving tién td FP: 3 bit ciia FP s& duoc dung dé chi ra kiéu cua dia chi (1a
unicast. Multicast...). Gia tri 001 chi ra day la dia chi toan cuc

Ving TLA ID (top level aggregation) dugc ding dé chi ra mirc thim quyén cho
dja chi nay. Cac Internet Router s& duy tri cac bang can thiét cho tit ca cac gia
tri TLA. V61 13-bit, ving nay c6 thé c6 dén 8,192 TLAs.

RES field (8 bits): kién trtc ctia IPv6 dinh nghia ving danh riéng sao cho cac
gia tri TLA hodc NLA c6 thé mé rong. Hién tai, gia tri nay bang zero

NLA ID (24 bits): vung nay dugc dung dé chi ra ISP. Vung nay c6 thé duoc
sap xép dé phan anh mdi quan hé gilta cac ISP.

LSA ID (16 bits): dugc ding boi cac to chirc dé tao ra cac kién triic dia chi bén
trong ctia nd va dé chi ra cac mang con.

Interface ID (64 bits): chi ra cac cong giao tiép riéng 18 trén mot két ndi. Ving
nay 1a twong tw nhu ving host trén IPv4 nhung né dwoc dan xuat tir dang dia
chi IEEE EUI-64 bit. Dang dia chi nay tuong ty nhu dia chi MAC nhung thém
vao mot vung 16 bit.

Thém vao dang dia chi tich hgp toan cuc néu trén, [Pv6 hd tro cac dia chi ni
bd, tuong tu nhu cac dia chi RFC1918. Néu mot node khong dugc gan mot dia
chi toan cuc hay mot dia chi cuc bo néu trén, né co thé duoc dinh vi bé“mg dia
chi két ndi cuc bg, chi ra mot phan doan mang. Local-Use Unicast address:
dugc goi 1a dia chi don huéng dung ndi bg, duoc dung cho mot t6 chuc co
mang may tinh riéng ( dung ndi by) chua nbi voi mang Internet toan cau hién
tai nhung san sang no6i duoc khi can. Ngoai ra dia chi nay con dugc chia thanh
2 loai 14 Link-Local ( nhan dang duong két ndi local) va Site local (nhan dang
trong pham vi ndi bo c6 thé nhiéu nhém Node — Subnet). Link-local, s€ dugc
sir dung ngay 1an dau khi thiét bi IPv6 bat 1én. Do kha nang ty cau hinh cua



IPv6, nén khi thiét bi duoc bat I1én, tw dong mot dia chi 1a link-local s& dugc
gan. Cha y la dia chi nay khong phai do ta gan ma do may tu gan dé giao tiép
trong ndi bo ket ndi, nghia 14 véi cac host co chung dia chi subnet. Sau d6, khi
thay c6 router ton tai trong mang thi may s€ gui cac goi tin router sohcltatlon
va advertising dé xin router 1 subnet ID dé tao site-local dé sir dung giao tiép
giita cac subnet. Chu ¥ 13 2 dia chi nay khong duogc dinh tuyén ra internet.

IPv6 Multicast Addresses

Mot dia chi multicast 1a mét dia chi xac dinh mot nhom cac céng cua router,
thong thudng trén cac hé thong dau cudi khac nhau. Céc gbi tin s& duoc phan
phdi dén tit ca cac hé théng duoc chi ra trong dia chi multicast. St dung dia chi
multicast thi hi€u qua hon dia chi broadcast, trong do6 yéu cau tit ca cac hé
théng dau cudi phai nging tit ca cac viée dang xur 1y. Boi vi mot dia chi
multicast 1a mot dia chi ctia m6t nhom cac may tinh, néu mot may tinh khong
phai la thanh vién cia nhom dia chi nay, n6 s€ drop cac goi ¢ layer 2. Tuy
nhién broadcast van duge xir 1y trude khi cac hé thong xac dinh rang dang
broadcast nay 1 khong lién quan dén n6. Cac thiét bi 16p 2 thuong lan truyén
cac broadcast bdi vi cac dia chi broadcast khong dugce luu trit trong bang CAM.
Khong giéng nhu router (hanh dong méac dinh cua router 1a drop cac goi tin
trong do phan dia chi 1a khong blet) switch s& phat tan tit ca cac frame voi
phan dia chi 1a khong xac dinh ra tat ca cac cong cua switch. V& mit 1y thuyét,
diéu nay cling ding voi cac dia chi multicast mac du mot vai thiét bi c6 céac co
ché thong minh dé gidi han cac dang truyén multicast.

IPv6 khong dung co ché broadcast ma chi dya vao dia chi multicast. Miac du
IPv4 dung dia chi multicast nhu dinh nghia RFC2356, n6 sir dung theo mdt
cach khéc. Cac dia chi IPv6 co6 cac day dia chi khac nhau. Tét ca céc dia chi
IPv6 bit dau voi 8 bit dau tién gan bang 1. Vi vy tit ca cac dia chi multicast s&
bang dau véi gia tri F. Diy dia chi multicast 1a FF00::/8 - FFFF::/8

Gia trj octet thir hai, theo sau octet dau tién, chi ra tim vuc va thoi gian séng
cua dia chi multicast. Theo cach nay, IPv6 c6 hang tri¢u nhom dia chi
multicast.

Tém tit dia chi (Address Aggregation)

Qua trinh tom tat cac route, bat ctr khi nao c6 thé, 1a quan trong trong Internet.
Bang dinh tuyén thi d& quan 1y hon voi cach hién thyc CIDR. Mac du tat ca cac
so d6 dia chi trong IPv6 cho phép cap phat hau nhu vo tan cac dia chi, kién tric
ctia IPv6 van cho phép trién khai theo dang c6 cau tric sao cho nd khong bi
qua tai. Nhu trong IPv4, cac bit bén trai cta dia chi dugc dung dé tom tit cac
dia chi mang xuat hién & phia phai cua cAu trac dia chi. Nhu vay, dia chi [Pv4
140.108.128.0/17 ¢6 thé bao gom céc subnets 140.108.225.0/24. Dicu nay c6
nghia la bang dinh tuyen c6 thé route dén tat ca cac subnets nhung thay vi co
128 dia chi subnet nam trong bang dinh tuyén, chi con 1 dong duy nhét tuong



trung cho tat ca cac route. Dé chi ra mot subnet nho hon, cac qui luat thong
thudng trong dinh tuyén van dugc tudn theo va géi tin duoc goi t6i cho router
quéang ba network 140.108.128.0/17. Router nay trong bang dinh tuyén ctia nd
c6 nhiéu thong tin chi tiét hon, s& chuyén géi cho dén khi nd dén dugc network
dich.

Trong IPv6, kién trac dia chi cho phép diéu chinh t6t hon dang dia chi dugc
dung trong Internet. Dia chi thi rat dai va mdi phan phuc vu mot chirc ning
khéac nhau. 48-bit dau tién cua dia chi dugc dung boi IANA cho qua trinh dinh
tuyén dong trong Interner dé tao ra cac dia chi kha két toan cuc. Ba bit dau tién
duoc gan gia tri 001 dé chi ra mot dia chi toan cuc.

Bai 27:
Gi6i thiéu vé WinPCap

Trong rat nhiéu phdn mém tng dung mang, cac ban hay gip phan mém
WinPCap, ddc bi¢t trong qua trinh cai dat Dynamips/Dynagen.

1. Giéi thiéu vé Winpcap:

Dinh nghia:

Winpcap la mot thu vién ma ngudn mé cho viée bat goi (captrure paket) va
phan tich mang, trén nén tang (platform) win32. Winpcap ho trg nhirng chirc

nang sau:

« Thu thap nhitng géi dit liéu thd, mot 1a ngay trén chinh may dang chay truyén
dir li€u di va mdt 1a sy trao doi boi nhitng may khac trén moi trudng chia sé.

« Loc gi dit liéu theo nhitng luat ctia ngudi dung trude khi chiing dugc truyén
té1 img dung

« Truyén nhiing go6i dit liéu tho téi mang

« Thu thap thong tin thong ké luu lugng mang

Mot tap cac tinh ndng nay dugc dugc cung cép, khi ma ban cai dac n6 nhu la
mot trinh diéu khién thiét bi (device driver), va né dugc cai dat bén trong phan
hoat dong mang ctia phan nhan win32 (win32 kernel) ciing v&i mot cip thu
vién dong DLL.



Loai chuong trinh sir dung winpcap

Nhitng chuong trinh ma dua trén winpcap:

* B may phan tich mang va giao thuc

* Giam sat mang

* Traffic logger

* Traffic generator

* user-level bridges and routers

« Hé thng phat hién xdm nhap mang NIDS
* Network scanner

» Cong cu bao mat

Cau tric cia winpcap

Application
I

wpcap di
i

Packet dll

Ilzer Level

r kernel Level

MPF
Device Driver

_‘[ ___________ Metwork
Fackets

No6 bao gérn ba th?lnh phﬁn chinh: bd loc géi mirc kemgl, mot thu vién
packet.dll mirc thap, va mot thu vién doc 1ap véi h¢ thong wpcap.dll mic cao.

Packet. dll
cung cap mot API muc thap (application program interface) truy xuat tryc tiép
t6i trinh diéu khién, doc 1ap voi hé didu hanh microsoft. S& cung cip céac chic
nang sau:

« Cai dat, khoi tao va dimg trinh diéu khién NPF (NPF device driver)
« Nhén goi tir trinh diéu khién NPF

« Goi gbi dén trinh diéu khién NPF

* Thu dugc mot danh sach céc card mang



. Léy lai thong tin khac nhau vé mang: mi€u ta, danh sach dia chi, netmask
* Truy van va thiét 1dp cac thong s6 cho mdt card di€u hop

Source code packet.dll. (ndm trong thu muc packet)

Wpcap:
cung cAp mdt tip cac chirc ning bat géi muc cao ma né twong thich voi libpcap

(ding trén linux), ma n6 hoat dong doc 1ap v6i phan cing mang va hé diéu
hanh. Source wpcap.dll (ndm trong thu myc wincap)

NPF (netgroup packet filter) device driver: mi ngudn nam trong thu muc driver
danh cho hé diéu hanh NT

Hoat dong quan trong nhat cia NPF 13 capture goi. Bo diéu khién phat hién goi
trén NIC va phan phoi ching nguyén ven dén ing dung ngudi dung.

Bai 28:
wireless cho ngwoi méi bat dau

Co ban vé Wireless LAN
Giédi thi¢u

Céc hé théng mang switched Ethernet thuong duoc dung trong cac mang doanh
nghiép ngay nay. Cac két néi Ethernet thuong duoc dung tir thiét bi 16p 161
(core layer device), xuéng dén 16p phan phéi (distribution), Xuéng dan dén 16p
truy c@p (access layer). Theo truyen thdng, cac ngudi dung dau cudi phai ding
day mang dé két ndi vao hé thong mang campus. Tuy nhién, cong ngh¢ mang
khong day cho phép cac thiét bi 0 16p access clia mang campus c6 thé mé rong
dén nguoi ding cudi ma khong can dung day. Véi viée dung cac thiét bi mang
khong day, nguoi dung cudi co thé tré nén co dong va co thé di chuyén dé dang
ma khong hé bi mét két ndi mang.

Bai viét nay sé& gidi thiéu mot cai nhin tong quan vé cac cong nghé dugc ding
trong mang khong ddy WLAN. Khi da hiéu va quen thudc voi mot vai 1y thuyét
co ban ctia mang khong ddy, ban sé& c6 kha nang hiéu, thiét ké va dung cac thiét
bi mang khong day dé mo rong hé théng mang dé két ndi voi ngudi dung.

Co ban vé mang khong day

Bai viét ndy s& gidi thiéu mang khong diy ndi bd WLAN tir goc nhin thuc té.
Tai liéu trinh bay duya trén nhiing kién thirc ban d c6 trong cac chu dé vé mang
chuyén mach LAN trong khoa hoc ccnp switching. Sau cting, muc tiéu cua bai
viét nay gitip ban c6 kién thirc du vé wireless dé c6 thé tich hop cong nghé nay
vao mang cua ban.



So sanh mang c6 day va mang khong day

Mot mang khong day duoc tich hgp mot cach chinh xac vao mang switched c6
day nhu thé nao? Nguoc lai, chiic ning switching sé tich hgp vao mang khong
day nhu thé nao? Trudc khi tra 10i cac cau hoi nay, ban ¢ thé can so sanh hai
cong nghé nay véi nhau.

O mirc co ban nhat, mang c6 day thi s& dung dy va mang khong day s& khong
c6 day. Piéu nay thoat nghe c6 vé khoi hai, nhung thét ra n6 cho thiy mot vai
khac nhau co ban & muc vat Iy ma bai viét s& dé cap dén ¢ phan sau.

Mang Ethernet truyén thong dugc dinh nghia boi cac chuan IEEE 802.3. Moi
két ndi Ethernet phai hoat dong trong tinh trang dugc kiém soat nghiém ngjt,
dic biét dbi véi nhitng co ché lién quan dén 16p vat Iy. Vi dy, cac co ché vé
trang thai két ndi, tde d6 két ndi va ché do duplex phai hoat dong theo dung
chuin mo ta. Wireless LAN cling phai c6 yéu cau tuong tu nhung lai dugc dinh
nghia trong 802.11.

Nhing thiét bi Ethernet dung day phai truyén va nhan cac Ethernet frame theo
phuong thirc Carrier Sense Multiple Access/Collision Detect (CSMA/CD).
Theo d6, trén mot phan doan mang dung chung, khi cac may PC truyén thong
theo ché do half duplex, tung PC c6 thé néi chuyén tu do v6i nhau trude, va
sau d6 bi xung dot hay con goi 1a dung do (collision) néu cac thiét bi khac ciing
dang noi chuyén. Toan bd tién trinh phat hién xung dot (collision) dya trén viéc
cac két ndi co day c6 mot chiéu dai t6i da va c6 mot do tré tdi da khi mot frame
di tir mot dau cua phan doan mang nay dén mot dau kia cua phan doan. Khi ha
tang mang 1a dung chung, bat ky mot tin hi¢u dién nay ciing dugc truyén dan
trén duong day cting c6 thé xung d6t véi mot tin hiéu cua mot thiét bi khac.

Khi hai hodc nhiéu Ethernet frame chong lap 1én duong truyen & mot thoi diém
nao do, collision xay ra. Collision s& dan dén céc 15i bit va mat frame (bit
error).

Nhirng két n6i Ethernet hoat dong theo ché d6 full duplex s& khong gap phai
van de collision hay canh tranh nhau vé bing thong. Mic du vay, cac két ndi
ndy van phai tuan thi theo cting mot dic ta. Vi dy, nhitng Ethernet frame van
phai truyén va nhan trong mot khoang thoi gian trén mot két ndi full duplex.
Diéu nay sé& ap dat chiéu dai ctia doan cap dung trong full duplex va half duplex
phai 1a gidng nhau.

Mic du cac mang WLAN ciing dya trén mot tap hop cac chuan khit khe, chinh
yeu t6 phuong tién truyén ciing 1a mot thach thirc. Noi chung, khi mét PC két
n6i dén mot mang co day, PC do s€ chia s¢ két ndi mang d6 véi mot sd luong
may biét trude ciing két ndi vao mang cé day dé6. Khi cung mot PC dung mot
mang khong day, n6 cling chia s¢ twong tu, nhung thong qua khong khi. Trong
mang khong déy, ha ting rd rang 1a khong ton tai cac doan ddy cap mang hay



céc 6 cim mang. That ra cac nguoi dung mang khong ddy wireless khéc ciing
toan quyén st dung cung khong gian truyén chung do.

Mang wireless LAN sau do tr6 thanh mét mang dung chung, trong d6 c6 mot
s0 lugng may canh tranh v6i nhau dé dung “khong khi”, tirc ha tAng mang &
moi thdi diém. Van dé xung dot (collision) 1a mot van dé muon thira trong linh
vuc khong day bai vi moi thiét bi khong day déu trong ché do half-duplex.

Mang 802.11 Iuén luén hoat dong & ché do half duplex bodi vi cac tram truyén
va nhan st dung cung mot tan s6. Chi c6 mot may truyén & mot thoi diém, néu
khong, s& co collision xay ra. Bé c6 thé tro thanh full duplex, tit ca cac may
phai truyén trong mot tan s khac va s& nhan trong mot tan s khac. Mac du
diéu nay nghe co6 vé kha thi, chuan 802.11 khong cho phép hoat dong & ché do
full duplex.

Bai 29:
Tranh nghén trong mang khéng day WLAN

Khi hai hodc nhiéu tram khong day cing truyén & mot thoi diém, tin hiéu tro
thanh bi nhiéu. M4y tram bén phia nhan chi c6 thé nhan két qua nhu nhirng dir
liéu rac, nhiéu hay bi 16i. That ra, khong c6 mot cach thirc 16 rang dé xac dinh
1a xung dot collision dé xay ra. Ngay ca v6i may truyen dang gay ra xung dot
cing khong nhén ra, vi luc d6 phan nhan cta n6 phai tat di. Dé c6 mot co ché
phan hoi hiéu qua, trong mang khong day, bat ctr khi nao mot tram truyén di
mot frame, bén tram nhan phai giri mot frame ACK dé x4c nhan 1a frame da
duogc nhan chinh xac, khong bi 1.

Cac frame ACK hoat dong nhu mot cong cu co ban phat hi¢n xung dot, tuy
nhién, cong cu nay khong gitip ngin ngira xung dot xay ra. Chuan 802.11 ding
mot phuong phép goi 1a Carrier Sense Multiple Access Collision Avoidance
(CSMA/CA). Chu ¥ rang mang c6 ddy 802.3 phat hién (detect) xung dot, trong
khi 802.11 ¢6 gang tranh (avoid) xung dot.

Tranh ngh&n hoat dong bang cach yéu cau tit ca cac may tram lang nghe trude
khi né truyén di mot frame. Khi mot may tram c6 mot frame can phai truyén,
mot trong hai trang thai sau c6 thé xay ra:

- Khéng co thiét bi ndo khac dang truyen lac ndy may tram co thé truyen frame
di ngay lap tc. Bén may nhéan dy kién phai giri mot frame ACK dé xac nhan
rang frame ban dau dén dung va khong bi dung do.

- C6 mot thiét bi khac dang truyén mot frame: lic nay may cua ta phai chd cho
dén khi nao frame dang truyén 1a hoan tat, sau d6 n6 phai cho mot khoang thoi
gian ngau nghién trudc khi c¢6 thé truyén frame cta chinh né.

Céc frame wireless c6 thé thay ddi vé kich thude. Khi mot frame duge truyén,



1am thé nao dé cac may khac biét 1a frame da dugc truyén hoan tat va duong
truyén (song vo tuyén) 1a ranh cho cac may khac sir dung? RS rang, cac may
tram chi c6 thé ling nghe trong yén lang, nhung néu lam thé thi khong phai
ludn ludn la hiéu qua. Cac may tram khong day khac co thé clng lang nghe va
ciling c6 thé truyén ¢ ciing mot thoi diém. Chuan 802.11 yéu cau tit ca cac may
tram phai cho mot khoang thoi gian. Khoang thoi gian ndy dugc goi 1a khoang
thoi gian gitra cac frame DCF (DCEF interframe space). Sau khoang thoi gian
nay, cic may tram mai co thé truyén.

Bén may truyén c6 thé chi ra mot khoang thoi gian du kién dé giri di hét mot
frame bang cach chi ra trong mot truong cta frame 802.11. Khoang thoi gian
nay chira sb timeslot (thuong tinh bang don vi microseconds) can thiét dé
truyén frame. Cac may tram khac phai xem gié tri chtra trong header nay va
phai chd khoang thoi gian d6 trudce khi truyén cho chinh né.

Boi vi tit ca cac frame phai chd ciing mot khoang thoi gian chi ra trong frame,
tat ca cac may do co thé sé quyét dinh cung truyén khi khoang thoi gian do tro
qua. PBi¢u nay c6 thé dan dén hién tugng xung dot, chinh 1a mdt hién tugng can
tranh.

Bén canh thong sb thoi gian néu trén, cac tram khong ddy ciing phai trién khai
mot bo dinh thoi ngiu nhién. Trudce khi truyén mot frame, may tinh d6 phai
chon mot s6 ngau nhién time slot phai chd. Con s6 nay s& nam trong khoang tir
zero dén kich thuoe tbi da cua s() canh tranh. Y tuéng co ban cia cach lam nay
1a khi mot may muon truyen moi may sé& chd mot khoang thoi gian ngau nhién,
giam s tram ¢6 ging truyén dong thoi cung luc.

Toan bd tién trinh nay duoc goi 14 chirc nang phdi hop phan phdi. Chirc ning
nay dugc mo ta trong hinh dudi day. Ba ngudi dung wireless co6 cung mot
frame phai truyén & cac khoang thoi gian khac nhau. Mot chuoi cac su kién sau
s€ xay ra:

1. Nguoi dung A lang nghe va xéac dinh rang khong c6 nguoi dung nao khac
dang truyen Nguoi dung A truyén frame ctia no, ddng thoi quang ba khoang
thoi gian dé truyén frame.

2. Nguoi ding B ciing ¢6 frame dé truyén. Anh ta phai cho cho dén khi nao
frame ctia ngudi dung A 13 hoan tat, sau do, phai cho hét khoang thoi gian
DIFS (thoi gian phdi hop phan phéi) hoan tat.

3. Ngudi ding B phai cho mot khoang thoi gian ngiu nhién trude khi ¢b ging
truyén.

4. Khi nguoi dung B dang cho, nguoi dung C c6 frame phai truyén. Anh ta ling
nghe va phat hién rang khéng co ai dang truyén. Nguoi dung C phai cho mot
khoang thoi gian ngau nhién. Khoang thoi gian nay la ngan hon khoang thoi
gian ngau nhién cia ngudi dung B.

5. Ngudi dung C truyén frame va quang ba khoang thoi gian dé truyén.

6. Nguoi dung B phai chd khoang thoi gian truyén frame ctia nguoi ding C



cong voi khaong thoi gian giita cac frame DIFS trude khi ¢b gang truyén lai
mot lan nira.

— Frame (A)
Duration | DIFS |
User A :
I
I I I I
| I I I
I
i Frame (B) —
/ I‘—DI I I(—)lq—’l
UserBisreadyto | Random | I I Duration DIFS
User B send a Frame, but Backoff : :
WLAN is busy. : | |
I I
' | |
Frame (C)
I I I
T - T |
Random Duration DIFS
User C Backoff
Bai 30:

Cac khéi WLAN trong mang campus

O murc do co ban nhat, ha ting ctia mang khong ddy khong c6 mot to chirc nhat
quan néu so sanh véi mang c6 day. Vi du, mét may PC véi mot card wireless
c6 thé s& bat két ndi khong day ctia n6 moi lic moi noi. Mt diéu tu nhién 13,
dé PC c6 thé truyén va nhan dit liéu, mot vai hoat dong phai dién ra.

Trong cac thuat ngir ciia 802.11, mot nhom cac thiét bi mang khong day bét ky
duoc goi 1a mot tap hop céac dich vu (service set). Cac thiét thiét bi khong day
phai c6 cung tén tap hop dich vu (service set identified SSID). Pay 1a mot
chudi dugc chira trong moi frame duoc giri ra. Néu SSID gitra thiét bi gui va
thiét bi nhan 1a gidng nhau, hai thiét bi c6 thé giao tiép v6i nhau.

Chuan 802.11 cho phép hai hodc nhiéu cac thiét bi khong day giao tiép truc
tiép voi nhau ma khong can thém bat ky phwong tién hay thiét bi nao khac. Mo
hinh mang nay dugc goi 1a md hinh mang ad-hoc, hoac con goi 1a tap hgp cac
dich vu co ban doc 1ap (Independent Basic Service Set IBSS). M6 hinh duogc
mo ta trong hinh vé bén dudi:



El—J Access Paoint

Access Point

Khong c6 mét cach kiém soét ¢d dinh vai sb thiét bicod thé truyén va nhén trén
mot ha tang khong day. Ngoai ra, co nhiéu thong s6 c6 thé anh huong dén viéc
mot may tram co thé truyen hodc nhan den cac may tram khac. Diéu nay khién
cho viéc tao ra mot két ndi tin cay dén tat ca cac tram khac tré nén kho khan.

Mot tép hop dich vu mirc co ban BSS s& tap trung giai quyet van dé truy cép va
van dé kiém soat mot nhom céc thiét bi mang khong day bang cach dat mot
access point — AP la la mot thiét bi dong vai tro tap trung. Bt ky thiét bi khong
day nao co gang dung ha tang mang dau tién phai sap xép tré thanh thanh vién
ctia AP. Thiét bj AP c6 thé s& yéu cau mét trong nhirng diéu kién sau, trude khi
cho phép mot may tram tham gia vao:

- SSID phai giong nhau.
- Mot toc d6 truyén dir li€u tuong thich.
- Hoan tat van dé xac thuec.

Méi quan hé ciia mét client voi mot AP duogc goi 1a mot két hop (association).
May client phai giri mot thong diép co chira yéu cau két hop. Sau do AP sé& gan
quyén hay tur chéi yéu cau trén bang cach guri ra mot thong di€p tra 101. Khi da
duoc két hop thanh cong, tit ca cac truyén thong vao/ra tir may tram phai thong
qua AP. Hoat dong nay minh hoa ¢ hinh B trong hinh v& bén trén. Cac may
tram khong con c6 thé giao tiép voi nhau nhu trong mé hinh adhoc truéc day
nira (con goi la mo hinh IBSS).



Thiét bj AP khong phai 1a mot thiét bi hoan toan bi dong gidng nhu mot
Ethernet hub. Mot AP quan 1y mang khong day ctia no, quang ba su ton tai cia
chinh no sao cho cdc may tram c6 thé két hop, sau d6 AP s& kiém soat tién
trinh két hop nay. Vi du, ban hiy nh¢ lai ring moi khung dit liéu khi duoc giri
thanh cong thong qua két ndi khong day déu phai dugc nhan ACK. AP sau d6
chiu trach nhiém giri ACK nguoc vé cho may truyén.

Ban ciling nén nh¢& réng, bét chép trang thai két hop 1a nhu thé nao, mot may
tram c6 kha nang lang nghe hodc nhan cac frame dugc gui thong qua ha ting
khong day. Cac frame thi “tr61 n01 ’ trong khong khi, va co thé truy cap boi bat
ctr thiét bi ndo nam trong day tan s6 cho phép dé nhan ching.

Ban chii y rang mo hinh tap hop dich vu co ban BSS bao gom mot AP va
khong c6 mot két ndi 16 rang dén mot mang Ethernet thong thuong. Néu ta
trién khai mé hinh nhu trén, Access Point va céac may tram cua no6 tao thanh
mot mang co lap.

Mot AP cling c6 thé két ndi uplink vao mot h¢ théng mang Ethernet bdi vi trén
AP ¢6 hd tro cac két ndi khong day va co day. Néu AP dit trong céc vi tri vat
1y khac nhau, no c6 thé ding dé két ndi vao ha ting mang ctia doanh nghiép.
Mo hinh két ndi nay duoc goi 1a mé hinh dich vu mo rong 802.11 Extended
Service Set.

Trong mo6 hinh ESS, mt may tram chi c6 thé két ndi vao mot AP khi may do ¢
gan AP d6. Néu may tram sau d6 di chuyén sang vi tri khac, né c6 thé két ndi
v6i cac AP gan d6. Chudn 802.11 ciing dinh nghia mét cach thic cho phép céac
may tram trung chuyén (roaming) tir AP nay sang AP khac khi vi tri ciia may
tram khong day thay doi.

Bai 31:
Hoat dong ciia AP

Chirc ning co ban ciia mot AP 1a lam cau ndi (bridge) cho nhiing dit li¢u mang
khong day tir khong khi (mo6i truong song vo tuyen) vao mang c6 day binh
thuong. Mot AP c6 thé chap nhan nhitng két ndi tir mot s6 cac may tram khong
day sao cho no ¢o thé trd thanh cac thanh vién binh thuong ciia mot mang LAN
dung day.

Mot AP ciing co thé hoat dong nhu mot cau ndi (bridge) dé hinh thanh mot két
nbi khong day gitra mot mang LAN nay va mot mang LAN khac trén mot
khoang cach xa. Trong tinh huéng d6, & mdi dau cua két ndi khong diy can
mot access point. Kiéu két ndi ndy goi 1a AP-to-AP hoic két nbi line-of-sight,
thuong duoc ding dé két nbi gitra cac toa nha.

Cisco ciing d phat trién mot loai AP c6 thé lam cau ndi cho céc loai luu luong
trong mang khong day tir AP nay sang AP kia, theo ki¢u mot chudi cac cau nbi.



Kiéu két ndi nay cho phép mot ving khong gian 16n c6 thé dugc bao phu boi
mang khong day. Cac AP luc nay s¢ hinh thanh nén so d6 mess, rat giong voi
mo hinh ESS, trong d6 cic AP két ndi lién hoan véi nhau thong qua cac két ndi
khong day khac.

AP hoat dong nhu mat diém truy cap trung tam, kiém soét cac truy cap tu cac
may tram. Bat ky may tram nao khi c6 gang ding WLAN thi trude hét phai
thiét 1ap mot két ndi véi mot AP. AP c6 thé cho phép két ndi theo dang mé sao
cho bat ky may tram nao ciing co thé két hop, hodc co thé kiém soat chit ché
hon bang cach yéu cau xac thuc, hodc ¢6 thé ding cac tiéu chuan khéc trudc
khi cho phép két hop.

Hoat dong ctia WLAN thi lién quan chit ché dén qué trinh phan hoi tir diu bén
kia cua két nbi khong day. Vi du, cac may tram phai bét tay véi AP trude khi
n6 c6 thé két ndi va st dung mang khong day. O mirc d6 co ban nhat, yéu cau
nay dam bao mot két n6i hai chiéu boi vi ca may tram va AP déu c6 kha nang
truyén va nhan frame thanh cong. Tién trinh nay s& loai bo kha ning truyén
thong mot chiéu, khi may tram chi c6 thé nghe AP nhung AP thi khong thé
nghe may tram.

Ngoai ra, AP c¢6 thé kiém soat nhiéu khia canh ctia pham vi mang khong day
ctia nd bang cach yéu cau mot sé diéu kién phai dugc dap ung trude khi may
tram c6 thé két ndi vao. Vi du, AP c6 thé yéu cau may client hd tro mot tbe do
truyén dir liéu cu thé, dap g cac bién phap bao mat va cac yéu cau xac thuc
trong qua trinh két hop.

Ban c6 thé nghi mot AP 1a mot thiét bi bat cau, trong d6 frame tir cac phuong
tién, ha ting khac nhau s& duoc chuyén d6i va chuyén di ¢ 16p 2. Noi mot cach
don gian, mgt AP s€ chiu trach nhi€ém &nh xa mot vlan vao mét SSID.

1z
3¢

Trunk Link
VLAN 10 VLANS 10, 20

SSID *“Marketing” SSID “Engineering”




Trong phan bén trai ctia so dd trén minh hoa cho tinh huéng ta muén mé rong
vlan 10 ra mot AP, dung mot céng cta switch & ché dd access. AP sau d6 s&
anh xa vlan 10 sang mang wireless dung SSID la “marketing”. Cac nguoi dung
két hop voi SSID “marketting” s& dugc cac may khac xem nhu dang két ndi
vao vlan 10.

Khai niém nay co thé dugc mo rong dé nhiéu vlan duoc anh xa vao nhiéu
SSID. Pé 1am duoc diéu nay, AP phai két ndi dén switch thong qua két ndi
trunk trong d6 mang nhiéu vlan. Trong phan bén phai ctia hinh trén, vlan 10 va
vlan 20 déu duoc trunk dén AP. AP dung 802.1q dé rang budc vlan v6i SSID.
Vi dy, vlan 10 duoc anh xa dén SSID “marketing” trong khi vlan 20 thi 4nh xa
dén SSID “Engineering”.

Két qua 1a, khi mot AP dung nhiél} SSID, no6 s€ mang nhiéu vlan thong qua
song vo tuyén dén nguoi dung cudi. Nguoi dung cudi phai chon SSID phu hop
da dugc anh xa vao vlan tuong Uing.

Bai 32:
Wireless LAN cells

Mot AP c6 thé cung cap két ndi WLAN dén cac client chi trong tam vuc phat
song cta nd. Pham vi tin hiéu c¢6 thé duoc dinh nghia mot cach tuong dbi boi
loai an ten dang duoc dung cho AP. Trong moéi truong khong khi, pham vi nay
c6 thé 1a mot hinh cau bao boc xung quanh mot dn ten vo hudng. it nhat, pham
vi phu song s€ xuét hién nhu mot vong tron trén mit bang ciia san. Ban ciing
can nhé rang, pham vi phu song 13 ba chiéu, nghia 1a cing anh hudng dén cac
san bén trén va bén dudi, trong truong hop ban trién khai trong mét toa nha
nhiéu tang.

Vi tri dat AP phal dugc hoach dinh ky ludng sao cho pham vi phu song dat
duoc muc can thiét. Mic du ban thiét ké vi tri diat AP theo mot so do nao do,
hoat dong that sy cua wireless lan s€ ludn hoat dong trong tinh trang thay doi.
Piéu do 1a do mic du vi tri ciia AP 1a ¢b dinh, cac may tram khong day co thé
thay d6i vi tri thuong xuyén.

Van dé di chuyén cua cdc may tram c6 thé 1am cho pham vi pha song ctia AP
tré nén khé khan hon dy kién. Cac may tram c6 thé di chuyén vong quanh va
phia sau nhirng vat can trong mét phong, phia sau tudng, ctra...trong mot toa
nha. Giai phap tot nhat dé thiét ké vi tri dat AP va pham vi phu song 13 thuc
hién mot site survey - khao sat mang. Trong tién trinh site survey, mot AP ding
dé kiém tra s& duoc dat & vi tri mong muén hodc du kién, trong khi mot may
tram khong ddy s& di chuyén xung quanh dé do chit luong va d6 manh cua tin
hiéu. Y tudng 1a thir nghiém AP bang chinh méi truong that, véi nhiing vt can
that. Nhitng vét can that nay c6 thé gay anh hudng 1én hoat dong ctia may
client.



Pham vi pht song ciia mdt AP duoc goi 1a mét cell. Céc client trong mot cell
co the két hop vdo1 AP va sau do truy cap mang wlan. Khai niém trén dugc mo
ta trong hinh dudi day. Mot may ra khdi cell bdi vi n6 ra ngoai tam tin hi¢u cua
AP.

Cell

Access Point

= =

L/

Client Qutside Cell Range

Gia sit mot AP loai dung trong nha c6 ban kinh phu séng 1a 100 feet, bao phu
vai phong hay mot phan cta hanh lang. May client c6 thé di chuyén thoai mai
bén trong pham vi (cell) d6 va truy cdp mang khong déy tir bat ky vi tri ndo.
Tuy nhién, chi c6 mét vang phu song thi hoi bi han ché boi i cac may tram co
thé hoat dong trong nhiing phong lan can hodc trén nhing tang lau khac. Cac
may nay di nhién khong muén mat két ndi khi dang & nhitng vi tri khac nhau.

Dé mo rong toan bd ving phu song cia WLAN, cac cell khac co thé che phu
cac phong lan can béng cach dat thém cac AP trong toan bd khu vuc toa nha. Y
tuong 14 ta s& dit AP sao cho cac cell ¢6 thé bao phii moi ving ma mot may
client c6 thé dit ¢ vi tri 6. That ra, cac cell nén c6 nhitng ving chdng lap 1én
nhau theo mot ti 1€ phén tram nhd, nhu trong hinh v€ dudi day:



Khi cac cell la chdng 1ap 1én nhau, cac AP lang giéng khong thé dung cung tin
sO.

Néu hai AP lang gleng sir dung cing mot tan sd, ty nd s€ gy nhiéu 1an nhau.
Thay vao d6, cac tan sé dugc dung trén cac AP lang giéng phai khong tring lap
hodc phai 1€ch nhau cho toan khu vyec.

Khi mdt may tram di két ndi dén mot AP, nd c6 thé tu do di chuyén xung
quanh. Khi mot may tram di chuyén tir mot cell caa AP sang mét cell khac, két
nbi ciing s& duoc chuyén tir AP sang AP khac. Viéc di chuyén tir mot AP sang
mot AP khac duoc goi 1a chuyén ving (roaming).

Su chuyén dong nay duoc mo ta trong hinh v& bén duéi. Khi may tram di
chuyén doc theo con dudng, nd di qua vung phu song cta vai AP. Khi mot may
tram di chuyén tor mot AP sang mot AP khéc, nd phai thiét lap lai két ndi voi
AP moéi. Ngoai ra, cac dir li€u ma mot may tram dang gui trude khi & trong
trang thai roaming ciing s& dugc tam trung chuyén tir AP cii sang AP méi.
Theo cach nay, bat ky may tram khong day nao khi thuc hién két ndi thi chi
thong qua mot AP ¢ mot thoi diém. Diéu nay ciing giam thiéu kha ning mat dix
liéu dang giri hodc dang nhan khi qua trinh roaming dién ra.

Khi ban thiét ké mot mang khong day, ban ¢ thé ¢6 géng bao phu mot ving
16n nhét co thé cho mot AP. Ban c6 thé cau hinh AP ¢ cong suat phat t6i da cua
n6. Néu lam nhu vy, c6 thé ban s€ giam s6 luong AP can thiét dé bao phii mot
vung. Va vi vay, s€ giam chi phi tong thé. Tuy nhién, ban ciing nén xem xét
mot s6 yéu to bat loi khac néu 1am nhu trén.

Khi mdt AP dugc cdu hinh dé bao phu mdt vung rong 16n, nd cling tiém tang
mot kha ning 1 ¢6 qua nhiéu may két ndi vao. Tuy nhién, ban can nho rang
mot cell thi chi 1a mot méi truong dung chung ma tat ca cac may déu phai chia
sé theo che do ban song cong (half duplex). Khi so lwong may tram két ndi vao
tang 1én, tong s6 biang thong va thoi gian cho méi may s& giam xudng.



Thay vao do, hdy xem xeét viéc giam kich thude cua cell (bang cach giam cong
suat phat) sao cho chi c¢6 nhimg may tram trong khoang cach du gan c6 thé két
n6i va ding bang thong. Luc nay, AP ciing c6 thé giip kiém soat s6 lwong may
tram dang két ndi & mot thoi diém bat ky nao d6. Diéu nay tré nén ‘quan trong
cho cac tmg dung do1 hoi bang thong cao hay thoi gian dap tmg thip nhu voice,
video hay cac phan mém y té.

Khi kich thudc cua cell 1a giam nho, né dugc goi la microcells. Khai ni€ém nay
c6 thé duoc mo rong trong nhitng moi trudng can kiém soat cao nhu cac san
chimg khoan. Trong nhiing truong hop nay, cong suat phat ciia AP va kich
thudc cell duoc gidm thiéu, lac nay cac cell duogc goi 1a picocell.

Bai 33:
Mot s6 phwong thire dé cAp nhit bang dinh tuyén

St dung mét giao thirc dinh tuyén 1a cach dé dang nhat dé tao va duy tri mot
bang dinh tuyen Tuy nhién day khong phai 1a cach duy nhit hodc cach hiéu
qua nhit dé thong bao cho router biét vé nhimg mang hién c6 trong mot AS.
Néu mdt router co rat it tai nguyén, mot cach hi¢u qua la dinh nghia mét duong
di mic dinh dén mot router c6 du thong tin vé cac mang khac. Do d6 ngoai
cach dung cac giao thirc dinh tuyén, con c6 nhiing cach khac dé cap nhat.

Dung dinh tuyén tinh (Static Routes)

Cau hinh bang dinh tuyén tinh c6 nghia 1 thém vao cac tuyén duong tinh vao
trong bang dinh tuyén. Thuan lgi ctia cach dung dinh tuyén tinh 1a giup tiét
kiém tai nguyén mang. Nhuoc diém ciia cach dung nay la nguoi quan tri phai
chiu trach nhiém cép nhat cho tirng dong dinh tuyen tai moi router néu c6 mot
thay doi trong mang. Theo dinh nghia, cac tuyén duong tinh khong thé tu diéu
chinh dong moi khi co thay d01 xay ra. Do d6 cac mang s& khong hoi tu cho
dén khi nao cac router dugce céu hinh. C6 mot vai tinh hubng can phai ding
dinh tuyén tinh:

- Cac duong truyén co bang thong thap.

- Ngu’orl quan tri mang can kiém soét cac két ndi.

- Két n6i dung dinh tuyén tinh 1 du phong cho duong két ndi ding cac giao
thirc dong.

- Chi c6 mét duong duy nhat di ra mang bén ngoai. Tinh hubng nay goi la
mang stub.

- Router ¢ rat it tai nguyén va khong thé chay mot giao thire dinh tuyén dong.
- Ngudi quan tri mang can kiém soat bang dinh tuyén va cho phép cac giao
thirc dinh tuyén classful va classless.



Dung dinh tuyén tinh véi gia tri AD thay ddi (floating static route)

Co ché dung dinh tuyén tinh v6i gia tri AD thay d6i 1a mot co ché khac dé dua
thong tin vao bang dinh tuyén. Giai phap nay khic phuc mét sé giéi han trong
thiét ké mang. Mot floating static route cho phép mot duong di dy phong nam
chd cho dén khi nao tuyén dudng chinh bi chét. Sau d6 dudng du phong sé
duoc kich hoat. Khi dudng chinh duoc sira chita, dudng backup s& lui vé ché
d6 du phong. Mot vi du 1a mot duong quay s6 s& lam duong dy phong cho
duong frame-relay .

Pinh tuyén theo yéu ciu (On Demand Routing)

Tt ca cac van dé dinh tuyén déu quan tam dén van d¢ phi tén quan 1y. Trong
truong hop cac routing update, dung dinh tuyén tinh thi ¢6 chi phi quan trj cao,
con dung dinh tuyén dong thi tiéu ton tai nguyén. Thong thudng, viée chon lya
khi ndo thi ding dinh tuyén tinh, khi nao dung dinh tuyén dong 1a mot quyét
dinh d& dang. Pinh tuyén tinh thudng duoc ding dé chia s& thong tin dinh
tuyén giita classful va classless hodc dé dinh nghia mot tuyén duong méc dinh.
Tuy nhién trong mdt vai dang mang c6 so d6 phan bd 16n, dinh tuyen tinh hay
dong déu khong phu hop. Trong mot h¢ thong mang nhu vay, cac ket nbi
thuong c6 bang thong thap va rét it thong tin can gui trén cac két n6i nay.
Trong tinh hudng nay, c6 vé nhu dinh tuyén tinh va tuyen duong méc dinh
default-route 13 cac giai phap phu hop. Tuy nhién néu c6 rat nhiéu mang ¢ xa
trong mo hinh hub-and-spoke, giai phap ndy co thé tré nén khong thé quan 1y
dugc. Trong giai phap diung ODR, tat ca cac spoke router cé thé ¢6 cau hinh
gidng nhau, mic du cc dia chi IP phai 1a duy nhit cho timg router.

ODR ding CDP d¢ giri cac dia chi mang ciia cac mang két ndi truc tiép tir
spokes hoic tir stub vé hub router. Hub router sé& giri cac dia chi IP cua cac két
ndi chung nhu 1a mdt tuyén mac dinh vé stub router. ODR ¢6 thuan loi 1a chi
gui cac thong tin t6i thiéu, chang han nhu phan prefix va phan mask, mdc dinh
1a mdi 60 giy. 'Thong tin nay s€ duoc cap nhét vao bang dinh tuyén cta hub
router va c6 thé dugce redistribute vao cac giao thirc dinh tuyén. Boi vi gia tri
netmask dugc guri trong cap nhat, VLSM co thé duoc dung.
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Trong hinh v& trén, routerA c6 day du thong tin vé tit ca cac mang két ndi dén
tung spoke. Céc thiét bi con lai trong AS chua dugc dit trong bang dinh tuyén
ctia router A nham don gian hoa céu hinh. tat ca cac spoke router, tuong trung
0 day la routerB, s& gtri mot tuyén mic dinh dén phﬁn con lai cua hé théng
mang. Route mac dinh 0.0.0.0 vo1 gia tri next hop 1a dia chi IP cua céng két ndi
vé A. Router B s& c6 hai mang két ndi truc tiép to1 nd. Mot mang la tuyén mac
dinh 0.0.0.0 va gia tri next-hop la dia chi ctia routerA.

Khi chu hinh ODR, ta cin phai nhé cc diém quan trong sau:

- Khéng c¢6 giao thirc dinh tuyén nao ciu hinh trén stub router. IP routing dugc
bat 1én ON & ché d6 mac dinh. Cho phép str dung duong di mac dinh.

- Bat ky mot dia chi phu (secondary) nao dugc ciu hinh trén stub router s&
khong dugc truyén boi CDP vé hub router.

- ODR phai duoc cu hinh trén hub router.

- Miic du CDP 1a cho phép & ché do mic dinh trén tat cac cac cong, mot vai
cong giao tiép WAN chang han nhu ATM doi hoi phai cau hinh CDP bang 1énh
cdp enable.

- CDP dung co ché multicast. Véi nhitng cong nghé WAN yéu cau phét biéu
mapping (vi du nhu trong frame-relay), hiy dung tir khoa broadcast dé dam bao
rang cac CDP 1a dugc truyén.

- C6 thé hiéu chinh CDP timers dé giri cac cap nhat thuong xuyén hon chu ky
mac dinh 60s.



Bai 34: )
Mot so thudc tinh cua IPv6

Tém tit dia chi (Address Aggregation)

Qua trinh tém tit cac route, bat cur khi nao c6 thé, 1a quan trong trong Internet.
Bang dinh tuyén thi d& quan 1y hon voi cach hién thye CIDR. Mac du tat ca cac
so do dia chi trong IPv6 cho phép cap phat hau nhu v6 tan cac dia chi, kién trac
ctia IPv6 van cho phép trién khai theo dang c¢6 cdu tric sao cho nd khong bi
qua tai. Nhu trong IPv4, cac bit bén trai cua dia chi dugc dung dé tom tit cac
dia chi mang xuét hién & phia phai cuia cAu trtc dia chi. Nhu vay, dia chi [Pv4
140.108.128.0/17 c6 thé bao gdm céc subnets 140.108.225.0/24. Piéu nay cd
nghia 1a bang dinh tuyén c6 thé route dén tit ca cac subnets nhung thay vi co
128 dia chi subnet nam trong bang dinh tuyén, chi con 1 dong duy nhét tugng
trung cho tat ca cac route. Dé chi ra mot subnet nhé hon, cic qui luat thong
thudng trong dinh tuyén van dugc tuan theo va géi tin duoc goi téi cho router
quang ba network 140.108.128.0/17. Router nay trong bang dinh tuyén ctia nd
c6 nhiéu thong tin chi tiét hon, s& chuyén goéi cho dén khi n6 dén dugc network
dich.

Trong IPv6, kién trtc dia chi cho phép diéu chinh tdt hon dang dia chi dugc
dung trong Internet. Pia chi thi rat dai va mdi phﬁn phuc vu mot chirc nang
khac nhau. 48-bit dau tién ctia dia chi dugc dung bdi IANA cho qué trinh dinh
tuyén dong trong Interner dé tao ra cac dia chi kha két toan cuc. Ba bit dau tién
duoc gan gia tri 001 dé chi ra mot dia chi toan cuc.

Tu dong ciu hinh (Autoconfiguration)

Cac dia chi cuc b hay cac router két ndi tryc tiép guri prefix ra cac két ndi cuc
bd va ra tuyen duong méc dinh. Cac thong tin nay dugc guri dén tat ca cac node
trén hé thong mang, cho phép cac host con lai ty dong cau hinh dia chi [Pv6.
Router cuc bo s€ cung cép 48-bit dia chi toan cuc va SLA hodc cac thong tin
subnet dén cac thiét bi dau cudi. Cac thiét bj dau cudi chi can don gian thém
vao dia chi 16p 2 cua no. Pia chi L2 nay, cung voi 16-bit dia chi subnet tao
thanh mot dja chi 128-bit. Kha ning gan mot thiét bi vao ma khong can bt ctr
mot cAu hinh nao hodc ding DHCP sé& cho phép cac thiét bj méi thém vao
Interner, chéng han nhu dung cellphone, dung cac thiét bj wireless va. Mang
Internet tr¢ thanh plug-and-play.

Tai ciu hinh dia chi (Renumbering)

Kha nang két ndi dén céc thiét bi & xa mot cach tu dong cho phép don gian hoa
nhiéu tac vy trudce day la cac con ac mong cho cac nha quan tri. Tinh nang tu
dong cau hinh cua IPv6 cho phep céc router cung cép tat ca cac thong tin cin
thiét den tat ca cac host trén mang cua no. Diéu ndy c6 nghia 1a cac thiét bi co
thé cau hinh lai dia chi cua no dé dang hon. Trong IPv6, cac thay d6i nay 1a
trong sudt ddi voi ngudi dung cudi.



Header don gian va hi¢u qua

Phén header ctia IPv6 di duoc don gian hoa dé ting toc d6 xir 1y va tang hiéu
qué cho router. Cac cai tién bao gom:

Co it vung hon trong header.

Céc ving bao gom 64bits.

Khong con phan kiém tra 15i checksum.

Do c6 it viing hon, qué trinh xtr 1y ciing ngan hon. B nhé dung hiéu qua hon
v6i cac field 64 bits. Diéu nay cho phép qua trinh tim kiém trd nén rat nhanh
bdi vi cac bo xir Iy ngay nay ciing 13 cac bo xir 1y 64 bit. Tro ngai duy nhat 1a
vi€c sur dung dia chi 128-bit, 16n hon kich thudc mot word hién hanh. Viée loai
b6 phan check sum ciing giam thiéu thoi gian xir 1y nhiéu hon nita.
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Mo Change in IPvé
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Bdo mat (Security)

Véi cac két ndi truc tiép thong qua cac khong gian dia chi rong 16n, van dé bao
mét 14 mot chon lya nhiéu thuc té cho IPv6. Boi vi nhu cau dung firewall va
céc qua trinh NAT gitta cac thiét bi dau cudi 1a giam, cac giai phap vé bao mat
6 thé duoc thue hién béng cach ma hoa gitra cac hé théng. Maic du IPSec da
san co trong IPv4, n6 da try thanh mot thanh phén trong IPv6. Viéc st dung cac
thanh phan mé rong cho phép mdt giao thirc cung cip giai phap end-to-end.



Tinh co dong

Dia chi IPv6 dugc thiét ké véi tinh co dong dugc tich hop vao trong Mobile IP.
Mobile IP cho phép cac hé thong dau cudi thay d6i vi tri ma khong mat céac két
nbi. Pic diém nay rat can thiét cho nhiing san pham wireless chiang han nhu IP
phone va cac hé thong GPS trong xe hoi. Dinh dang phan header cho phép cac
thiét bi dau cudi thay dol dia chi IP bang cach dung mot dia chi gbc nhu 1a
ngudn cua goi tin. Pia chi gdc nay 13 on dinh, cho phép céac dia chi duy tri tinh
co dong.

Bai 35:
Bao mat 16p 2

Tai liéu Cisco SAFE Blueprint (co ¢ dia chi http://www.cisco.com/go/safe) dé
nghi mot sd giai phap sau cho bao mat switch. Trong phan 16n cac truong hop,
viéc khuyén cao phu thudc vao mét trong ba dic diém sau trén cac cong cua
switch.

Cac port khong duoc dung cua switch: La cac port khong ket nbi dén bat ky
thiét bj nao. Vi du nhu cac switchport c6 thé duoc gin cap san vao cac 6 mang
trén tuong.

Cac port cua ngudi dung: La cdc port gan vao cac thiét bi dau cudi ciia end-user
hoidc bat cir port nao c6 gin cap dan dén mot vai khu vue khong duge bao vé.

Céc port tin cdy hay cac port trunks: La cac port két ndi dén nhitng thiét bi tin
cdy, chang han nhu cac switch khac hoac cac switch dat trong cac khu vuc cé
bao mat vat 1y tot.

Danh sach duéi day tom tit cac khuyen cdo ap dung cho cac cong dang dung
va chua duge dung cua switch. Cac diém chung cta nhitng kiéu port nay 1a mot
ngudi dung ¢ thé truy cap duoc dén switch sau khi ho di di vao bén trong toa
nha ma khong can di vao wiring closet hay data center.

* Tit cac giao thirc can thiét nhu CDP hay DTP.

* Tt cac giao thirc trunking bang cach cau hinh céc port nay nhu 13 access
port.

* Bat tinh ning BPDU Guard va root Guard dé ngin ngira cac kiéu tin cong
STP va gitt mot so dd mang STP on dinh.

* Dung céc tinh nang nhu Dynamic ARP Inspection (DAI) hodc private VLAN
dé ngan ngira frame sniffing.

* Bat tinh nang port security dé gi¢I han sb dia chi MAC cho phép va dé cho
phép nhimg MAC cu thé nao do.

* Dung xac thyc 802.1X.

* Dung DHCP snooping va IP source Guard dé ngian ngira DHCP DOS va kiéu
tan cong man-in-the-midle.



Bén canh cac khuyén cao trén, Cisco SAFE Blueprint con c6 thém cac khuyén
céo sau:

* POI voi bét cir port nao (bao gdm ca trusted port), hay xem xet kha nang trién
khai private vlan dé bao vé mang khol bi sniffing, bao gdm cé viée ngan ngura
céc routers hay cac L3 switch khong dinh tuyén cac goi tin giita cac thiét bi
trong private LAN.

* Céu hinh xéac thuc VTP & ché do toan cuc cho ting switch dé ngin ngira kiéu
tan cong DOS.

* Tat bat clr cong nao khong dung cta switch va dat cac cong nay vao trong cac
vlan khong dung.

* Tranh str dung VLAN 1. Béi v6i cac két ndi trunk, khong dung native vlan.
Bio mit cho switch trén cac cong dang dung va chwa dung

Vi du dudiday mo ta mot ciu hinh trén switch Cat 3560, v6i cach ciu hinh tirng
dic diém duogc néu ra. Trong vi du ndy, cong F0/1 1a cong khong duge dung.
CDP d3 duoc tit trén cic cong nhung CDP van con chay & ché d6 toan cuc vi
gia thuyét 1a mot vai cong van con can dung CDP. DTP di duoc tat va STP
RootGuard va BPDU Guard duoc bat.

Lénh cdp run cho phép CDP van chay & ché d6 toan cuc nhung CDP d bi tat
trén cong FO/1 1a cong khong duge str dung.

cdp run
int fa0/0
no cdp enable

Lénh switchport mode access ngan ngura port khong tr¢ thanh trunking va Iénh
switchport nonegotiate ngan ngura bat ky thong di¢p nao ciia DTP dugc gui hay
nhan.

switchport mode access
switchport nonegotiate

Hai 1énh cubi ciing bat tinh niang Root Guard va BPDU Guard trén timg cong.
BPDU ciing c6 thé dugc bat trén tat ca cac cong bang tinh nang PortFast. Tinh
ning nay duoc ciu hinh bang 1énh & ché d6 toan cuc spanning-tree portfast
bpduguard enable.

spanning-tree guard root
spanning-tree bpduguard enable



Port Security

Tinh ning switchport port security giam sat mot cong ciia switch dé giél han s6
dia chi MAC két hop véi port d6 trong bang switching L2. Tinh ning nay ciing
ap dat giéi han sb dia chi MAC bang cach chi cho vai dia chi MAC c6 thé dung
trén cong do.

Pé hién thyc tinh ning port security, switch s& thém vao vai budc trong tién
trinh xtr 1y binh thudng cta cac frame di vao. Thay vi tu dong thém vao bang
MAC dia chi MAC ngudn va sd cong, switch xem xét ciu hinh port security va
s& quyét dinh n6 ¢ cho phép dia chi d6 khong. Bang cach ngin ngira cac dia
chi MAC khoi viée thém vao switch, port security co thé ngin ngira khong day
frame vé cac dja chi MAC d6 trén mot cong.

Tinh nang port security hd trg nhimng dic diém chu chdt sau:
Gi61 han s6 dia chi MAC c6 thé két hgp vo1 mot cong cua switch.
Gi01 han dia chi MAC that két hop vdi cong, dua trén ba phuong thirc sau:

Céu hinh tinh dia chi MAC.

Hoc dong dia chi MAC, s6 dia chi MAC c6 thé 1én dén gia tri dinh nghia tdi da,
trong d6 cac hang trong bang dinh tuyén s& bi mét khi reload.

Hoc dong céc dia chi MAC nhung cac dia chi nay sé dugc luu trong cAu hinh
(con dugc goi la sticky).

Chtrc ning port security bao vé vai kiéu tin cong. Khi mot bang CAM dién
thong tin méi vao, cac thong tin cii s€ bi x6a ra. Khi mét switch nhan duge mot
frame di vé dia chi MAC dich khong con trong bang CAM, switch s€ phat tan
frame d0 ra tit ca cac cong. Mot ké tin cong co thé 1am cho cac switch dién lai
thong tin trong bang CAM bang cach giri ra rat nhiéu frame, mdi frame c6 mot
dia chi MAC ngu6n khac nhau, lam cho switch x6a cac thanh phan trong bang
CAM cho hau hét cac host hop 1&. Két qua 13, switch s& phat tan cac frame hop
1¢ bai vi dia chi MAC dich khong con trong bang CAM, 1am cho may tan cong
thy tat ca cac frame.

Bai 36:
M¢t so tinh ning nang cao cia NAT
Céu hinh pool uyén chuyén hon:

C phap céu hinh day dia chi d3 duoc md rong dé cho phép mot diy khong lién
tuc cac dia chi. Ct phap sau day la cho phép:

ip nat pool <name> { netmask <mask> | prefix-length <length> ! [ type {
rotary }]



Lénh nay s€ dwa nguoi dung vao IP NAT pool, trong d6 mot day dia chi co thé
duoc cau hinh. Chi c6 mét Iénh dugc cau hinh trong ché do nay:

address <start> <end>

Example:

Router(config)#ip nat pool fred prefix-length 24
Router(config-ipnat-pool)#address 171.69.233.225 171.69.233.226
Router(config-ipnat-pool)#address 171.69.233.228 171.69.233.238

Cé4u hinh tao ra mét day chua cac dia chi 171.69.233.225-226 va day dia chi
171.69.233.228-238 (dia chi 171.69.233.227 da bi loai bo).

Dich sang dia chi ciia cong:

De gitip cac ngudi dung mudn dich tat ca cac dia chi bén trong gan den mat
cong trén router, NAT cho phép ta dat tén cho cong ctia router khi cau hinh nat
dong.

ip nat inside source list <number> interface <interface> overload

Néu khong co dia chi nao trén cong, hay néu cong 1a khong up, NAT s& khong
xay ra.

Vi du:

ip nat inside source list 1 interface Serial0 overload

Chu hinh NAT tinh véi cic cf)ng:

Khi chuyén dich dia chi dén dia chi cua mot céng, cac két ndi dén router xuat
phat tir bén ngoai (chang han nhu email) s& can cac cau hinh thém dé co6 thé
chuyén cac két ndi vao cac may bén trong. Lénh nay cho phép nguoi dung anh
xa vai dich vu dén vai may bén trong.

ip nat inside source static { tcp | udp } <localaddr> <localport>
<globaladdr> <globalport>

Vi du:

ip nat inside source static tcp 192.168.10.1 25 171.69.232.209 25

Trong vi du ndy, cac két ndi SMTP tir bén ngoai dén cong 25 s& dugc gui vao
may bén trong ¢ dia chi 192.168.10.1.

H{ tro cho route maps:

Céc lénh thyc hién NAT dong c6 thé chi ra mot route map dé xir ly thay vi la
mot access-list. Mot route map cho phep nguoi dung lwa ra mot két hop cua
access-list, next-hop va dia chi cong ra (output interface) dé xac dinh day dia
chi nao s€ dugc dung.




ip nat inside source route-map <name> pool <name>

Example:

ip nat pool providerl-space 171.69.232.1 171.69.232.254 prefix-length 24
ip nat pool provider2-space 131.108.43.1 131.108.43.254 prefix-length 24
ip nat inside source route-map providerI-map pool providerI-space

ip nat inside source route-map provider2-map pool provider2-space
/

interface Serial0/0
ip nat outside

/

interface Serial0/1

ip nat outside
/

interface Fddil/0

ip nat inside

/

route-map providerI-map permit 10
match ip address 1

match interface Serial0/0

/

route-map provider2-map permit 10
match ip address 1

match interface Serial0/1

T khoa “extendable”:

Tir khéa extandable cho phép nguoi ding cau hinh vai luat chuyén doi khong
r0 rang, vi du nhu céac luat c6 cung dia chi local va global.

ip nat inside source static <localaddr> <globaladdr> extendable

Mot vai khach hang mubn dung nhiéu hon mot nha cung cép dich vu va s€ dich
vao timg khong gian dia chi ctia nha cung cap dich vu. Ta c¢6 thé dung route
map dé viéc chon lya duya trén dia chi toan cyc hay trén nhiing céng ra hodc
dua vao access list. Duéi day la mot vi du:

ip nat pool provider1-space ...

ip nat pool provider2-space ...

ip nat inside source route-map provider1-map pool provider-space
ip nat inside source route-map provider2-map pool provider2-space
/

route-map providerI-map permit 10

match ip address 1

match interface Serial0/0
/



route-map provider2-map permit 10
match ip address 1
match interface Serial0/1

Ta cling muén dinh nghia céc dnh xa tinh cho mot host dac biét trén tung
khong gian dia chi cua nguoi dung. He diéu hanh Cisco IOS khéng cho phép
hai c4u 1énh c4u hinh tinh c6 cung dia chi cuc b vi no s€ gay ra sy nhap nhang
tur phia bén trong. Router s& chap nhan cac cau 1énh tinh nay va giai quyét viéc
nhap nhang bang cach tao ra cac cau 1énh anh xa day du va néu viéc anh xa
duoc danh ddu nhu 1a “extendable”. Ddi véi mot dong tir bén ngoai vao, cac
luat route map dong sé dugc dung dén tao ra viée chuyén doi.

Tao ra cac tén cho cac day dia chi:

Nhiéu khach hang mubn cau hinh NAT dé dich cac dia chi cuc bd sang dia chi
toan cyc dugc cap phat tir nhiing dia chi khong dung trong mot day dia chi
mang. Diéu nay yéu cau router tra 101 nhiing ARP request cho nhiing dia chi
nay dé cac géi tin di vé dia chi toan ccuc duge chap nhan boi router va duoc
thuc hién NAT. Tién trinh dinh tuyen routing trong router s€ quan ly goi tin
nay khi dia chi toan cuc duoc cap phat tir mot dia chi 4o, khong két ndi vao
dau. Khi mét day dia chi NAT dung mot dia chi inside global hodc outside
local bao gém cac dia chi trén mot subnet, ph?m mém sé& tao ra mot tén gid cho
dia chi ma router sé tra 161 ARP.

Qua trinh dit tén tw dong nay ciing dién ra cho céc dia chi inside global hay
outside global trong cac hang cau hinh tinh. Co ché nay c¢6 the tat bang cach
dung 1énh no-alias:

ip nat inside source static <local-ip-address> <global-ip-address> no-alias
Host Number Preservation: Luu giir dia chi host.

bé dé& cho viée quan tri, mot vai site chi muén d6i phé‘ln dia chi mang, khong
doi phén dia chi. Nghia la ho mubn phﬁn dia chi da chuyén ddi phai c6 cung dia
chi phan host giéng nhu ban dau. Di nhién 14 hai dia chi mang phai ¢6 cing
prefix length. Pac diém nay c6 thé dugc bat bang cach cdu hinh nat dong nhur
thuong 1& nhung cau hinh phan diy dia chi thém vao tir khoa match-host.

ip nat pool fred <start> <end> prefix-length <len> type match-host

Cii tién thoi gian timeouts: i
Cac Iénh sau day da duogc ho trg dé mo rong thoi gian chuyén dich

ip nat translation ?
icmp-timeout Specify timeout for NAT ICMP flows
syn-timeout Specify timeout for NAT TCP flows after a SYN and no further data



Gi6i han so lwong NAT sessions:

Dung cac 1énh sau, Cisco IOS NAT c6 thé duoc cdu hinh dé gi61 han ) lugng
NAT tao ra. Mac dinh 1a khong giéi han.

ip nat translation max-entries <n>

Bai 37: ]
Cach xem thong tin bang dinh tuyén

Céu tric bang dinh tuyén va tién trinh tra biang dinh tuyén ciia router:

Mot khi da quyét dinh tre thanh nguoi quan tri mang ban phai thyc sy hiéu vé
céu tric cua bang dinh tuyen va qua trinh tim duong di dua vao bang dinh
tuyén (lookup process). Kién thirc ndy rat quan trong khi ngudi quan tri giai
quyét nhimg van dé lién quan toi bang dinh tuyén.

Pé hiéu dugc qua trinh router thuc hién tra bang dinh tuyén nhu thé nao, ta
phai hiéu dugc dinh dang ctia bang dinh tuyén, layer 1 route va layer 2 route.

Ta sir dung md hinh mang véi 2 router, R1 gdm 1 mang chinh 172.16.0.0 /16

dugc chia subnet 172.16.0.0 /24. R2 gdm 3 mang chinh (major network)
172.17.0.0/16, 172.16.0.0/16, 192.168.1.0/24.

172.16.1.0/24

[ — ,.l"-

1?2W13D£4 E Hai“-ﬂ, 2
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et il

192.168.1.0 /24

1?21?1 0424

Hinh 37.1: Mo hinh lab gdm 2 router.



Dé don gian ta chi xét thong tin bang dinh tuyén trén Router 2

FZ#sho ip rout

Codes: € - connected, 3 - static, I - IGEP, R - RIP, M - mokhile, B - BGP
D - EIGEP, EX - EIGREP external, O - QO3PF, IL - O3PF inter area
N1 - O3IPF N334 external type 1, NZ - OIPF N334 external tvpe 2
El - O3PF external tvpe 1, EZ - O3PF external type Z, E - EGP
i - I3-I%5, L1 - I3-I3 lewel-1, LZ - I3-I3 lewel-Z, ia - I3-I3 inter
* — pandidate defsult, U - per-user static route, o - ODR
F - periodic downloaded static route

Gateway of last resort is not set

C:j 172.16.0.0/24 iz subnetted, 2 subnets
i 172.16.1.0 iz directly connected, Serisl0 070

o @[120!11 visci72.16.1.1, 0O0:00:05, Seriall/n

172.17.0.0/16 i=s warisbly subnetted, Z subnets, Z masks

iz 172.17.1.0/24 i= directly connected, FastEthernet0/0
iz 172.17.128.0/17 i= directly connected, FastEthernet0/1
i 192.168.1.0/24 i= directly connected, Ethernetd/1/0

R2#

Hinh 37.2: Thong tin bang dinh tuyén cta Router 2

Khi show bang dinh tuyén co ban ta s& thiy duoc nhiing thong tin sau:

Cho biét tuyén duodng nay co duoc do nguoi quan tri chi ra (static route), router
hoc dugc nho cac giao thie dinh tuyén (dynamic route) hay 13 mang két ndi
truc tiép toi router (connected route).

Router c6 thé giri duoc dit lidu t6i mang nay

Dé t6i duge mang mong mudn Router phai giri géi tin ra interface nao hay giri
g01 tin td1 dia chi [P nao (IP next-hop)

Vidu: nhu trén hinh 2, router 2 muon giri goi tin t6i mang 172.16.12.0 thi sé
@uri ra cong (interface) serial0/0/0 hay giri téi cong ciia router ¢ dia chi IP
172.16.1.1. Thong tin nay dwoc hoc nho giao thirc dinh tuyén RIP

I/ Céu triic phén cip ciia bang dinh tuyén.

Béang dinh tuyen cua router co cau truc phan cap, viéc nay rat quan trong glup
router khong can phai tra hét tat ca tuyen duong trong bang dinh tuyén dé chon
duong di. Pon gian ta chi tim hiéu tuyén duong véi 2 cap lever 1 va 2.

Level 1 ultimate route: 13 nhing tuyén cd subnet mask béng hoac nho hon
classfull mask cua dia chi mang va bao gom thong tin vé next-hop IP address
hay interface ma router s& giri goi tin ra dé di dén mang mong mudn.

Nhu trong hinh 3, 192.168.1.0 /24 la tuyén dwong cdp 1 vi né cé subnet mask
la 24 bang voi classful mask cua dia chi mang I6p C /24 va interface trén
router deé di ra mang nay la serial Ethernet0/1/0.
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& 172.17.1268.0/17 iz directly connected, FastEthernetO/1

T 192.168.1.0/24 is directly connected, Ethernet0/1/0 i:::
RZ#

=
level 1 route

Hinh 37.3: level 1 route

Parent and child routes ( level 1 parent route and level 2 route)

Khi m6t mang c6 chia subnet dugc add vao bang dinh tuyén, tuyén dudng nay
duoc phan thanh 2 cap: parent route va child route hay con dwoc goi parent
route cdp 1(level 1 parent route) va route cdp 2.

Level 1 parent route: 14 dia chi classfull khong mang thong tin vé dia chi IP

next-hop hay exit interface. (xem tiép bén dudi)
Level 2 route: La tuyén duong chi ra mang con cua dia chi mang chinh
Nhu trong hinh 4

C
E

C

i1

C
Rz #

Gateway of last resort is not set

[17/2.16.0.0/24 15 subhetted, £ Subnets|
172.16.1.0 is directly connected, S3eriald/0s0

172.16.1Z2.0 [120/1] wia 172Z.16.1.1, 00:00:05, Seriald/0/0
i172.17.0.0/16 is wariably subnetted, 2 subnets, 2 masks|

172.17.1.0/24 iz directly connected, FastEthernetds0

172.17.128.0/17 iz directly connected, FastEthernet0d/1
192 .1668.1.0/24 i=s directly connected, Ethernetd/1/0

Hinh 4: parent and child routes

Mang 172.16.0.0 /24 va 172.17.0.0 /16 la parent routes, cac mang khac
172.16.1.0—172.16.12.0va 172.17.1.0 /24 — 172.17.128.0 /24 la child routes
vi chung la mang con cua dia chi mang chinh 172.16.0.0 va 172.17.0.0

Trong phan nay chung ta chia lam 2 trudng hop

[ITrudng hop 1: Tét ca cac subnet ctia cing mot mang chinh c6 subnet mask
bang nhau

Parent route 1a dia chi classful c6 subnet mask duogc chi ra dai dién cho cac
mang con cua no. Trén hinh 4, 172.16.0.0 /24 la parent route co subnet mask la
24 chi ra rang hai mang con ciia né 172.16.1.0 va 172.16.12.0 dé sir dung
subnet mask la 24.

[ Trudng hop 2: Cac subnet clia cung mdt mang c6 subnet mask vai chidu dai
khac nhau

Parent route cling 1a dia chi classful nhung subnet mask 1a classfull mask (
classful mask cta dia chi mang 16p A 1a /8, 16p B /16, 16p C/24). Mbi subnet
déu mang thong tin riéng vé subnet mask ciia minh. Trén hinh 4, 172.17.0.0 /16
dugc chia 1am 2 mang con c¢6 dia chi 172.17.1.0 /24 va 172.17.128/17 .Parent
route 172.17.0.0 /16 c6 classfull mask 1 /16 va mdi mang con déu c6 subnet
mask riéng cua minh.




II/ Qua trinh router thwe hién tra bang dinh tuyén:

Khi router nhan dugc mot goi IP né st dung dia chi IP dich cta géi tin nay két

hop véi bang dinh tuyén dé xac dinh duong di. Nhu vay qua trinh tra bang dinh
tuyén nhu thé nao? Lam thé nao router ¢ thé xac dinh dugc duong di tot nhat?
Subnet mask ctia mdi mang trong bang dinh tuyén c6 y nghia gi? . . .

Cic budc router thwe hign tra bang dinh tuyén:

Bude 1: Pau tién router s€ so sanh dia chi IP dich voi tat ca level I routes trong
bang dinh tuyén. Néu dia chi nay phu hop nhat véi level I ultimate route thi né
st dung dudng nay dé chuyén goi tin di. Néu dia chi nay phu hop nhét voi level
[ parent route thi router s€ thuc hién sang budc thir 2.

Budre 2: Router s& so sanh dia chi IP dich vai tit ca level 2 child routes. Néu c6
mot tuyén phu hop nhét thi né sé st dung tuyén nay dé chuyén géi tin di. Néu
khong phu hop thi router thuc hién tiép bude 3.

Budre 3: Router xét xem no thyc hién dinh tuyén classfull routing behavior hay
classless routing behavior

[INéu router thuc hién dinh tuyén classful routing behavior ( Router(config) #
no ip classless) : Goi tin nay s€ bi huy

"INéu router thuc hién dinh tuyén 1a classless routing behavior (
Router(config)# ip classless): Router s& quay lai tim tiép level 1 xem c6 default
route hay supernet ( dia chi mang c6 subnet mask nho hon classfull mask) dugc
chi ra hay khong, néu c6 thi router thuc hién tiép budc 4.

Budic 4: Néu router tim duoc default route hay supernet phit hop thi n6 sé sir
dung tuyén dudng nay dé chuyén géi di, néu khong tim thay bat ky su phi hop
nao thi goi s€ bi huy.

Dé hiéu ré ta xét vi du sau véi 2 router nhur hinh 2 két hop voi router 3, trén
router ¢6 mang 172.16.4.0 /24. Ta tdt cdu hinh dinh tuyén déng trén mang
192.168.2.0 (Router(config-rip)# no network 192.168.2.0) va cdu hinh stactic
route 172.0.0.0/8 toi router R3.

Mo hinh lab.
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Béang dinh tuyén trén router 2.
Gateway of last resort is not set

172.0.0.0/8 iz subnetted, 1 subnets

3 172.0.0.0 [1/0] wia 192.168.2.3
172.16.0.0/24 iz subnetted, Z subnets

[ 172.16.1.0 is directly connected, 3eriald/s0/0

E 172.16.12.0 [120/1] wia 17Z.16.1.1, 00:00:08, Seriald/0/0

172.17.0.0/16 i3 wariably subnetted, 2 subnets, Z masks

i 172.17.1.0/24 iz directly conhected, FastEthernet0/0

C 172.17.128.0/17 iz directly connected, FastEthernet0d/1
C 192.165.1.0/24 is directly connected, Ethernetds/ 170

Z 192.165.2.0/24 is directly connected, Serialds0f1

RZ#

hll

Dung trén Router 2 ta ping toi dia chi IP 172.16.4.1. Router thyc hién tra bang
dinh tuyén nhu sau:

Budc 1: Router so sanh dia chi [P 172.16.4.1 véi level 1 routes, nhitng level 1
uitimate route ( 192.168.1.0 /24 va 192.168.2.0 /24 ) khong phu hop chi c6 1
level parent route 172.0.0.0 /8 phu hop voi 8 bits dau va 1 level parent route
172.16.0.0 /24 phu hop véi 16 bits dau. Trong do, level 1 parent route
172.16.0.0 /24 1a phu hop nhét. Router thuc hién tiép budc 2

Budc 2: Vi level 1 parent route 172.16.0.0 /24 1a phu hop nhét do d6 router s&
tiép tuc so sanh dia chi IP 172.16.4.1 v&i céac level 2 child routes ( 172.16.1.0
va 172.16.2.0), 2 level child route nay khong phu hop véi dia chi 172.16.4.1
router thuc hiép tiép budc 3



Bude 3:

INéu router duge cau hinh IP classless ( mdc dinh 1OS tur 11.3 tro di, cac
router c6 chirc nang nay) router thuc hi¢n so sanh lai mot 14n niia dia chi
172.16.4.1 véi level 1 route va thay level 1 parent route 172.0.0.0 /8 phu hop
v6i 8 bits dau ctia dia chi do d6 router s& chuyén goi tin t6i IP next-hop
192.168.2.3

INéu router khong cau hinh IP classless ( command: R(config) # no ip
classless) thi goi tin ndy s& bi hity cho dii router ¢6 cau hinh default route t6i IP
next-hop 192.168.2.3

Chii y: Néu router dwoge cau hinh “no ip classless” defaul route chi dwoc
str dung khi khong c6 bat ki mot level 1 ultimate route va level 1 parent
route nao phu hgp.

Bai 38: _} ‘
TONG QUAN VE IP VERSION 6

I-  GIOI THIEU CHUNG
I1-
H¢ thong dia chi IPv4 hién nay khong c6 su thay doi vé co ban ké tir RFC 791
phat hanh 1981. Qua thoi gian st dung cho dén nay da phat sinh cac yéu to
nhu:
- Su phat trién manh mé cta hé théng Internet dan dén su can kiét vé dia
chilpv4 )
- Nhu cau vé phuong thirc cau hinh mét cach don gian
- Nhu cau v€ Security ¢ IP-Level 7
- Nhu cau ho trg vé thong tin van chuyén dir 1i€u thoi gian thyc (Real time
Delivery of Data) con goi 1a Quality of Service (QoS)

Dua trén cac nhuoc diém boc 16 ké trén, hé théng IPv6 hay con goi la IPng
(Next Generation : thé hé ke tiép) duoc xay dung voi cac dieém chinh nhu sau :

1- Pinh dang phan Header ctia cac goi tin theo dang méi

Céc goi tin sir dung Ipv6 (Ipv6 Packet) c6 ciu triic phan Header thay d6i nham
tang cuong tinh hi¢u qua sir dung thong qua viéc doi cac vung (field) thong tin
khong can thiét (non-essensial) va tiy chon (Optional) vao viing mé rong
(Extension Header Field)

2- Cung cép khong gian dia chi rong 16n hon

3- Cung cap giai phap dinh tuyén (Routing) va dinh vi dia chi (Addressing)
hié¢u qua hon



-Phuong thtic cau hinh Host don gian va ty dong ngay ca khi c¢6 hoac khong co

DHCP Server

(stateful / stateless Host Configuration)

4- Cung cip sin thanh phan Security (Built-in Security)

5- Hd tro giai phap Chuyén giao Uu tién (Prioritized Delivery) trong Routing

6- Cung cap Protocol méi trong viéc tuong tac gitra cac Piém két ndi (Nodes )

7- C6 kha ning mé rong dé dang thong qua viéc cho phép tao thém Header

ngay sau Ipv6 Packet Header

Chuing ta c6 thém tham khao 1 Bang so sang giita IPv6 Packet va IPv4 packet

Sau :

Bang so sanh Ipvé6 / Ipv4

IPv4

IPv6

Source and destination
addresses are 32 bits (4 bytes)
in length.

Source and destination addresses are 128 bits
(16 bytes) in length. For more information, see
“IPv6 Addressing.”

[Psec support is optional.

IPsec support is required. For more
information, see “IPv6 Header.”

No identification of packet
flow for QoS handling by
routers is present within the
IPv4 header.

Packet flow identification for QoS handling by
routers is included in the [Pv6 header using the
Flow Label field. For more information, see
“IPv6 Header.”

Fragmentation is done by
both routers and the sending
host.

Fragmentation is not done by routers, only by
the sending host. For more information, see
“IPv6 Header.”

Header includes a checksum.

Header does not include a checksum. For more
information, see “IPv6 Header.”

Header includes options.

All optional data is moved to IPv6 extension
headers. For more information, see “IPv6
Header.”

Address Resolution Protocol
(ARP) uses broadcast ARP
Request frames to resolve an
[Pv4 address to a link layer
address.

ARP Request frames are replaced with
multicast Neighbor Solicitation messages. For
more information, see “Neighbor Discovery.”

Internet Group Management
Protocol (IGMP) is used to
manage local subnet group
membership.

IGMP is replaced with Multicast Listener
Discovery (MLD) messages. For more
information, see “Multicast Listener
Discovery.”

ICMP Router Discovery is
used to determine the IPv4
address of the best default

ICMP Router Discovery is replaced with
ICMPv6 Router Solicitation and Router
Advertisement messages and is required. For




gateway and is optional.

more information, see “Neighbor Discovery.”

Broadcast addresses are used
to send traffic to all nodes on
a subnet.

There are no IPv6 broadcast addresses. Instead,
a link-local scope all-nodes multicast address
1s used. For more information, see “Multicast
IPv6 Addresses.”

Must be configured either

Does not require manual configuration or

manually or through DHCP. | DHCP. For more information, see “Address
Autoconfiguration.”
Uses host address (A) Uses host address (AAAA) resource records in

resource records in the
Domain Name System (DNS)
to map host names to [Pv4
addresses.

the Domain Name System (DNS) to map host
names to IPv6 addresses. For more
information, see “IPv6 and DNS.”

Uses pointer (PTR) resource
records in the IN-
ADDR.ARPA DNS domain
to map IPv4 addresses to host
names.

Uses pointer (PTR) resource records in the
IP6.ARPA DNS domain to map IPv6 addresses
to host names. For more information, see “IPv6
and DNS.”

Must support a 576-byte
packet size (possibly
fragmented).

Must support a 1280-byte packet size (without
fragmentation). For more information, see
“IPv6 MTU.”

II- PIA CHI IPv6

1- Khong gian dija chi IPv6

Dia chi IPv6 (IPv6 Adddress) véi 128 bits dia chi cung cap khéi lugng twong

duong sb thap phan 1a

2'% hoic 340,282,366,920,938,463,463,374,607,431,768,211,456 dia

chi

s0 v6i IPv4 véi 32 bits dia chi cugn cap khdi luong twong duong s6 thap phan

la

2’2 hodc 4,294,967,296 dia chi

2-Hinh thire trinh bay

IPv6 Address gém 8 nhom, mdi nhém 16 bits duge biéu dién dang ) Thap luc

phéan (Hexa-Decimal)

Vd-1:2001:0DB8:0000:2F3B:02AA:00FF:FE28:9C5A

H @ 6 @

()

© @ ©

Co thé don gian héa voi quy tac sau . N
- Cho phép bo céc s6 khong (0) ndm phia trude trong moi nhém
- Thay bang 1 s6 0 cho nhom c6 gia tri bing khong

- Thay bang ::

cho cac nhom lién tiép c6 gia tri bang khong

Nhu vay dia chi ¢ Vd-1 ¢6 thé viét lai nhu sau :




Vd-2:2001:DB8:0:2F3B:2AA:FF:FE28:9C5A

Vd-3: dia chi = FE80:0:0:0:2AA:FF:FE9A:4CA2
Co6 thé viét lai = FE80::2AA:FF:FE9A:4CA2

(*) Luu ¥ : phan Gia tri ¢au (Prefix) duoc xac dinh bdi Subnet Mask IPv6
tuong tu [Pv4
Vd-4 :21DA:D3::/48 c6 Prefix = 21DA:D3:0 (48 bits)

hodc 21DA:D3:0:2F3B::/64 c6 Prefix = 21DA:D3:0:2F3B ( 64 bits)

Chau thich :

beé khong bi bd ngd, chung ta nén luu y vé mot s6 khai niém trude khi noi vé
dia chi cua IPv6 Host

a) Link-Local : khai niém chi vé cac Host két ndi cung hé théng thiét bi vat ly
(tam hiéu Hub, Switch)

b) Site-Local : khai niém chi vé cac Host két ndi cung Site

¢) Node : diém két ndi vao mang (tam hiéu 13 Network Adapter). Mdi Node s&
c6 nhiéu IPv6 Address can thiét (Interface Address) dung cho cac pham vi
(Scope), trang thai (State), van chuyén (Tunnel) khac nhau thay vi chi c6 1 dia
chi can thiét nhu IPv4

d) Do vay khi cai dit IPv6 Protocol trén mot Host, mdi Network Adapter s& co
nhi€u IPv6 Address gan cho cac Interface khac nhau

3-Cac loai IPv6 Address

a- Unicast

Unicast Address dung dé dinh vi mét Interface trong pham vi cac Unicast
Address. Goi tin (Packet) c6 dich dén 1a Unicast Address sé thong qua Routing
dé chuyén dén 1 Interface duy nhat

b- Multicast

Multicast Address dung dé dinh vi nhiéu Interfaces. Packet c6 dich dén 1a
Multicast Address sé thong qua Routing dé chuyén dén tat ca cac Interfaces c6
cung Multicast Address

c-Anycast i . )
Anycast Address dung dé dinh vi nhiéu Intqrfaces.7 Tuy vay, Packet c6 dich dén
la Anycast Address sé thong qua Routing dé chuyén dén mot Interfaces trong



sO cac Interface co cting Anycast Address, thong thuong 13 Interface gin nhat
(khai ni¢m Gan ¢ day dugc tinh theo khoang cach Routing)

Trong cac truong hop néu trén, IPv6 Address dugc cap cho Interface chir
khong phai Node, mdt Node c6 thé dugc dinh vi bd1 mdt trong so cac Interface
Address

IPv6 khong c6 dang Broadcast, cac dang Broadcast trong IPv4 dugc xem nhu
tuong duong Multicast trong Ipv6

4-Cac loai IPv6 - Unicast Address

IPv6 Unicast Address gdm cac loai

¢ (Global unicast addresses

Link-local addresses

Site-local addresses

Unique local IPv6 unicast addresses
Special addresses

a-Global unicast addresses (GUA)

GUA 1a dia chi IPv6 Internet (tuong tu Public IPv4 Address). Pham vi dinh vi
cua GUA 1a toan bo hé thong IPv6 Internet (RFC 3587)

48 bits

¥

45 bits 16 bits B4 bits

L} Pt

F 3
h 4

001| Global Routing Prefix Subnet ID Interface ID

001 : 3 bits dau ludn co gi tri = 001 nhi phéan (Binary — bin) (Prefix = 001
/3)

Global Routing Prefix : gém 45 bits. La dia chi duoc cép cho mot to chuc,
Cong ty / Co quan ..(Organization) khi dang ky IPv6 Internet Address (Public
IP)

Subnet ID : gdm 16 bits. La dia chi tu c4p trong t6 chirc dé tao cac Subnets

Interface ID : gdm 64 bits. La dia chi cua Interface trong Subnet

C6 thé don gian hoa thanh dang nhu sau (Global Routing Prefix = 48 bits)



001 Global Routing Prefix Subnet ID Interface ID

43 bits 16 bits L 64 bits

¥

4t

Public Topology Site Topology " Interface ldentifier

(*) Céc dia chi Unicast trong noi b6 (L.ocal Use Unicast Address) : gém 2
loai :

Link-Local Addresses : gom céc dia chi ding cho cac Host trong cting Link
va Neighbor Discovery Process (quy trinh xac dinh cac Nodes trong cung
Link)

Site-Local Addresses : gdm cac dia chi dung dé cac Nodes trong cung Site lién
lac v&i nhau

b-Link-local addresses (LLA)

LLA la dia chi IPv6 dung cho cac Nodes trong cung Link lién lac v&i nhau
(tuwong tu céc dia chi IPv4 = 169.254.X.X). Pham vi str dung cua LLA la trong
cung Link (do vay co thé bi tring lap trong cac Link)

Khi dung HPH Windows, LLA dugc cap tiw dong voi cau trac nhu sau :

¢—— 10 bits » 54 bits - B4 bits ———

F Y
h 4

1111 1110 10 000 ... 000 Interface 1D

64 bits dau = FESO0 14 gi4 tri c6 dinh (Prefix = FES0 :: / 64)

Interface ID = gé\m 64 bits . Két hop voi Physical Address ctia Netwoprk
Adapter (no6i & phan sau)

c-Site-local addresses (SLA)

SLA tuong tu cac dia chi ,Private IPv4 (10.X.X.X, 172.16.X.X, 192.168.X.X)
dugc st dung trong hé thong ndi bd (Intranet). Pham vi st dung SLA 1a trong
cung Site.

(*) Site : [a khai niém dé chi mot phdn cua hé théng mang tai cdc toa do dia ly
khdc nhau



10 bits 54 bits 64 bits

1111 1110 11 Subnet ID Interface ID

1111 1110 11 = 10 bits dau 1a gia trj ¢ dinh (Prefix = FEC0 /10)
Subnet ID : gdm 54 bits dung dé xac ding cac Subnets trong cting Site

Interface ID : gdm 64 bits. La dia chi cta Interfaces trong Subnet

(*) Chi thich

Véi cau trac nhu trinh bay & phan trén, cac Local Use Unicast Address (Link-
local, Site Local) c6 thé bi trang 1ap (trong cac Link khac, Site khac). Do vay
khi str dung céc Local Use Unicast Addresss c6 1 thong s6 dinh vi dugc thém
vao (Additional Identifier) goi 1a Zone ID véi ct phap :

Address%Zone ID
Vd-5 : ping fe80::2b0:d0ff:fee9:4143%3 Zone ID = %3. Trong do :

Address = Local-Use Address (Link-Local / Site-Local)
Zone ID = gié tri nguyén, gia tri trong tuong doi (so vdi Host)
xac dinh Link hoac Site.

Trong cac Windows-Based IPv6 Host, Zone ID duoc xac dinh nhu sau :

+ Pbi voi Link-Local Address (LLA) : Zobe ID la s6 thir tu cua Interface
(trong Host) két ndi véi Link. Co thé xem bang 1€nh : netsh interface ipv6
show interface

+ Pbi véi Site-Local Address (SLA) : Zone ID 1a Site ID, dugc gan cho Site
trong Organization. Pdi v6i cac Organization chi c6 1 Site, Zone ID = Site ID
=1 va c6 thé xem bang lénh :

netsh interface ipv6 show address level=verbose

d-Unique- local addresses (ULA)

D(f)i voi cég Organi;ation c6 nhiéu Sites, Prefix ctia SLA c6 thé b1 trung 1ap. Co
the thay thé SLA bang ULA (RFC 4193), ULA la dia chi duy nhat cua mot
Host trong h¢ thong c6 nhiéu Sites voi cau tric:



h 4

l4—— 7 bits —» +—— 40 bits —w»+— 16 bits -l 64 bits

1111 110 |L Global ID Subnet ID Interface ID

111 110 : 7 bits dau 1a gia tri ¢6 dinh FC00/7. L=0 : Local = Prefix =FC00 /8
Glocal ID : dia chi Site (Site ID). C6 thé gan tiy ¥
Subnet ID : dia chi Subnet trong Site

Véi cdu trac nay, ULA s& tuong tr GUA va khac nhau ¢ phan Prefix nhu sau :

; 48 bits Mo 16bis R 64 bits .
001 Global Routing Prefix Subnet ID Interface 1D
" 43 bits . 16bits R 64 bits

1111110 |L| Global ID Subnet ID Interface ID

e- Cac dia chi diac biét (Special addresses)
Céc dia chi dac biét trong IPv6 gém :
0:0:0:0:0:0:0:0 : dia chi khong xac dinh (Unspecified address)
0:0:0:0:0:0:0:1 : dia chi Loopback (tuong duong [Pv4 127.0.0.1)
IPv4-Cpompatible Address (IPv4CA) :

Format : 0:0:0:0:0:0:w.x.y.2 Trong d6 w,x,y,z la cac IPv4
Address

Vd :0:0:0:0:0:0:0:192.168.1.2

IPv4CA 1a dia chi twong thich cia mdt /Pv4/IPv6 Node. Khi st dung

IPv4CA nhu mot IPv6 Destination, g6i tin s€ duoc dong goi (Packet)
v6i [Pv4 Header dé truyén trong moi truong [Pv4



IPv4-mapped address (IPv4MA)
Format : 0:0:0:0:0:FFFF:w.x.y.z (::FFFF:w.x.y.z) Trong d6 w,x,y,z la

cac IPv4 Address
Vd :0:0:0:0:0:FFFF:192.168.1.2

IPv4MA 1a dia chi ctia mot IPv4 Only Node d6i v6i mot IPv6 Node,
IPv4MA chi c6 tac dung thong bao va khong dugce dung nhu Resource
hoac Destination Address

6to4 Address

La dia chi s dung trong lién lac gitra cac IPv4/IPv6 nodes trong hé
thong ha tang IPv4 (IPv4 Routing Infrastructure). 6to4 dugc tao boi
Prefix gdm 64 bits nhu sau :

Prefix =2002/16 + 32 bits IPv4 Address =64 bits

6to4 Address la dia chi cua Tunnel (Tulneling Address) dinh nghia boi
RFC 3056

5-Cac loai IPv6 - Multicast Address

Multicast Address cua IPv6 Node c6 hoat dong tuong ty Maulticast trong IPv4.
Mot IPv6 Node c6 thé tiép nhén tin hiéu cua nhi€u Multicast Address cung lic.
[Pv6 Node c6 thé tham gia hoac ro1 khoi mot [IPv6 Multicast Address bat ky lac
nao

Vi du vé mot s6 IPv65 Multicast Address dugce st dung :

FFO1::1 (interface-local scope all-nodes multicast address)

FFO02::1 (link-local scope all-nodes multicast address)

FFO1::2 (interface-local scope all-routers multicast address)

FF02::2 (link-local scope all-routers multicast address)

FFO05::2 (site-local scope all-routers multicast address)
Solicited-Node Address (SNA)
La dia chi su dung trong quy trinh phan giai dé cip dia chi LLA (Link-Local
Address) tu dong cho cac Node (twong tu quy trinh tu cap dia chi 169.254.X.X
trong 1Pv4)

SNA c6 dang : FF02:0:0:0:0:1:FF / 104 + 24 bits dia chi MAC



6-Cac loai IPv6 - Anycast Address

Anycast Address ¢ thé gan cho nhiéurlnterfaces, goi tin chuyén dén Anycast
Address s¢ dugc van chuyén bdi h¢ thong Routing dén Interface gan nhat. Hién
nay, Anycast Address chi dugc dung nhu Destination Address va gan cho cac
Router.

IPv6 - Interface ID

Trong tat ca cac loai dia chi noi trén déu c6 gia tri Interface ID dung Qé xac dinh
Interface. Gia tri Interface ID dugc xem xét va tao nén theo céc yé€u to sau :

- Xac dinh bo1 Extended Unique Identifier (EUI)-64 Address (*) . EUI-64 Address
c6 thé do gan hodc két hop vdi MAC (physical) Address cua Network Adapter
(Window XP / Windows 2k3)

- Pugc gan tam thoi voi gid tri ngau nhién (**) (RFC 3041)

- Puoc tao thanh bodi Link-layer address hoac Serial Number khi cAu hinh Point-to-
Point Protocol (PPP)

- Ty cap (manual address configuration)

- La mot gid tri phat sinh ngiu nhién va gan thuong truc cho Interface (Windows
Vista / LogHorn)

Extended Unique Identifier (EUI)-64 Address (*)

EUI-64 Address xac dinh phuong thirc tao 64 bits Interface ID bang cach két hop
Mac Address ciia Network Adapter (48 bits) theo quy tac nhu sau :

IEEE administered company |D Manufacturer selected extension |ID
0 24 bits 24 bits -
CCCCCeUg CCCCCCCt CCCCCCCe KK KHH KOO0 XK HRHA
CCCCCCUg CCCCCCCC CCCCCCCt 11111111 11111110 OO XXX XXX XK XK

e oabits - OXFF OXFE | b

64 bits >




Mac Address = 6 nhom 8 bits = 48 bits. Trong d6 24 bits la ma nha san xudt, 24
bits 1a ma s6 Adapter

Budc 1 : Tach d6i MAC Address 1am 2 nhom (mdi nhoém 24 bits), chén vao
gitra 16 bits gia tri FFFE .
Budce 2 : Bao nguoc gia tri bit thir 7 cia nhom dau

Vi du : Network Adapter co MAC address = 00-AA-00-3F-2A-1C
Budc 1 2 00-AA-00-FF:FE-3F-2A-1C

Budc 2 2 02-AA-00-FF-FE-3F-2A-1C - Interface ID =
02AA:00FF:FE3F:2A1C (64 bits)

Bang so sanh twong duwong giira IPv4 va IPv6

IPv4 Address IPv6 Address

Internet address classes Not applicable in [Pv6

Multicast addresses IPv6 multicast addresses (FF00::/8)
(224.0.0.0/4)

Broadcast addresses Not applicable in [Pv6

Unspecified address is 0.0.0.0 Unspecified address is ::

Loopback address is 127.0.0.1 Loopback address is ::1

Public IP addresses Global unicast addresses

Private IP addresses (10.0.0.0/8, | Site-local addresses (FECO::/10)
172.16.0.0/12, and
192.168.0.0/16)

Autoconfigured addresses Link-local addresses (FE80::/64)
(169.254.0.0/16)

Text representation: Dotted Text representation: Colon hexadecimal
decimal notation format with suppression of leading zeros

and zero compression. IPv4-compatible
addresses are expressed in dotted decimal
notation.

Network bits representation: Network bits representation: Prefix length
Subnet mask in dotted decimal | notation only
notation or prefix length

DNS name resolution: IPv4 host | DNS name resolution: IPv6 host address
address (A) resource record (AAAA) resource record

DNS reverse resolution: DNS reverse resolution: IP6.,ARPA domain
IN-ADDR.ARPA domain




Bai 38: o
OSPF, cing co kién thirc lai nao.

Distance vector va link state

Khi ta hoc vé giao thuc distance vector thi router hoc dudng di nho neighbors
[dinh tuyén theo tin don, neighbors bao gi nghe nay nhu RIP]. Giao thic
distance chi tin cdy thong tin route cia neighbor.

Hoc qua EIGRP thi ¢6 tién bo hon ti 1a né nghe tin don nhung né con xac nhan
lai dé xem co ding hay khong [ day 1a xem dudng ndo tot hon]. EIGRP thi
nhanh hon nhung chi hd tro san pham cisco.

C6 mét giao thirc khac kha hon 2 cai kia nhung hoi tén performance mot chit,
hd tro da chiing loai san pham 1a OSPF. OSPF thi khong nghe tin don nhur
nhirng giao thirc kia ma n6 13y toan bo thong tin vé state [trang thai: links cua
router do, interfaces, nhiing neighbor cua router do, va trang thai up/down,ip,
subnet,...] cua thang goc copy vao link state database ctia no roi tu tim ra
dudng di tot nhat cho minh bang thuat toan shortest-path-frist [hay con goi la
Dijkstra].

Nhitng con bién [ABR: area border router| nim giira nhiéu bién c6 ban
topology cho nhiéu vung khic nhau. N6 chi giri tuyén route summary tir
area Kkhac ra cho area( [backbone].

Nhung trudce khi trao d6i thong tin thi nd c:?ln phai thiét 1ap mot mdi qua hé goi
la neighbor. Quan hé neighbor s& dugc thict 1ap nho vao goi nhiing goi hellos.

Khi router nhan goi hello tir neighbor thi n6 kiém tra:

e ArealD

o Authentication

« Networkmask [subnet mask phai giéng nhau]

« Hellolnterval, Deadlnterval timer [trong mdi trudng broadcast 1a hello
10°, va Nonbroadcast 1a 40’. DeadInterval gip 4 lan hello]. Sau thoi gian
dead ma khong nhan duogc hello thi bd neighbors.

o Costub

« Vamot sd option ciu hinh trén interface nhan vao géi hello.

Khi tr¢ thanh neighbor thi cac router c6 thé trao d6i cac goi update cho nhau.
Nhung néu nhu vay thi s& t6n mot luong bang thong rat 1on vi mot con s& can
trao d6i voi tat ca cac con con lai.

=> Co n(n-1)/2 cac quan h¢ gan [adjacencies] v6i nhau.

Vi vy can ton tai mot qua trinh dé bau chon con chinh [DR], chi c6 con chinh
la quan h¢ dugc véi cac con khac, va mot con phu la BDR dé backup con chinh
khi né chét.



Broadcast HEMA Foint-to- Wirtual linlcs Fomnt-to-
ot it pott
Béu chon Tes Tes Mo Lice Fomnt- Mo
DE/RDE. to-podnt
Tpdate by 224005 Al Eouter | All packet | Unicast Ticast over | 224.0.0.5
umcast wrtual-linlk
224 0.0 6DE/BDE.

Qua trinh bau chon DR, BDR c¢6 thé xiy ra trén méi truong Broadcast va
NBMA networks.

Qua trinh hinh thanh full adjacency c6 thé dién ra qua 7 qua trinh co ban sau.
Cé 2 router A va B voi Router ID tuong ting la a va b.

1.Down state
Hai router méi gan vao va cau hinh thi ¢ trang thai Down state
[router khong nhan dugc thong tin tir router can keé]

2. Init State
Chi c6 1 router gui goi tin hello va router kia nhan dugc nhung chua biét router
ID cuta chinh né nén chi 1a 1 chiéu. [one way]

3. Two-way state

1 router gui c6 router ID cua no6, router kia nhan dugc va hoi dap lai véi router
ID ciia n6. O trong trang thai nay néu & méi trudng Ethernet [hay con goi 1a
multiaccess, hoac broadcast] ciing bau chon luén DR va BDR.

**Router ¢6 uu tién 1on nhat 1a DR, 16n nhi 1a BDR.
Uu tién theo thir tu sau:

« cau hinh priority [ip ospf priority]

« cu hinh router ID bang 1énh [router ID]
« Loopback c6 IP cao nhat

o interface vat li co IP cao nhét

Router c¢6 priotity 1a 0 thi khong tham gia vao qua trinh biu chon DR/BDR.



Bai 39:
Tai sao interface serial khong nhan dwgc IP dong tir DHCP-server?

Cau héi:

Trong khi cdu hinh DHCP Relay thi c4u 1énh IP helper address A.B.C.D(dia
chi ctia con DHCP) chi tac dung trong két nbi Ethernet(FastEthernet), con
trong két ndi Serial thi khong dugc?

Va khi cau hinh DHCP client trén Router, minh ciu minh trén cong Ethernet
thi né support con trong két néi Serial thi lai khong nhi?.

Tra loi:

Cau tra 16i cho van dé nay 1a dé cap IP cho client thi DHCP server can biét
MAC cuia client dé no6 c6 thé luu trong co s¢ di liéu ctia n6. Sau nay néu client
co xin IP cling dya vao bang nay ma cap phat lai IP cho client.

QLT R

OHCP#=h ip dhcop binding

Bindings from all pools not associated with YEF:

IF address Client-ID¢ Leaze expiration Tuype
Hardware address/s
Ulzer name

192, 1:8,20,1 0063, 6973 6361 , 2d30, Mar 02 2002 12:00 AM Automatic
2061 ,612e, 3030, 6161,
2e30,3061,612d ., 4661,
302f .30

Nhung serial 1a dang point-to-point va khdng ¢6 MAC, cho nén n6 khong thé
xin IP tt DHCP server dugc. Do d6 khong c6 1énh ip address dhep ho trg cho
no.

Déi véi interface Ethernet, ta co thé xin dia chi ip moi nham muc dich test cho
cac bai Lab bang cach sau.

R1(config)#int f0/0

R1(config-if)#mac-address aa.aa.aa

R1(config-if)#shut

R1(config-if)#no sh

Sén tién ddy minh ciing trich mot chit cia CCNA vé 2 dang dong goi pho bién
cua interface serial.
Mac dinh serial sé c6 dang HDLC.

R1#sh int s1/0

Serial1/0 is up, line protocol is up

Hardware is M4T

Internet address is 1.1.1.2/8

MTU 1500 bytes, BW 1544 Kbit, DLY 20000 usec,
reliability 255/255, txload 1/255, rxload 1/255
Encapsulation HDLC, crc 16, loopback not set



Keepalive set (10 sec)

Restart-Delay is 0 secs

Last input 00:00:05, output 00:00:07, output hang never

Last clearing of "show interface" counters never

Input queue: 0/75/0/0 (size/max/drops/flushes); Total output drops: 0
Queueing strategy: weighted fair

Output queue: 0/1000/64/0 (size/max total/threshold/drops)
Conversations 0/1/256 (active/max active/max total)

Reserved Conversations 0/0 (allocated/max allocated)

Available Bandwidth 1158 kilobits/sec

5 minute input rate 0 bits/sec, 0 packets/sec

5 minute output rate 0 bits/sec, 0 packets/sec

97 packets input, 7396 bytes, 0 no buffer

Received 93 broadcasts, 0 runts, 0 giants, 0 throttles

0 input errors, 0 CRC, 0 frame, 0 overrun, 0 ignored, 0 abort

116 packets output, 9881 bytes, 0 underruns

0 output errors, 0 collisions, 5 interface resets

0 output buffer failures, 0 output buffers swapped out

7 carrier transitions DCD=up DSR=up DTR=up RTS=up CTS=up

Mot dang tién tién hon so véi HDLC 1a PPP. Ta c¢6 thé cAu hinh interface serial
thanh dang PPP bang lénh sau.

R1(config)#int serial 1/0

R1(config-if)#encapsulation ppp

R1#sh interfaces serial 1/0

Serial1/0 is up, line protocol is down

Hardware is M4T

Internet address is 1.1.1.2/8

MTU 1500 bytes, BW 1544 Kbit, DLY 20000 usec,
reliability 255/255, txload 1/255, rxload 1/255
Encapsulation PPP, LCP Listen, crc 16, loopback not set
Keepalive set (10 sec)

Restart-Delay is 0 secs

Last input 00:00:04, output 00:00:02, output hang never
Last clearing of "show interface" counters 00:01:10
Input queue: 0/75/0/0 (size/max/drops/flushes); Total output drops: 0
Queueing strategy: weighted fair

Output queue: 0/1000/64/0 (size/max total/threshold/drops)
Conversations 0/1/256 (active/max active/max total)
Reserved Conversations 0/0 (allocated/max allocated)
Available Bandwidth 1158 kilobits/sec

5 minute input rate 0 bits/sec, 0 packets/sec

5 minute output rate 0 bits/sec, 0 packets/sec

8 packets input, 184 bytes, 0 no buffer

Received 0 broadcasts, 0 runts, 0 giants, 0 throttles



0 input errors, 0 CRC, 0 frame, 0 overrun, 0 ignored, 0 abort

20 packets output, 280 bytes, 0 underruns

0 output errors, 0 collisions, 2 interface resets

0 output buffer failures, 0 output buffers swapped out

2 carrier transitions DCD=up DSR=up DTR=up RTS=up CTS=up

HDLC chi chay duoc IP (khong hd tro IPX, apple talk, ...)

PPP thém vao truong dé hd tro thém cac giao thire IPX, apple talk, ...
PPP(layer 2) gom c6 2 truong chinh:

+ NCP:giao tiép dé biét IP, IPX, ... dé dong gbi cho chinh xac.

+ LCP déng gbi khoi tao duong link, gdm 5 phan nhé bén trong:

- Authentication: PAP: bit tay 2 budc, khong ma hoéa /CHAP: bét tay 3 budc va
ma hdéa MDS5.

- Compress: nén

- Multilink: gom nhiéu duong lai véi nhau lam ting bandwidth 1én.

- Error detection: kiém tra 15i

- Callback.

Bai 40:
BAO MAT MANG WLAN

- Mang WLAN ban thén no la khong bao mat, tuy nhién, d6i v6i mang c6 day
néu ban khong c6 mot sy phong ngira hay c4u hinh bao vé nao thi n6 ciing
chang bao mat gi. Diém mau chét dé tao ra mot mang WLAN bao mat va gitr
n6 an toan 1a viéc dio tao nhitng nguoi trién khai va quan 1y mang WLAN.,
bao tao nhiing nha quan tri vé mirc d6 bao mat co ban va nang cao cho mang
WLAN la mot didu ¢t yéu dé ngan chin nhiing 15 héng bao mat trong mang
WLAN.

I. Wired Equivalent Privacy (WEP):

- WEP 1a m¢t thuat todn ma héa dugc su dung bdi tién trinh x4c thuc Shared
Key Authentication dé xac thuc ngudi ding va ma hoa dir lidu trén phan doan
khong day ciia mang LAN. Chuan 802.11 yéu cau sir dung WEP nhu 1a mot
phuong thirc bdo mat cho mang khong day.

- WEP 1a mot thuat toan don gian sir dung bd phét sinh s6 gia ngiu nhién
(PRNG = Pseudo-Random Number Generator) va ma hoéa dong (stream
cipher) RC4. Trong nhiéu nim, thuat toan nay dugc xem nhu 1a mgt bi méat
thuong mai va chi tiét vé né 1a khong dugc tiét 16, nhung vao thang 9 nim
1994, mot ngudi nao d6 da phat tan ma ngudn cta nd trén cac mailing list. RC4
thudc so hitu thurong mai cia RSADSL. Ma héa dong RC4 1a kha nhanh dé giai
mi va mé hoa, vi thé no tiét kiém duoc CPU, RC4 ciing du don gian dé cac nha
phat trién phan mém 1ap trinh né vao trong san pham ciia minh.

- Chung ta n6i WEP 1a don gian, diéu d6 c6 nghia 1a n6 kha yéu. Thuat toan



RC4 duoc cai dat mot cach khong thich hop vao WEP tao nén mot gidi phap
bao mat thip hon muc vira dii cho mang 802.11. Ca 64 bit va 128 bit WEP déu
co6 mirc do yéu kém nhu nhau trong vi¢c cai dat 24 bit IV (Initialization
Vector) va cung str dung tién trinh ma héa c6 nhiéu 16 hong. Tién trinh nay
khoi tao gia tri ban dau cho IV 13 0, sau d6 tang IV 1én 1 khi mbi go1 dugc
truyen Trong mot mang thuong xuyén nghén, nhiing phan tich thong ké cho
thy rang tat ca cac gia tri IV co thé (2°24) s& dugc sir dung hét chi trong %
ngay, didu d6 co nghia la IV s& khoi tao lai tir O it nhat mot 1an trong ngay.
Bleu nay tao ra 16 hong cho cac hacker. Khi WEP dugc st dung, IV s€ dugc
truyén di (ma khong ma héa) ciing véi mdi géi tin (d3 ma hoa). Cach lam nay
tao nén nhing 16 hong bao mat sau:

+ T4n cong chu dong dé cheén traffic méi: Céc tram di dong khong dic quyén
(chua duoc quyén, unauthorized) c6 thé chén cac goi tin vao mang dua trén
chudi dir liéu biét trude.

+ T4n cong chi dong dé giai ma traffic: Dya trén viéc lira gat AP

+ T4n cong bang cach xay dung tir dién (Dictionary-building): Sau khi thu thap
day du traffic thi WEP key c6 thé bi crack ding cac phin mém mién phi. Mot
khi WEP key d bi crack thi viéc giai ma cac goi tin theo thoi gian thuc c6 thé
dugc thuc hién bang cach lang nghe cac goi tin dugc quan ba, sau d6 ding
WEP key d¢é giai ma chiing.

+ T4n cong bi dong dé giai ma traffic: Bang cach sir dung nhitng phan tich
thong k&, WEP traffic ¢6 thé b giai ma.

1. Tai sao WEP dwogc chon:

- Néu nhu WEP khong bao mat nhu vay thi tai sao né dugc chon dé cai dat
trong chuan 802.11? Khi chuan 802.11 dwoc hoan tat va théng qua, cic nha san
xuat thiét bi WLAN bit dau dua san phém cua ho ra thi truong. Chuén 802.11
xéac dinh rang thiét bi phai bao dam cac tiéu chudn vé bao mat sau:

+ C6 thé xuit duoc (exportable)

+ Kha manh (reasonable strong)

+ Ty dong bd hoa (self-synchronizing)

+ Tinh toan mdt cach hi€u qua (computationally efficient)

+ Tuy chon (optional)

- Va WEP di thoa méan dugc tat ca cac yéu cau nay. Khi WEP dugc cai
dit, no du dinh s& hd trg cac muyc tiéu bao mat nhu tinh tin cay
(confidentiality), diéu khién truy «cap, va tinh toan ven (integrity) dur liéu.
Diéu that su xay ra 1a c6 qua nhiéu nha phé chuan nghi rang chi don
gian la cai dat WEP va chling ta s€ c6 mot gidi phdp bao mat toan dién
cho WLAN. Nhung ho ciing nhanh chéng nhén ra raing WEP khong phai
la mot giai phap toan dién cho bao mat WLAN. Nhung that may man
cho nganh cong nghi¢p khong day vi cac thiét bi WLAN d rat pho bién
trude khi nhiing van de nay dugc biét dén, diéu nay di 1am cho nhiéu
nha san xuét va céac to chire thir 3 két hop voi nhau dé tao ra cac giai
phép bao mat cho WLAN.

- Chuén 802.11 dé lai viéc cai dat WEP tuy thudc vao cac nha san XUuat.
Vi thé cac nha san xuit cai dat WEP key c6 thé gidng hodc khac nhau 1a
cho WEP ¢6 phan nao d6 yéu di. Tham chi, chuan twong thich wi-fi ciia




WECA chi kiém tra 40 bit WEP key. Mot s6 nha san xuat WLAN d4 tim
cach mé rong WEP trong khi mot sé khac lai st dung cac chuan moi
nhu 802.1X véi EAP hay VPN. C6 nhiéu giai phép trén thi truong khic
phuc duoc nhitng yéu diém ctia WEP.
2. WEP key:
- Chirc nang chinh cia WEP duya trén céc key, 1a cac yéu td co ban cho thuat
todn ma hoa. WEP key duoc cai dat vao client va cac thiét bi ha tﬁng trong
mang WLAN. Mot WEP key 1a mot chudi ky tu va s6 duoc st dung theo 2
cach. Thir nhat, WEP key co thé duoc st dung dé kiém tra dinh danh xac thuc
client. Tha 2, WEP key c6 thé dugc dung dé ma hoa dit lidu.
- Khi mot client st dung WEP ¢ gang xéac thuc va két nbi véi AP thi AP sé -
xac dinh xem client c6 gia tri WEP key chinh xac hay khong. Chinh xac ¢ day
c6 nghia 1a client d4 c6 key 1a mot phan cua hé thong phan phat WEP key duoc
cai dat trong WLAN. WEP key phai khép & ca 2 dau xac thuc (AP va Client).
- M6t nha quan tri WLAN c¢6 thé phan phat WEP key mot cach thii cong hay sir
dung cac phuong thirc cip cao nhu hé thong phan phat WEP key. Hé thong
phan phat WEP key co thé don gian chi 14 viéc cai dit cac key tinh hay cao cip
hon nhu str dung céc server ma hoa key tap trung. R rang la cac gidi phap cao
cép hon s& gdy ra kho khan hon cho cac hacker khi mudn dot nhdp vao mang,
- C6 2 loai WEP key 1a 64 bit va 128 bit (d6i khi ban thuong nghe nhic dén la
40 bit va 104 bit). Diéu nay gay ra sy hiéu nhdm. Ly do cho su hiéu nham nay
1a WEP duoc cai dit theo cach gidng nhau cho ca 2 kich thude ma hoa ké trén.
M&i WEP key déu sir dung 24 bit IV két ndi v6i key bi mat. Chiéu dai cua key
bi mat 13 40 hodc 104 bit, vi thé tao thanh WEP key 64 va 128 bit.
- Viéc nhap WEP key tinh vao client hay céc thiét bi ha tang nhu Bridge hay
AP 12 hoan toan don gian. Doi khi, s& c6 mot checkbox dé chon chiéu dai WEP
key st dung, doi khi khong c6 checkbox nao, vi thé admin phai b1et phéi nhap
vao bao nhiéu ky tu khi dugc yéu cau. Thong thuong cac phan mém client s&
cho phép nhap vao WEP key theo dang ky tu s6 (ASCII) hay theo dang thap
luc phan (HEX)



FIGURE 10.1 Entering WEP keys on client devices

21 x]
— Set Security |
|
¥ Enable Data Secuity {
& |lze Alphanumenic Characters (049, a-z 4-7)
" Use Hexadecimal [0-9, af AF)
Key |
Koy 2 ;
fen 3 g
Keyd i
Erucrypt data with: I Fepl = i
< Back I Mext > I Help j

- S6 ky tu nhap vao cho key bi mat tiy thudc vao phan mém ciu hinh yéu cau
dang ASCII hay HEX va sir dung 64 bit hay 128 bit. Néu card khong day ctia
ban ho tro 128 bit, thi n6 ciing hd tro 64 bit. Néu ban nhap WEP key theo dinh
dang ASCII thi ban s€ phai nhép 5 ky tw cho 64 bit va 13 ky tu cho 128 bit.
Néu ban nhép theo dang HEX thi phai nhap 10 ky tw cho 64 bit va 26 ky tur
cho 128 bit.

2.1 WEP Key tinh (static):

- Néu ban chon cai dit WEP key tinh, ban s& phai gan cic WEP key tinh nay
mot cach thu cong cho cac AP va céc client. Cac WEP key nay s€ khong bao
gid thay ddi lam cho doan mang d6 d& bi hacker tin cong. Vi Iy do nay ma
WEP key tinh chi thich hgp sir dung nhu 1a mot phuong thirc bao mat can ban
cho cac mang WLAN nho, don gian. N6 khong dugc khuyén khich st dung
cho cac doanh nghiép 16n.

- Khi sir dung WEP key tinh, mang s& c6 rat nhiéu so ho. Hy xem xét truong
hop mot nhan vién roi khoi cong ty va lam mat card mang khong day cia ho.
Vi WEP key dugc luu trit trong firmware ciia card mang nén card d6 van co thé
truy cap vao mang khong diy ching nao WEP key trén WLAN chua thay d6i.

- Hau hét cac AP va client c6 kha ning luu trit 4 WEP key dong thoi. Mot 1y do
hiru ich cho viéc ¢6 nhiéu WEP key chinh 1a viéc phan doan (segment) mang.
Gia sir rang mang c6 100 client, sir dung 4 WEP key thay vi 1 s& phan ngudi
ding vao 4 nhom khac nhau, méi nhom 25 ngudi dung. Néu WEP key bi crack
thi diéu d6 c6 nghia 1a chi can thay d6i WEP key cho 25 client va AP thay vi
phai thay ddi toan bd mang.

- Mot 1y do khéc dé c6 nhiéu WEP key 1a trong méi truong hdn hop céc card
ho trg 128 bit va cac card chi hd tro 64 bit. Trong trudng hop ndy, ching ta c6
thé phan ra 2 nhom nguoi dung.




Figure 10.2 Entering WEP keys on infrastructure devices
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2.2 Server ma héa key tap trung:

- Cac doanh nghi¢p st dung WEP key nhu 1a mét phuong thirc bdo mat co ban
cho WLAN thi nén sir dung cac server m héa key tap trung néu cé thé vi cac
1y do sau:

+ Sinh khoa tap trung (centralized key generation)

+ Phan phat khoa tap trung (Centralized key distribution)

+ Ty dong quay vong khoa luc sir dung (ongoing key rotation)

+ Gidm chi phi quan ly khoa

- Bit cir mét thiét bj nao cling co thé hoat dong nhu 1a mdt server key tap trung.
Thuong thi mdt server nhu RADIUS server hay céac server ing dung chuyén
biét s€ dam nhan viéc phat sinh WEP key mai trong thoi gian sir dung. Binh
thuong, khi sir dung WEP, key (duoc gan bdi admin) s€ duge nhap mot cach
thi1 cong vao client va AP. Khi sir dung server key tap trung thi mot tién trinh
tu dong gitra client, AP va Server s thuc hién tac vu phan phat key.

FIGURE 10.3 Cenlralized Encryption Key Server
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- Server ma hoa key tap trung cho phép tu dong sinh key theo tirng goi tin (per-
packet), timg phién lam viéc (per-session) ... tuy thudc vao cai dét cia nha san
xuat. Viéc phan phat WEP key theo per-packet s€ sinh ra mot WEP key méi



cho ca 2 dau két ndi di voi timg goi tin dugce truyén di, trong khi per-session
sir dung WEP key méi cho mdi phién lam viéc giita cac node. Chu ¥ 1a viéc sir
dung per-packet s& ngdn nhiéu bang thong mang hon 1a per-session.
2.3 Sir dung WEP:
- Khi WEP duoc khoi tao, phan dit liéu cia géi tin truyén s& duoc ma hoa, tuy
nhién, mot phan header cta goéi tin (bao gdm MAC address) 14 khong dwoc ma
hoa. Tét ca nhiing thong tin 16p 3 bao gém dia chi nguodn, dia chi dich déu dugc
ma hoa boi WEP. Khi mot AP gdi ra mot Beacon trong mang WLAN st dung
WEP, Beacon nay ciling khong dugc ma héa. Hay luu y 1a Beacon khong chira
thong tin 16p 3 nao.
- Khi cac goi tin dugc goi sir dung mé hoéa WEP, nhiing goi tin d6 phai dugc
giai ma méi co thé sir dung duogc. Viée giai mi ndy 1am tiéu ton tai nguyén
CPU va giam hiéu qua bang thong trén WLAN doi khi 1a rat dang ké. Mot s6
nha san xuat di cai dat thém CPU vao AP cua ho nhdm muc dich thuc hién ma
hoa va giai ma WEP. Nhiéu nha san xut cai dat ma hoa va giai md WEP bang
phan mém va st dung chung CPU cho viéc quan 1y AP, truyén goi tin ...
Nhirng AP nay s& bj anh huong 16n néu nhu ¢6 sir dung WEP. Béng viéc cai
dat WEP trong phan cting thi ¢6 v& nhur 1a AP s& duy tri duoc bang thong 5
Mbps (hay nhiéu hon) khi WEP duoc sir dung. Diém bat loi ctia giai phap nay
1a n6 1am tang chi phi cho cac AP cip cao.
- WEP ¢6 thé dugc trién khai nhu 1a mot co ché bao mat co ban nhung nha
quan trj mang can phai biét nhitng yéu diém ctia WEP va cach khic phuc
chung. Admin ciing nén biét raing mdi nha san xuat khac nhau s& cai dat WEP
khac nhau lam cho viéc sir dung san pham ctia nhiéu nha san xuat khac nhau
gap kho khan.
3. Advantage Encryption Standard (AES):
- AES da dat duoc mot su chép nhan nhu 1a mot sy thay thé xtrng dang cho
thuat toan RC4 duoc st dung trong WEP. AES st dung thuat toan Rijndale
c6 chiéu dai key 1an luot 1a 128 bit, 192 bit va 256 bit
- AES duoc xem nhu 13 khong thé crack dugc bai hau hét cac chuyén gia
mat ma va National Institute of Standard and Technology (NIST) da chon
sir dung AES cho chuan xit 1y thong tin lién bang (FIPS = Federal
Information Processing Standard). Nhu 1a mét phan cuia nd lyc cai tién
chuan 802.11, ban 1am viéc 802.11i di xem xét st dung AES trong phién
ban WEPv2
- AES duoc thong qua boi nhom 1am viéc 802.11i dé st dung trong WEPv2
s€ duoc cai dat trong firmware va software bdi cac nha san xuét. AP
firmware va Client firmware (PCMCIA card) s& phai nang cap 1én dé co thé
hd trg AES. Cac phan mém trén client (driver va ung dung) s& hd tro cau
hinh AES v6i key bi mat.




Bai 41:
CAC KIEU TAN CONG TREN MANG WLAN

- Hacker c6 thé tin cong mang WLAN bang céac cach sau:
+ Passive Attack (eavesdropping)
+ Active Attack (két ndi, thim do va cdu hinh mang)
+ Jamming Attack
+ Man-in-the-middle Attack

- Cac phuong phap tin cong trén c6 thé duoc phdi hop voi nhau theo nhiéu
cach khac nhau

1. Passive Attack (eavesdropping):

- T4n cong bi dong (passive) hay nghe 1én (eavesdropping) c6 1& 1a mot phuong
phap tin cong WLAN don gian nhat nhung van rat hiéu qua. Passive attack
khong dé 1ai mot dau vét nao ching to da co6 sy hién dién ctia hacker trong
mang vi hacker khong that két ndi véi AP dé ling nghe cac g0i tin truyén trén
doan mang khong day. WLAN sniffer hay cac ing dung mién phi c¢6 thé duoc
sir dung dé thu thap thong tin vé mang khong day & khoang cach xa bang cach
sir dung anten dinh huong. Phuong phap nay cho phép hacker giir khoang cach
v61 mang, khong dé lai dau vét trong khi van lang nghe va thu thap dugc nhirng
thong tin quy gia.

- C6 nhiéu tng dung c¢6 kha nang thu thap dugc password tir nhing dia chi
HTTP, email, instant message, phién lam viéc FTP, telnet. Nhimng kiéu két nbi
trén déu truyen password theo dang clear text (khong ma hoéa). Nhiéu tng dung
c6 thé bat dugc password hash (mit ma di dugc bam) truyen trén doan mang
khong day gilra client va server lic client dang nhép vao. Bit ky thong tin nao
truyén trén doan mang khong day theo kleu nay déu rat dé b tan cong boi
hacker. Hay xem xét nhiing tac dong néu nhu hacker c6 thé dang nhap vao
mang bang thong tin ctia mot nguoi dung nao d6 va gay ra nhiing thiét hai cho
mang. Hacker la tha pham nhung nhing thong tin log dugc lai chi dén nguoi
ding ma hacker da ding nhap vao. Diéu nay cé thé 1am cho nhan vién d6 mét
vigc.

- M6t hacker c6 thé ¢ ddu d6 trong bai dau xe, ding nhitng cong cu dé dot nhap
vao mang WLAN cua ban. Cac cong cu co thé 12 mot packet sniffer, hay mot
sO phan mém hacking mién phi dé c6 thé crack dugc WEP key va ding nhap
vao mang.

2. Active Attack:

- Hacker c6 thé tén cong chu dong (active) dé thuc hién mot sd tac vu trén
mang. Mot cuge tan cong chi dong c6 thé duoc sir dung dé truy cap vao server
va lay duoc nhimg dir liéu c6 gia tri hay s dung duong két ndi Internet ciia
doanh nghiép dé thyc hién nhitng myc dich pha hoai hay tham chi la thay d6i
céu hinh ctia ha tang mang. Bang cach két nbi vi mang khong day thong qua
AP, hacker c6 thé xdm nhap sau hon vao mang hodc c6 thé thay d6i cau hinh



cua mang. Vi du, mdt hacker co thé sira d6i dé thém MAC address cta hacker
vao danh sach cho phép cua MAC filter trén AP hay vo6 hi¢u hoa tinh nang
MALC filter gitp cho viéc dot nhap sau nay dé dang hon. Admin tham chi
khong biét duoc thay d6i nay trong mot thoi gian dai néu nhu khong kiém tra
thuong xuyén.

- M6t s6 vi du dién hinh cia active attack c6 thé bao gdm cac Spammer hay cac
ddi thu canh tranh mudn dot nhdp vao co sé dit li¢u ctia cong ty ban. Mot
spammer (ké phat tan thu rac) co thé goi mot luc nhiéu mail dén mang ciia gia
dinh hay doanh nghiép thong qua két nbi khong ddy WLAN. Sau khi c6 duoc
dia chi IP tir DHCP server, hacker c6 thé go1 ca ngan bure thu s dung két ndi
internet cua ban ma ban khong hé biét. Kiéu tin cong nay co thé lam cho ISP
cua ban ngat két ndi email cua ban vi da lam dung goi nhiéu mail mic du

khong phai 16i ctia ban.
FIGURE 10.6 Passive Attack Example
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- Pi thu canh tranh ¢ thé mudn c¢6 duge danh sach khach hang cia ban cing
v6i nhitng thong tin 1ién hé hay tham chi 1a bang lwong dé c6 mirc canh tranh
t6t hon hay gianh lay khach hang cta ban. Nhing kiéu tan cong niy xay ra
thudng xuyén ma admin khong hé hay biét.

- Mot khi hacker di c6 dugc két néi khong day vao mang ciia ban, han c6 thé
truy cap vao server, sit dung két nbi WAN, Internet hay truy cap dén laptop,
desktop nguoi dung. Cling véi mot s6 cong cu don gian, hacker c6 thé dé dang
thu thap dugc nhing thong tin quan trong, gia mao nguoi dung hay tham chi
gdy thiét hai cho mang bang cach cau hinh sai. Do tim server bang cach quét
cong, tao ra phién lam viéc NULL dé chia sé& hay crack password, sau d6 dang
nhap vao server bang account d crack dugc 1a nhitng didu ma hacker c6 thé
lam ddi voi mang cua ban.



3. Jamming (tan cong bang cach giy nghén):

- Jamming 13 mot k¥ thuat duoc stir dung chi don gian dé lam hong (shut down)
mang khéng diy ciia ban. Tuong ty nhu nhitng ké pha hoai str dung tin cong
DoS vao mdt web server lam nghén server d6 thi mang WLAN ciing c6 thé bi
shut down bang cach gy nghén tin hiéu RF. Nhitng tin hiéu giy nghén ndy c6
thé 1a cd y hay vOo y va co thé loai bo duge hay khong loai bé dugce. Khi mot
hacker chu dong tan cong jamming, hacker c6 thé sir dung mot thiét bi WLAN
dic biét, thiét bi nay 1a bo phat tin hidu RF cong suit cao hay sweep generator.
- Bé loai bo kiéu tAn cong nay thi yéu cau dau tién 13 phai xac dinh duoc ngudn
tin hiéu RF. Viéc ndy c6 thé 1am bang cach sir dung mot Spectrum Analyzer
(may phan tich phd). C6 nhiéu loai Spectrum Analyzer trén thi truong nhung
ban nén dung loai cam tay, ding pin cho tién str dung. Mot cach khac 1a ding
cac ung dung Spectrum Analyzer phin mém kém theo cac san phdm WLAN
cho client.

FIGURE 10.8 Jamming Attack Example
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- Khi ngudn gy ra jamming 14 khong thé di chuyén duoc va khong
gayHFhai nhu thap truyén thong hay cac hé thong hop phap khac thi
admin nén xem xét sir dung ddy tan s6 khac cho mang WLAN. Vi du,
néu admin chiu trach nhiém thiét ké va cai dat mang WLAN cho moi
truong rong 16n, phirc tap thi can phai xem xét ky cang. Néu nhu ngudn
nhiéu RF trai rong hon 2.4 Ghz nhu bo dam, 10 vi soéng ... thi admin nén
sir dung nhiing thiét bi theo chuan 802.11a hoat dong trong bang tan 5
Ghz UNII thay vi str dung nhing thiét bi 802.11b/g hoat dong trong
bang tin 2.4 Ghz s& dé bi nhidu.

- Jamming do v y xuat hién thudng xuyén do nhiéu thiét bi khac nhau
chia s& chung bang tan 2.4 ISM v6i mang WLAN. J amming mot cach
chu dong thuong khong pho bién 1am, ly do la boi vi dé thuc hién duoc
jamming thi rat tn kém, gia cta thiét bi rit mic tlen két qua dat dugc
chi 1a tam thoi shut down mang trong thoi gian ngan.



4. Man-in-the-middle Attack:

- Tén cong theo kiéu Man-in-the-middle 1a truong hop trong d6 hacker sir dung
mot AP dé danh cip cac node di dong bang cach goi tin hiéu RF manh hon AP
hop phap dén cac node d6. Cac node di dong nhan thiy c6 AP phat tin hiéu RF
t6t hon nén s& két ndi dén AP gia mao nady, truyén dir liéu co thé 1 nhimng dir
liéu nhay cam dén AP gia mao va hacker cé toan quyén xr 1y.

- Bé 1am cho client két ndi lai dén AP gia mao thi cong suat phat ciia AP gia
mao phai cao hon nhiéu so véi AP hop phép trong vung phu song cta no. Viée
két noi lai vi AP gid mao dugc xem nhu 1a mot phan cuiia roaming nén nguoi
dung s& khong hé biét duoc. Viéc dwa ngudn nhiéu toan kénh (all-band
interference - chang han nhu bluetooth) vao viing pha séng ctia AP hop phap s&
bugc client phai roaming.

- Hacker mudn tin cong theo kiéu Man-in-the-middle nay trudc tién phai biét
dugc gia tri SSID la cac client dang sir dung (gia tri nay rat dé dang c6 duoc).
Sau do, hacker phai biét dugc gia tri WEP key néu mang co sir dung WEP. Két
nbi upstream (V61 mang truc c6 day) tir AP gia mao dugc diéu khién  thong qua
mot thiét bi client nhu PC card hay Workgroup Bridge. Nhiéu khi, tan cong
Man-in-the-middle dugc thuc hién chi vé1 mot laptop va 2 PCMCIA card. Phan
mém AP chay trén may laptop noi PC card dugc st dung nhu 1a mét AP va
mot PC card tht 2 duoc st dung dé két ndi laptop dén AP hop phap gan do.
Trong c4u hinh nay, laptop chinh 12 man-in-the-middle (ngudi ¢ giira), hoat
dong gitra client va AP hop phép. Tir d6 hacker c6 thé 1dy duoc nhimng thong
tin gia tri bang cach sir dung céc sniffer trén may laptop.

FIGURE 10.9 Man-in-the-middle attack
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- Piém cbt yéu trong kiéu tan cong nay 1a nguoi dung khong thé nhan biét
duoc. Vi thé, sb luong thong tin ma hacker cé thé thu duoc chi phu
thudc vao thoi gian ma hacker c6 thé duy tri trang thai nay trude khi bi
phat hién. Bao mat vat Iy (Physical security) 1a phuong phap t6t nhat dé
chéng lai kiéu tin cong nay.



Bai 42:
CAC KHUYEN CAO VE BAO MAT WLAN

1. WEP:

- Khong nén chi dira vao WEP cho dui ban di cai dat mot giai phap bao mat tot
dén thé nao di nita. Mot moi truong khong day chi duoc bao vé boi WEP 1a
mét moi truong hoan toan khong an toan. Khi str dung WEP, khong nén st
dung WEP key c6 lién quan dén SSID hay cong ty. Hay tao ra mot WEP key
kho nh¢ va kho nhan biét dugc. Trong nhiéu trudng hop, WEP key c6 thé doan
ra ma chi can nhin vao SSID hay tén ciia cong ty. WEP chi nén duoc sir dung
dé giam nhiing nguy co nhu nghe trém tinh c& chit khong nén 1a mot giai phap
bao mat duy nht.

2. Kich thudc Cell:

- Pé giam nguy co bi nghe 1én, admin nén dam béao rang kich thudc cell cia AP
13 hop 1y. Phan 16n cac hacker thudng tim nhiing vi tri ¢6 song RF va it dugc
bao vé nhat nhu via hé, bii ddu xe dé dot nhap vao mang khong day. Vi thé,
cac AP khong nén phat tin hi¢u manh dén bai dau xe (hay céc vi tri khac) trur
khi that su can thiét. Cac AP danh cho doanh nghiép cho phép céu hinh cong
suét phat, rat hiéu qua dé diéu khién kich thudc cta cell xung quanh AP. Néu
ké nghe 1én & trong bai dau xe cua cong ty khong bat dugc song RF ciia AP thi
s€ khong ¢6 cach nao xam nhadp dugc mang nén mang s€ dugc bdo v¢ khéi kiéu
tan cong nay.

- Thuong thi cac admin bi héap din boi viéc thiét 1ap mirc cong suat phat tbi da
trén tat ca cac thiét bi WLAN nham dat duoc throughput ciing nhu ving bao
phii ti da, nhung cach cu hinh mi quang nhu vay sé tra gia rat dat cho an
toan cua mang WLAN. Kich thudc cell thich hop cua mot AP trong mot vung
nao d6 nén dugc document can than lai lac cau hinh AP. Trong mot $6 truong
hop c6 thé cai dat 2 AP (& ciing mét vi tri) v6i kich thude cell nho hon dé giam
nguy co bi tin cong.

- Hay ¢ dat AP & trung tdm cua toa nha, diéu nay s& 1am giam nguy co 10 ri tin
hiéu ra bén ngoai ving bao phu mong mudn. Néu ban dang su dung mot anten
lap ngoai thi nén chon kiéu anten thich hop dé glam thiéu kich thudc phu song
vira di. Hay tat AP khi khong con sir dung, diéu nay sé gitp giam nguy co tan
cong ciing nhu bi sét danh.

3. Xac thuwe nguoi dung:

- Boi vi x4c thue ngudi dung chinh 1a diém yéu nhét trong mang WLAN va
chuan 802.11 khong chi dinh mot phuong thirc nao dé xac thyc nguoi dung nén
diéu can thiét dbi voi admin 13 cai dat mot phuong thirc xac thuc dua trén
ngudi ding (user-based) cang som cang t6t khi cai dit ha ting mang WLAN.
Xéc thue nguoi dung nén dua trén nhitng co ché khong phu thudc thiét bi nhu
username, password, sinh tric hoc, smart card, hé théng token-based, hay cac
phuong thire x4c thuc khac dinh danh ngudi dung (chr khong phai 13 thiét bi).
Giai phap ban trién khai nén hd trg xac thuc 2 chiéu giita Server xac thuc
(RADIUS) va céc client khong day.



- RADIUS la mét chuan thyc té trong cac hé thong xac thuc ngudi ding dugc
sir dung pho bién trén thi trudng cong nghé thong tin. AP s& goi mot yéu cau
xac thuc nguoi ding dén RADIUS server (user authentication request),
RADIUS server ndy c6 thé co co s dit liéu ngudi dung tich hop hay c6 thé
chuyén authentication request dén mot domain controller, mot NDS server, mot
Active Directory server hay tham chi 1a mot hé thong twong thich LDAP. Mot
s6 nha cung cdp RADIUS con hd tro céc giao thirc xac thue moi nhat nhu EAP.
- Viéc quan Iy mot RADIUS server c6 thé 1a rat don gian hodc rat phuc tap tiy
thudc vao vi¢c cai dat. Boi vi cac giai phap bao mat khong day 1a rat nhay cam
nén can can than khi chon mot giai phap RADIUS server dé dam bao cac
admin c6 thé quan tri.

4. Su can thiét ciia bao mat:

- Hay chon lya mot giai phép bao mat thich hop voi nhu cau va ngan sach ciia
cong ty cho cé hién tai 1an twong lai. Mang WLAN c6 dugc sy phé bién nhanh
nhu vay 1a do tinh dé cai dat cua chung. Gia st mot mang WLAN bat dau véi
mot AP va 5 nguoi ding c6 thé phat trién nhanh chong 1én 15 AP va 300 nguoi
ding trén toan bo campus clia cong ty. Vi thé, co ché bao mat da sir dung cho 1
AP khéng con thich hop nita khi s6 luong ngudi ding ting 1én dén 300 nguoi.
Cong ty co thé lang phi tién bac vao cac giai phap bao mat ma co6 thé nhanh
chong bi 16i thoi khi WLAN phat trién. Trong nhiéu trudn hop, cac cong ty da
co 55n IDS (Intrusion Detection System), firewall hay RADIUS servaer, khi
quyét dinh lua chon giai phap bao mat khong day thi hdy tan dung nhing thiét
bi c6 sin dé giam chi phi xudng thap nhat co thé.

5. Str dung cac cong cu bao mat khac:

- Tan dung nhitng cong nghé san c6 nhu VPN, Firewall, Hé thong phat hién
xam nhap (IDS = Intrusion Detection System), cac giao thirc va chuan nhur
802.1X, EAP, xac thuc nguoi dung véi RADIUS ... s€ giap cho mang khong
gidy duoc an toan hon nhiéu so v6i yéu cau ciia chudn 802.11. Chi phi va thoi
gian dé cai dit nhitng giai phap nay tiy thudc vao do 16n ciia doanh nghiép.

6. Giam sat nhirng phan cirng gid mao:

- Pé phat hién duogc nhitng AP gia mao thi ban nén thudng xuyén kiém tra cac
AP hién c6 cua minh nhung khong nén thong bao rong rai diéu nay. Chu dong
phat hién va loai bo nhitng AP gia s& giup chdng lai hacker va cho phép admin
duy tri va diéu khién mang mot cach an toan. Thuong xuyén kiém tra bao mat
dé xac dinh nhitng AP ¢6 ciu hinh sai c¢6 thé gdy nguy hiém cho mang. Céu
hinh hién tai nén duoc so sanh v&i nhitng cdu hinh di luu trude d6 dé biét duoc
lidu ngudi dung hay hacker di thay d6i ciu hinh ctia AP hay chua. Ban ciing co
thé cai dat va giam sat viéc truy nhap cua ngudi dung nham muc dich phét hién
nhimg truy nhap trai phép trén phan doan mang khong day. Kiéu giam sat nay
c6 thé giup tim lai nhiing thiét bi khong day da bi mat.



7. Switch, not Hub:

- Mdt chinh sach khac nén duoc tuan thua 13 ludn ludn két ndi AP véi Switch
thay vi Hub. Hub 13 mot thiét bi broadcast, vi thé, moi goi tin ma Hub nhan
dugc s& duoc phat ra trén tit ca cac port ciia Hub. Néu AP duoc két ndi véi
Hub thi moi goi tin truyén trong mang c6 ddy s& dugc broadcast ra mang co
day. Piéu nay s& giup hacker thu thap thém duoc nhimng thong tin gi tri nhu
password hay IP address.

8. Wireless DMZ.:

Mot y tuong khac trong bdo mat mang WLAN la tao ra mdt vung phi quén su
khong day (WDMZ = Wireless Demilitarized Zone). Vi¢c tao ra nhirng
WDMZ nay st dung Firewall hay Router c6 thé ton kém tity thudc vao muc do
cua vi¢c cai dat. WDMZ thuong dugc cai dat ¢ nhiing moi truong WLAN
trung binh va 16n. Vi AP 1a mét thiét bi khong an toan va khong dang tin vi thé,
chung nén duoc cach ly khoi nhitng doan mang khac bang mot Firewall.

FIGURE 10.13 Wireless DMZ

9. Cap nhat Firmware va Software:

- Ban nén thuong xuyén cap nhat firware va driver cho AP va card mang. Viéc
sir dung firmware va driver phién ban méi nhét s& gitp tranh dugc nhing 15
hdng bao mat di biét, vi chung dugc cac nha san xuit va nhimg 16 hong nay
cling nhu thém vao cac tinh ndng maoi.



Bai 43:
LO HONG SSID TRONG MANG WIRELESS

1. Tinh nang quang ba SSID:

- Céc wireless network admin thuong hay tit tinh ning quang ba Service Set
Identifier (SSID) trén Access Point (AP) hay router nham muc dich bao mat.
Tham chi mot ngudi khi d biét noi c6 thé truy nhap mang khong day thi ho
van khong thé két ndi duge néu ho khong biét SSID.

- Vi vy, viéc lam an SSID bang céch tat tinh ning quang ba SSID c6 thé ngin
chén viéc truy nhdp trai phép vao mang. Tuy nhién, dung de dleu nay danh lura
nhan thirc vé& bao mat ctia ban. Mot nguoi véi thiét bi can thiét vin c6 thé dé
dang lay duoc SSID ciia mang.

- Theo cau hinh mic dinh, cac beacon duoc goi boi AP hay router s& chtra cac
SSID dé thong bao cho cac client trong ving cua minh. Cac SSID nay duoc
hién thi trong Windows XP nhu 1a cdc mang san c6. Tuy nhién, khi tat tinh
ning quang ba SSID thi beacon s& khong chira SSID nita, didu nay s& ngin
chin viéc hién thi mang trong Windows XP. Néu né dugc st dung véi cac
phuong thirc ma hoa khac thi c6 thé giup bao vé mang cia ban.

2. Phat hién SSID khi n6 khong dwgc quang ba:

- Tuy nhién, viéc tit tinh ning quang ba SSID trén AP hay router s& khong thé
ngan chdn duoc cac hacker hay war driver phat hién ra mang khong day va
tham chi 1a ca SSID nita. Cac hacker c6 thé sir dung phan mém hop 1& nhu
AirMagnet 13 c6 thé d& dang phat hién ra SSID cho du n6 c6 duoc quang ba
trong beacon hay khong.

- AirMagnet s& chup 14y SSID tir cac géi tin dugc gdi trong mang giira cac
client. SSID duoc chira trong cac association request, va trong mot sd truong
hop ca probe request va probe response déu chira nd mic du ban da tit tinh
ning quang ba SSID rdi. Vi dy, SSID ctia mang c6 thé bi chup 1ay boi
AirMagnet khi mdt client trong mang boot up thuc hién viéc két ndi vao mang
khong day, lac d6 client s& gai goi tin association request dén AP dé co thé két
n6i vao mang khong day.

- Hacker va war driver c6 thé st dung céc cong cu khac nhu AirJack cling c6
hiéu qua twong tu. Cac cong cu nay lam viée bang cach gai mot goi tin de-
association gia dén mot client nao d6. Diéu nay s& 1am cho client thyc hién viéc
re-authentication va re-association voi AP. Cac cong cu nay s€ nhanh chong
chup lay SSID ciia mang tir cic goi tin association request.

3. Céc diéu cin nhé:

- Viéc bo tinh ning quang ba SSID chi c¢6 thé gitip bao vé mang cia ban bang
cach an no trudc nhitng ngudi ding binh thudng.

- Sir dung tinh nang an SSID khong c6 nghia 14 ban khong con can dén WAP
hay WPA dé bao mat mang.

- Céc cong cu dé phat hién va phan tich ludn ludn sin c6 bét cir khi nao, cho du
ban c6 su dung phuong phap bao mat nao di nira.



Bai 44:
CHINH SACH BAO MAT CHO DOANH NGHIEP SU DUNG WLAN

- Mbi cong ty sir dung WLAN nén c6 mét chinh sach bao mat trong d6 dua ra
cac mdi nguy hiém ma mang WLAN c6 thé gip phai. Vi dy, néu kich thudc
cell khong thich hop thi s& cho phép cac hacker c6 thé két ndi vao mang tir
ngoai duong hay bii dau xe, vi thé ban nén dua chi tiét nay vao trong chinh
sach bao mat. Cac chi tiét khac c6 thé c6 trong chinh sach bao mat bao gom
mat ma, WEP key, st dung céc giai phap bao mat cao cip, thuong xuyén kiém
ké phan cimg WLAN ... Ngoai ra con ¢6 nhiéu yéu té khac tily thudc vao nhu
cau bao mat cua cong ty cling nhu mirc do rong 16n ctia mang WLAN.

- Loi thé cua viée ¢, cai dat va duy tri mdt chinh sach bao mat viing chéc 1a rat
nhiéu. Ngin chin viéc mat trom dit liéu, ngin chin nhimg ké pha hoai hay gian
di€p, bao v¢ bi mat kinh doanh ...

- Khéi dau ctia mot chinh sach bao mat chinh 1a quan ly. Nhan dién dugc
nhitng nhu cdu vé bao mat va iy thac nhiém vu phai tao ra dugc mot tai liéu
thich hop bao gdm chinh sach bao mat cho WLAN 12 mét wu tién hang dau.
Trudce tién, ngudi chiu trach nhi¢m bao mat WLAN phai dugce dao tao vé mit
cong nghé. Tiép theo, nhitng chuyén gia di dugc dao tao d6 phai lam viée voi
cap trén dé thong nhat vé mot chinh sach bao mat cho cong ty. Poi ngii cc ca
nhan di duoc dao tao ndy sau do6 c6 thé xay dung nén mét danh sach cac yéu
cau ma néu tuan thu theo s& dam bao cho mang khong day duoc bao vé giéng
nhu mang c6 day.

1. Giir nhirng thong tin nhay cidm dwgc bi mat:

- M6t s6 diéu ma chi c6 admin méi nén biét bao gom:

+ Username va password cua AP hay Bridge

+ SNMP strings

+ WEP key

+ MAC address list

- Viéc gitt nhiing thong tin nay trong tay nhirng nguoi dang tin cdy, nhiing
ca nhan tai nang nhu admin la diéu rat quan trong boi vi nhitng ké pha hoai hay
hacker c6 thé dé dang st dung nhiing thong tin nay dé truy cap vao mang va
céc thiét bi mang. Nhing thong tin niy c6 thé duoc luu trit theo nhiéu cach an
toan khac nhau. Trén thi trudng hién nay c6 cac img dung sir dung ma hoa rat
manh danh cho muc dich luu trir nhitng thong tin nhay cam.

2. Physical Security:

- Mic du physical secirity 1a rat quan trong d6i véi mang co6 day truyén thong
nhung no lai cang quan trong hon 601 v01 nhing cong ty co su dung cong nghé
WLAN. Vi hacker c6 thé khong can phai & trong toa nha mai c6 thé két ndi vao
mang dugc ma chi can ¢ ngoai dudng hay bai dau xe 13 di. Tham chi nhitng
phan mém phat hién xam nhap 1a khong di dé ngan chin cac hacker danh cap
nhiing thong tin nhay cam. Tan cong bi dong khong hé dé lai dau vét nao trén
mang boi vi hacker khong that sy két ni vao mang ma chi ling nghe. Hién nay
¢6 nhitng ing dung co thé 1am cho card mang hoat dong trong ché d6 hdn hop



(promiscuous mode) cho phep truy cép dir liéu ma khong can phai thiét 1ap két
noi.

- Khi WEP la giai phap bao mat duy nhét trong mang WLAN thi ban nén kiém
soat chic ché nhirng user dang st dung thiét bi khong ddy thudc sé hitu caa
cong ty, chang han nhu khong cho phép ho mang nhiing thiét bi d6 ra khoi
cong ty. Vi WEP key duoc luu trit trong firmware cta thiét bi, vi thé thiét bi di
dén dau thi diém yéu nhit ciia mang nam & d6. Admin nén biét ai, & dau va khi
nao cac PC card bi dem ra khdi cong ty.

- Admin nén biét mot diéu 1a WEP ban than n6 khong phai 1a mét giai phap
bao mat an toan. Tham chi vdi viéc kiém soat chic ch& nhu trén nhung khi card
bi danh roi hay l[am mét thi nguoi st dung phai co6 trach nhiém béo cao su mét
mat d6 ngay 1ap tirc cho admin dé admin cé thé dua ra mét sb bién phap ngin
ngira can thiét. O day, admin c6 thé thiét 1ap lai MAC filter hay thay d6i WEP
key ..

- Vlec thuong xuyén tim kiém quanh cong ty dé phat hién nhimmg hanh dong
kha nghi la mét cach hi¢u qua de giam nhimg nguy co tiém 4n. Nhan vién bao
vé nén duogc huin luyén dé nhan biét dugc nhiing phan cung 802.11 la va canh
bao cho cong ty dé tim kiém nhiing ké pha hoai dang an nup déu d6 trong toa
nha.

3. Kiém k& thiét bi WLAN va mtrc d bao mat:

- Nhu 1a mot phan bd sung cho chinh sach bao mat vat 1y, tit ca cac thiét bi
WLAN nén thuong xuyén duoc kiém ké dé théng ké cac truy nhap hop phép
cling nhu ngin chin viée sir dung cac thiét bj khong day mot cach trai phép.
Néu nhu mang qua 16n va c¢6 quéa nhiéu thiét bj khong day thi viéc thuong
xuyén kiém keé thiét bi 1a khong thyc té. Trong trudng hop nay, chiing ta nén
cai dat mot giai phap bao mat khong dua trén phan cing ma dua trén username
va password hay cac giai phap khac. P6i voi mang vira va nho thi viée kiém keé
hang thang hay hang quy sé& gitp biét dugc nhitng mat mét vé thiét bi.

- Thudng xuyén scan mang bang sniffer dé tim kiém nhiing thiét bi gia mao 1a
mot bude quan trong dé giup bao mat mang. Hiy xem xét truong hop mot
mang khong day phirc tap (va mac tién ) da duogc cai dit v6i chinh sach bao
mat hop 1y. Nhung néu mot nguoi ding tu ¥ cai dat thém mot AP trong mang
thi diéu nay c6 thé sé tao ra nhitng 16 hong cho hacker lgi dung va né ciing pha
v cac chinh sach bao mat tbt (va mic tién) da duoc cai dat.

- Kiém ké vé phﬁn cung cling nhu mtrc d¢ bdo mat nén dugc document lai
trong chinh sach bao mat cua cong ty. Cac budc da thuc hién, cac cong cu da
duoc st dung va cac bao cdo nén dugc rd rang trong chinh sach bao mat va
cong viéc nham chan nay khong nén l[am mot cach so sai. Cac nha quan 1y nén
thudng xuyén nhan dugc nhing bao cao kiéu nay tir cac admin.

4. Str dung cac gidi phap biao méat cao cip:

- Céc cong ty c6 sir dung mang WLAN nén tan dung nhitng uu diém cua céac co
ché bao mat hién c6 trén thi truong. Mot yéu cau véi chinh sach bao mat 1a bat
ky mot sy cai dat nao cua cac co ché bao mat déu phai dugc document lai mot
cach 13 rang. Boi vi nhitng cong nghé nay kha méi, doc quyén va thuong dugc



str dung két hop véi cac giao thirc hay cong nghé bao mat khac nén ching phai
dugc document lai dé lac c6 nhiing 16 hong xut hién thi admin c6 thé xac dinh
& dau va 1am thé nao ma 156 hong lai xuat hién.

- Boi vi ¢0 it nguoi trong nghanh cong nghiép cong nghé thong tin dugc dao
tao bai ban vé cong ngh¢ khong day nén nhirng so xuat ctia nguoi str dung co
thé 1am hong mang hay d¢ lai nhitng 15 hong cho hacker. Nhitng sai 1am nay
ctia cac nhan vién 1a mot 1y do rat quan trong cho viéc phai document mot cach
rd rang tinh ndng bao mat da cai dat.

5. Mang khong day cong cong:

- Mot diéu khong thé tranh khoi la cac nhan vién voi thong tin nhay cam trén
may laptop ctia ho s& két ndi véi mang khong day cong cong. Mot yéu cau nén
c6 trong chinh sach bao mat 1a budc tat ca cac nhan vién chay cac phan mém
tuong lira (firewall) c4 nhan va cic phan mém antivirus trén mdy tinh laptop
ctia ho. Hau hét cac mang khong ddy cong cong c6 rét it hoat khong co6 mot co
ché bao mat nao nham 1am tang tinh don gian cho ngudi sir dung lic két ndi
ddng thoi ciing 1am giam nhitng yéu ciu vé hd tro k¥ thuat tir nguoi sir dung.

- Tham chi nhiing upstream server trén doan mang c6 day da dugc bao vé thi
ngudi ding khong day van c6 nguy co bi tin cong. Hiy xem xét tinh huéng
trong d6 hacker ngdi & san bay sir dung cac diém nong wi-fi (wi-fi hot spot).
Hacker ndy c6 thé sniff (Iing nghe, diéu tra ...) mang WLAN dé lay duoc
username, password, dang nhap vao h¢ théng doi cho nguoi dung cling dang
nhap vao. Sau d6 hacker c6 thé ding ping dé scan qua toan bd subnet tim kiém
nhirng ngudi dung khac va bac dau hack vao laptop cua ho.

6. Gidi han va theo dé6i truy cap:

- Hau hét mang LAN cua doanh nghiép déu c6 mot sé phuong phap nao do dé
gi61 han va theo ddi su truy cap ctua nhan vién trong mang LAN. Thong thuong
thi hé thong s& duoc trién khai dich vu AAA (Authentication, Authorization,
Accounting). Dich vu nay cling nén dugc document lai va cai dat nhu 1la mot
phﬁn cua bao mat mang WLAN. Dich vu AAA s& cho phép doanh nghiép gan
quyén truy cap dén mot 16p nguoi dung nao d6. Vi du, khach hang chi duoc
cho phép sir dung internet trong khi nhan vién s& dugc truy cap dén server noi
b0 va internet.

- Viéc luu giit nhitng thong tin vé quyén truy cdp cua user ciing nhu nhimng thao
tac ho da thuc hién s€ 1a mot bang ching quan trong dé biét duoc aida lam gi
trén mang. Chang han, néu nhan vién dang nghi phép va trong sudt ky nghi
phép d6 account ciia ho dugc sir dung lién tuc thi c6 thé biét dugc account do
da bi hacker biét dugc password. C6 dugc nhirng thong tin vé cac thao tac da
1am s& giup cho admin biét dugc diéu gi di that sy xay ra voi mang dé c6 bién
phap dbi phé thich hop



Bai 45:
CAC VAN PE CAN XEM XET KHI TRIEN KHAI WLAN

Sau khi ban d3 két thuc site survey va ¢ duoc ban dd trién khai vat 1y, ban c6
thé chuyén sang budc tiép theo ctia qua trinh trién khai. Mot mang WLAN bao
mat doi hoi phai cd6 AAA Server nhu RADIUS dé cho phép xéc thuc theo
nguoi ding. Hon nita, ban nén trién khai 1 co ché dé quan Iy WLAN.

1. Céc van dé cin xem xét khi trién khai 802.1X:

- Giai phap 802.1X yéu cau phai c6 AAA server dé cung cip xéac thuc theo
nguoi dung. AAA server thuong duogc dat ¢ trung tam dir liu (data center) da
duge bao vé. Vind nam & layer 3 va c6 toc d6 chuyén mach ciia duong day
(wire-speed) nén ban c6 thé do dat duoc do tré cia mang giita bién mang
(network edge) va data center vao khoang vai milisecond hay tham chi
microsecond.

- Viéc trién khai 802.1X tré nén phirc tap hon khi phai trién khai qua két ndi
WAN. Két nbi WAN thuong c6 bang thong (bandwidth) thap hon so voi két
nbi LAN va két qua 12 nghén c6 thé xuét hién trén nhitng két ndi nay. Nghén c6
thé c6 nhitng anh huong déng ké 1én xac thyc 802.1X vi nd ¢o thé drop (hiy
bo) nhirng gdi tin RADIUS lam cho viéc xac thuc ctia tram client bi time out
nhu dugc minh hoa trong hinh dudéi.

Figure 8-7. WAN Link Congestion Impacting 802.1x Authentication
in Remote Sites
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- Ban c¢6 thé han ché anh hudng bang 2 cach sau:
+ St dung QoS dé wu tién cac goi tin 802.1X RADIUS duoc truyén qua
két ndi WAN
+ Cai dat AAA server cuc b ¢ chi nhanh

U tién goi tin 802.1X RADIUS sir dung IP QoS:

- Phuong phap nay cung cap do wu tién cho cac goi tin 802.1X khi két ndi
WAN xay ra nghén. Dbi voi cac mang da trlen khai QoS dé hd tro cac ing
dung VoIP thi hau nhu chiing ta khong can ciu hinh gi thém.

- VoIP thudng c6 gia tri IP Precedence bang 5 va gia tri DSCP (Differentiated



Service Code Point) 1a EF (Expedited Forwarding). Video c6 IP Precedence
bang 4 va DSCP 1a AF41 dén AF43. Cac giao thtrc diéu khién cudc goi VoIP
(MGCP hay H.323) c6 IP Precedence bang 3 va DSCP 1a AF31 dén AF33. Cac
g6i tin 802.1X RADIUS c¢6 thé duoc xem nhu 1a control traffic nén c6 thé xép
vao IP Precedence bang 3 va DSCP 1a AF31 dén AF33. Bang du6i diy tom tat

cac gia tri nay.
Table 8-1. IP QoS Summary

Function IP Precedence Value DSCP Value
é\!oice (VoIP) 5 EF

Video 4 AF41-AF43
'Signaling (VoIP call control, 802.1x) 3 |AF31-AF33
Normal data 0 0

- Viée str dung QoS dé wu tién traffic cia 802.1X RADIUS khong giai quyet
dugc hét moi van dé lién quan dén viéc xac thyc tir xa. Cac van dé sau van ludn
ton tai:

+ Khong c6 dich vu WAN (WAN outage)

+ Do tré clia WAN
- Néu két ndi WAN bi dut thi tram client khong thé truy cap vao WLAN ciing
nhu tai nguyén cuc bg. Vi két ndi WAN c6 d6 tré rat cao nhu vé tinh cling co
nhitng anh hudng xau dén qua trinh xac thuc vi né c6 thé lam cho viée xac thuc
bi time out l1am cho hi€u nang hoat dong cua station bi gidam sut nghiém trong.

Xéac thuc cuc bg ¢ chi nhanh:

- Xéc thyc cyc bd ¢ chi nhanh dudng nhu 13 mot giai phap tot dé giai quyét van
dé, nhung né cling khong phai 1a mdt cong cu chira dugc bach bénh. Viéc trién
khai AAA server & chi nhanh ¢ nhiing van d¢ sau:

+ Chi phi — Pdi véi nhiing cong ty ¢ nhiéu chi nhanh thi can it nhat 1 server &
moi chi nhanh

+ Kha nang quan ly

- S6 luong authentication server c6 thé 1én dén hang ngan tuy thudc vao su
trién khai

- Viéc phai tai tao lai co sé dit li¢u nguoi dung cho mdt lugng 16n céac chi
nhanh c6 thé 12 mdt van dé khé thuc hién

- Viéc truy cap cia admin co thé 12 mot van dé néu nhu cic admin & chi nhanh
can thudng xuyén truy cdp vio server trung tim

- M6t sb nha san xuat nhu Cisco da tich hop authentication server vao trong AP
dé gitip nguoi dung tiét kiém chi phi va nhiing rac rdi lién quan dén viéc quan
Iy AAA server cuc bo nhu dugc minh hoa trong hinh dudi



Figure 8-8. Local Authentication Service on the AP
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2. Quéan ly WLAN:

- Quan ly mang n6i chung va quan Iy WLAN noi riéng 1a mot chu de 16n va
can phai c6 mot sach khac néi vé chung. Phan nay chi dua ra mot s6 khai niém
quan trong noi bat nhat cin phai xem xét trong sudt qua trinh trién khai.

- Trong bat ky kiéu mang nao, ban khong thé quan Iy nhirng gi ma ban khong
thé do dat dugce

- Trong cac mang 16n, c6 thé 1én dén hang ngan thiét bi can dugc quén 1y.
Trong cac trién khai mang WLAN cho mét doanh nghiép 16n khong hiém khi
ta thiy s lugng AP nhiéu gap 3 1an binh thuong. WLAN c¢6 thé s& anh hudng
chinh dén viéc ban s& quan 1y mang nhu thé nao. Pé c6 duoc mot mang WLAN
hoat dong dang tin cdy nhu mang LAN va giam thiéu nhitng phirc tap trong
viéc quan ly thi ban can phai c6 mot giai phdp quan ly trong dé bao gom viéc
quan 1y WLAN.

- Nhitng nha phé chuan WLAN dau tién da gap nhitng kho khin vé ganh ning
quan Iy trong WLAN. Hau hét cac goi quan 1y gia ré rat khé mo rong dén hang
ngan thiét bi ma khong phai st dung nhiéu tram quan 1y, va khong c6 mot giai
phap nao dua ra nhitng chtrc ning quan Iy song vo tuyén (RF). Nhiing thiéu sot
nay lam cho viéc trién khai WLAN c¢6 hiéu nang hoat dong nghéo nan va bude
admin phai ty phat trién nhitng cong cu riéng ctia ho dé quan Iy WLAN mot
cach hi¢u qua.

- Nhiéu giai phap quan Iy WLAN cung cép céac dich vu quan Iy giéng v6i mang
c6 day nhu: SNMP, giam sat 15i, thu thap cac bay 13i (trap), phan phdi céu
hinh, phan phdi firmware ... Tuy nhién, khéng c6 giai phap nao cho admin co
c4i nhin sau hon vé& ban than mang vo tuyén. Hiéu ning cia WLAN khéc nhau
rt 16n trong cac cai dit khac nhau. Vat liéu cua tuong va vi tri ctia nhidu bén
ngoai nhu 10 vi séng c¢6 thé anh hudng dén hiéu nang cia WLAN. Ngoai ra thi
cac thiét bi Bluetooth, ad-hoc client va mang WLAN cua hang x6m s& lam suy
gidm hi¢u ndng cia WLAN dén mure d6 khong thé sir dung duogc.

- Viéc quan 1y dugc song vo tuyén sé cho phép admin nhin thiy duoc cac van



dé nhu vay va tuy thudc vao cac giai phap cai dat ma no6 co thé tu dong diéu
khién céac tham s6 cua radio (song vo truyén) nhu lya chon kénh/tan s6 va cong
suat truyen cua client/AP dé thich nghi véi méi truong RF.

Két luan;

- Quyét dinh cua ban khi trién khai mang WLAN la diéu quan trong dé tbi vu
mang WLAN:

+ Kiéu nguoi ding nao s& sir dung WLAN? (c6 tinh di dong cao hay chi thinh
thoang)

+ Kiéu tng dung nao ma nhiing ngudi ding nay sé st dung trong WLAN?
-Mic du 2 ciu hoi ndy 1a rat co ban va hau nhu ban than n6 da tu giai thich
nhung chiing van thuong bi bé quén trong luc trién khai. Chiing 1a nén tang cho
viéc tiét kiém chi phi trong sudt qué trinh trién khai, chinh 1a trong viéc lya
chon kiéu trién khai coverage-oriented hay capacity-oriented.

- M6t khi ban di chon duge kiéu trién khai thi viéc biét duogc cac cong cu dé
thuc hién site survey ciing nhu cac trudng hop site survey thuc té ¢ thé giup
ban tiét kiém thoi gian va tién bac cho mot cong viéc nham chan va ton thoi
gian. Ngay nay, site survey la mot cong viéc thu cong c6 nghia la nguoi khao
sat s¢ phai thuc hién tat ca cac do dat cling nhu tinh toan. Cting voi sy phat
trién cia WLAN thi cac cong cu quan 1y ciing gitip tw dong mot sb tién trinh
nay.

Bai 46:
CAC CONG NGHE CANH TRANH VOI WLAN

C6 nhiéu cong nghé canh tranh vai cac chuan 802.11. Khi nhu cau kinh doanh
thay d6i va cong nghé da duoc cai tién thi van lién tuc c¢6 nhiéu chuan méi
dugc tao ra dé hd trg cho thi truong. O diy ching ta xét nhitng cong nghé sau:
+ HomeRF

+ Bluetooth

+ Infrared

+ OpenAir

1. HomeRF
- HomeRF hoat dong trong bang tan 2.4 Ghz va sir dung cong nghé nhay tan
(frequency hopping). Cac thiét bi HomeRF nhay khoang 50 hop trong mot gidy
— khoang 5 dén 20 1an nhanh hon cac thiét bj 802.11 FHSS. Phién ban méi 1a
HomeRF 2.0 st dung quy tic nhay tan bang rong (wide band) méi da dugce phé
chuan boi FCC. Hay nh¢ lai cac quy tac sau dugc ap dung sau ngay 31/8/2000:
+ Tén s6 song mang rong 16n nhit 1a 5 Mhz
+ [t nhat 1a 15 hop trong mot chudi nhay (hop sequence)
+ Cong suat phat toi da 1a 125 mW.
- Boi vi HomeRF cho phép tang tan sd song mang va rat linh hoat trong
viéc cai dit nén co ngudi nghi ring nhay tan bang rong s& phd bién. Tuy



nhién, diéu nay da khong xay ra. Mic du ¢6 thuan loi vé mat toc do (10
Mbps) nhung van khong bu dugc nhitng bat loi vé gidi han cong suit phat
125 mW. Piéu nay gay ra giéi han viéc nhdy tan bang rong chi trong pham
vi 150 feet. Nhiing gi6i han nay d& lam cho cac thiét bi nhay tan bang rong
chi duoc sir dung chu yéu trong méi truong SOHO.

- HomeRF su dung giao thitc SWAP, 1a mot su két hop gitta CSMA va
TDMA. SWAP 1a mot sy lai tai gitta 802.11 va chuan DECT va da duoc
phat trién boi nhom 1am viéc HomeRF. Cac thiét bi HomeRF 1a céac thiét bi
duy nhat trén thi truong hién tai van con sir dung cc quy tic nhdy tan bang
rong. Cac thiét bi HomeRF dugce xem 1a bao mat hon 802.11 trong vi¢c su
dung WEP bdi vi HomeRF str dung 32 bit IV thay vi chi 24 bit nhu trong
802.11. Hon nita, HomeRF chi dinh cac IV duoc chon nhu thé nao trong
qué trinh ma hoa. 802.11 khong c6 qua trinh nay nén no rat dé bi tan cong.

2. Bluetooth

- Bluetooth 1a mot cong ngh¢ nhay tan khac hoat dong trong bang tan 2.4 Ghz
ISM. Ty 18 nhay cta cac thiét bi Bluetooth khoang 1600 hop trong mét gidy (co
dwell time khoang 625 uS) vi thé chiing c6 chi phi nhiéu hon dang ké so voi hé
thong nhay tan trong 802.11. Ty 1¢ nhay cao ciing giup cho cong ngh¢ khang cu
t6t hon voi nhidu bang hep. Cac hé thong Bluetooth khong duoc thlet ké dé co
throughput cao nhung lai rit don gian trong sir dung, c6 cong suat thip va
khoang cach ngin (WPAN). Chuan IEEE 802.15 bao gom céc dic ta cho
Bluetooth.

- Mot diém bat loi 16n nhat trong viéc st dung cong ngh¢ Bluetooth 1a chung
dudng nhu pha hiy hoan toan cac mang 2.4 Ghz khac. Toc do nhay cao ciia
Bluetooth trong toan bd bang tan 2.4 st dung dugc 1am cho tin hiéu Bluetooth
xudt hién trong cac hé thong khac nhu 1 nhidu all-band (all-band interference).
Bluetooth ciing 4nh hudng dén cac hé théng FHSS khac. Nhiéu all-band ¢
nghia 1a [am héng tin hi€u trong toan bo day tan s6 co thé st dung duoc.
Nhung la thay, nhiéu ngugc (counter-interference) (nhiéu cia mang WLAN
gdy ra cho Bluetooth) khong anh hudng dén cac thiét bi bluetooth mot cach
nghiém trong nhu 1 nhiéu ciia Bluetooth gay ra cho cac thiét bi WLAN.

- Céc thiét bi Bluetooth hoat dong trong 3 16p cong suat: 1 mW, 2.5 mW va
100 mW. Hién tai thi rat it thiét bi bluetooth st dung 16p 3 (100 mW). Cac thiét
bi bluetooth 16p 2 (2.5 mW) c¢6 pham vi hoat dong t6i da 1a 10 mét (33 feet).
Néu ban mudn mé rong ving hoat dong thi ban nén sir dung anten dinh hudng.

3. Infrared Data Association (IrDA)

IrDA khong phai 1a mot chuan nhu Bluetooth, HomeRF hay 802.11 ma 1a mot
td chie. Puoc thanh 1ap vao thang 6 ndm 1993, IrDA 1a mdt td chirc ¢6 nhiém
vu tao ra cac chuan c6 thé tuong tac voi nhau, chi phi thap, cong suat thap,
half-duplex, serial data interconnection ho trg cho cac ngudi dung di dong
trong md hinh point-to-point va c6 thé gan vao cic phan cing may tinh khac
nhau. Truyén thong duoc s dung chu yéu trong cac may tinh toan (calculator),
may in, cc lién két building-to-building va cac may tinh cim tay.



Infrared (IR):

- Infrared 1a mot cong nghé truyén truyén thong dua trén anh sang chir khong
phai la mot cong ngh¢ trai pho. Céc thiét bi IR co thé dat duoc toc do tdi da 1a 4
Mbps ¢ khoang cach gan nhung vi n6 1a mot cong ngh¢ dya vao anh sang nén
cac nguon anh sang IR khac c6 thé gay nhidu dén viéc truyén thong IR. Toc do
thuong thiy ctia mot thiét bi IR 1a khoang 115 Kbps 1a du cho viéc trao doi dir
lidu giita cac thiét bi cam tay. Mot loi thé quan trong ctia mang IR 13 n6 khong
gy nhidu véi mang trai phd RF nén chung cé thé dugc sir dung cting v6i nhau.
Security:

- Tinh bdo mat cua ban than cac thiét bi IR 1a rat tuyét voi do 2 nguyén nhan
chinh. Thtr nhat, IR khong thé truyén xuyén tuong & mirc cong suét thap nhu
thé (2 mW). Thir 2, mot hacker hay mot ké nghe 1én phai can thiép truc tiép
vao cac beam dé c6 thé truy cap vao cac thong tin dugce truyén. Vi PDA va
Laptop, IR dugc str dung cho cac ket nbi point-to-point ¢ mot khoang cach rat
ngan vi thé, tinh bao mat 1a khong can thiét trong truong hop nay.

Stability (tlnh on _dinh):

IR khong thé truyén xuyén tuong ma né s& phan xa lai khoi tuong va tran nha.
Infrared khong bi pha huy boi tin hi€u dién tur, diéu nay lam tang tinh 6n dinh
cua hé thong IR. Céc thiét bj IR quang ba (broadcast) c6 the dugc treo trén tran
nha. Thiét bi IR quang bé (twong tu nhu anten RF) s& truyén séng mang IR va
cac thong tin theo tit ca moi hudng. Vi 1y do tiéu thu dién ning nén Broadcast
IR thuong dugc st dung trong nha. Truyén thong IR point-to-point c6 thé duge
st dung outdoor va c6 pham vi hoat dong tdi da 1én dén 1 Km (khoang 3280
feet) nhung khoang cach nay c6 thé bi 1am ngin lai boi anh sang mit trdi. Anh
sang mat troi xap xi 60% anh sang infrared va c6 thé lam suy yéu tin hidu
broadcast IR mot cach nghiém trong.

4. Wireless LAN Interoperability Forum (WLIF)

- Chuan OpenAir 14 chuan dugc tao ra boi WLIF (hién tai thi dién dan nay
khong con hoat dong nita) nhu 13 mot hé théng WLAN thay thé cho 802.11.
OpenAiir c6 2 tdc do hoat dong 1a 800 Kbps va 1.6 Mbps. Céc hé théng
OpenAir va 802.11 khong twong thich v6i nhau va khong thé twong tac dugc
v6i nhau. Hién nay thi chuan nay rat it duoc sir dung. OpenAir tap trung chii
yéu vao cac thiét bi FHSS va chi hoat dong ¢ 2 toc do.



Bai 47:
CAC BANG PUQC SUDUNG TRONG CHUYEN MACH

- Cac Catalyst switch chira mot vai kiéu bang dé st dung cho qua trinh chuyén
mach. Céac bang nay duoc thay d6i d6i v6i chuyén mach 16p 2 hoic da 16p, va
dugc gitr trong mot bo nhd nhanh dé nhiéu trudng bén trong mot frane hodc goi
duoc so sanh song song.

1. B nhé ngi dung dia chi CAM (Content Addressable Memory):

- Tét ca Catalyst switch déu sir dung mot bang CAM cho chuyén mach 16p 2.
Vi frame dén cac port cua switch, nén dia chi MAC nguén duoc hoc va ghi lai
trong bang CAM. Ca port dén va VLAN déu duogc ghi lai, cing véi mot danh
dau thoi gian (timestamp). Néu mot dia chi MAC hoc trén mét port chuyén
sang port khéc, thi dia chi MAC va timestamp duogc ghi lai cho hau hét cac port
dén trude do. Sau do, cac muc trude s& dugc xoan. Néu tim théy mot dia chi
MAC duoc di ton tai trong bang cho port dén chinh xac, thi timestamp s& duoc
cap nhat.

- Cac switch thuong c6 bang CAM 16n dé truy tim nhiéu dia chi cho viéc
chuyén tiép frame. Tuy nhién, khong gian bang khong du dé gitr mdi dia chi co
thé trén mot mang 16n. Dé quan 1y khong gian bang CAM, cac muc cil (dia chi
khong dugc dung trong khoang thoi gian nao do) s€ bi x6a. Khoang thoi gian
mic dinh 1 300s. Ta ciing c6 thé ciu hinh switch dé thay ddi gi4 tri mac dinh
nay.

- Piéu gi s€ xay ra khi dia chi MAC cua host dugc hoc trén mdt port cta
switch, va sau d6 chuyén sang port khac. Thong thudong muc bang CAM gbe
cua host c6 thoi han 1a 300s, trong khi dia chi cia n6 dugc hoc trén mot port
méi. Dé tranh viéc trung lép cac muc trong bang CAM, thi switch s€ lam sach
muc di ton tai d6i véi dia chi MAC duoc hoc trén port khac. Pay la diéu chép
nhan duoc vi dia chi MAC 1a duy nhit va mot host khong bao gid duoc thiy
trén nhiéu hon mot port trir khi mang ¢ van dé. Néu switch chii y rang, dia chi
MAC dang duoc hoc trén cac port qua lai, no s& phat ra mot thong diép bao 16i
dia chi MAC "flapping" gitra hai interface.

2. Bo nh¢ ngi dung dia chi bac ba TCAM (Ternary Content Addressable
Memory):

- Trong céach dinh tuyén truyén théng, cac ACL c¢6 thé so khép, loc, hoac diéu
khién luu luong dac biét. Danh sach truy cap duoc cAu thanh tir mot hodc nhiéu
muc truy cap (ACE - Access Control Entry), hodc so khop cau I¢énh duoc ude
lugng (Evaluating) trong 1énh theo sau. Viéc ude lugng (Evaluating) mot danh
sach truy cap c6 thé bo sung thoi gian vao cac goi chuyén tiép.

- Tuy nhién trong chuyén mach da 16p, tt ca qua trinh so khdp ma cac ACL
cung cip duogc thue hién ¢ phan cing. TCAM cho phép mét goi duoc wdce
luong dira vao toan bo danh sach truy cép trong bang tra ciru. Hau hét switch
c6 nhidu bang TCAM dé bao mat ca trong va ngoai, va cac QoS ACL duoc udc
luong ddng thoi, hodc hoan toan trong quyét dinh song song chuyén tiép 16p 2
hodc 16p 3.



- Phan mém IOS cua Catalyst co6 hai thanh phén dé thuc thi hoat dong cua
TCAM:

* Qudn ly tinh nang FM ( Feature Manager): sau khi mot danh sach truy cap
duoc tao hodc cdu hinh, phdn mém quan 1y tinh ning sé& bién dich, va cac ACE
s& duoc hop nhit vao trong toan bd bang TCAM. Sau d6 TCAM dugc tra ctru
v6i toe do chuyén tiép frame.

* Qudn Iy co sé dir ligu chuyén mach SDM ( Switching Database Manager):
ta c6 thé chia TCAM trén cac Catalyst switch thanh cc ving c6 chirc ning
khac nhau. Phan mém SDM c4u hinh hoic cac phan chia TCAM nay néu can.

Ciu triic bing TCAM:

- TCAM la mét bang mo rong cia bang CAM, nén no cling thyc hién truy tim
dwa trén thuat toan so tring gdm c6 hai gié tri vao 1a bit 0 va 1, cho két qua
nhanh nhung hoat dong cua triru tuong hon. Vi du gia tri nhi phan (0 va 1) 1a tu
khoa trong bang, nhung gia tri mat na ciing dwoc sir dung dé quyét dinh bit nao
c6 lién quan thyc su. Nhu vay tir khoéa ctia bang TCAM c6 ba gia tri d6 1a 0,1
va X.

- Toan bd TCAM duogc so sanh két hop ca ba gia tri, mdt na va két qua (Value,
Mask, va Result). Cac truong c6 dugce tir header cua frame hodc packet va s€
duoc dua vao TCAM. Viée anh xa dugc thuc hién nhu sau:

* Value: 1a mot chudi 134 bit, gém co dia chi nguén va dich, va cac thong tin
giao thuc lién quan, tat ca déu duoc so tring. Thong tin moc ndi dén Value lién
quan dén kiéu danh sach truy cap duoc biéu dién trong bang 1. Value trong
bang TCAM lay truc tiép tir dia chi, port va thong tin giao thirc trong ACE.

» Mask: ciing 1a mot chudi 134 bit trong cting frame. Mark chi chon céc bit
Value, va bit mask s& duoc thiét lap dé so trung bit Value chinh x4c. Mask st
dung bang TCAM xuét phat tir dia chi hoidc bit mask trong cac ACE.

« Result: 1a gid tri bang sb cho biét hanh dong sau khi so tring xay ra & bang
TCAM. Vi du Result c6 thé 1a mot quyét dinh cho phép hoic khong, hodc gia
trj QoS, hodc con tré dén bang dinh tuyén két tiép. ..




Bai 48:
Recovery Password Switch !

Viéc crack password switch cuc ky don gidn trong cac dong switch sau:
2900XL, 3500XL, 2940, 2950, 2960, 2970, 3550, 3560, and 3750 series
switches

Port 1X LED

MODE Button

gﬁ;ijlﬁ .-;_ =
—_—

STAT LED = B
L e,

MODE Button 3

Nhan va gilr nt "mode" , bén trai cua switch, cho dén khi théy switch hién cac
cau thong bao "... password recovery mechanism is enable.."

Va doi switch khoi dong lai, Luc nay ta dugc cAu hinh rong. Ta di vao dugc
mode privileged . bé copy file cAu hinh cii 1én lai, muc dich stra, x04 password,
ta dung lénh :

Quote:

Switch#copy flash:config.text.rename running-config

CCNA# ’
Sau khi stra password da quén, ta luu cau hinh lai binh thuong .

Tuy nhién, v6i dong Switch 2955 series, ching ta khong thé sir dung nut
"mode" dé€ recovery password. Ma ta tién hanh cac budc sau :

G§ cép nguén switch, va gén lai, cling tuong tu router, ta nhéan QTRL + Break
d€ nhat tién trinh boot. ( Luu y : tuy vao h¢ diéu hanh ma ta c6 t6 hop phim
ngat khac nhau )

Quote:

C2955 Boot Loader (C2955-HBOOT-M) Version 12.1(0.0.514), CISCO



DEVELOPMENT TEST

VERSION

Compiled Fri 13-Dec-02 17:38 by madison
WS-C2955T-12 starting...

Base ethernet MAC Address: 00:0b:be:b6:ee:00
Xmodem file system is available.

Initializing Flash...

flashfs[0]: 19 files, 2 directories

flashfs[0]: 0 orphaned files, 0 orphaned directories
flashfs[0]: Total bytes: 7741440

flashfs[0]: Bytes used: 4510720

flashfs[0]: Bytes available: 3230720

flashfs[0]: flashfs fsck took 7 seconds.

...done initializing flash.

Cho doi thdy man hinh hién ra :

Quote:

The system has been interrupted prior to initializing the flash file system to
finish
loading the operating system software:

flash init
load_helper
boot

Nhén CTRL + Break

Quote:
switch:

GO command :

Quote:

switch: flash_init

Initializing Flash...

flashfs[0]: 143 files, 4 directories

flashfs[0]: 0 orphaned files, 0 orphaned directories
flashfs[0]: Total bytes: 3612672

flashfs[0]: Bytes used: 2729472

flashfs[0]: Bytes available: 883200

flashfs[0]: flashfs fsck took 86 seconds

....done Initializing Flash.

Boot Sector Filesystem (bs installed, fsid: 3
Parameter Block Filesystem (pb installed, fsid: 4

GO command



Quote:

switch: load_helper
switch:

Tiép tuc ta gd dir flash dé xem IOS trén switch

(Luu ¥, c6 ddu : sau chit flash)
Quote:

switch: dir flash:

Directory of flash:/

-rwx 1803357 <date> ¢3500x1-c3h2s-mz.120-5.WC7.bin

-rwx 1131 <date> config.text ( file lwu cAu hinh )-rwx 109 <date> info
-rwx 389 <date> env_vars

drwx 640 <date> html

-rwx 109 <date> info.ver

403968 bytes available (3208704 bytes used)

switch:

Ta stra file cdu hinh d3 luu password
Quote:

switch: rename flash:config.text flash:config.old

Enter boot command
Quote:

switch: boot

Loading "flash:c3500x1-c3h2s-mz.120-

5. WCT.bin".. #HHHHHHHHIHHHHHHHHEHR

R R R R R R R R R
HHHHHHHHHHHHHHHEH R

TR A TR R R TR TR R e e R e e
SR

File "flash:c3500x1-c3h2s-mz.120-5.WC7.bin" uncompressed and installed,
entry po

int: 0x3000

executing...

Sau khi khoi dong 1én :

Quote:

--- System Configuration Dialog ---

At any point you may enter a question mark '?' for help.
Use ctrl-c to abort configuration dialog at any prompt.
Default settings are in square brackets '[]".

Continue with configuration dialog? [yes/no]: n

Press RETURN to get started.

Switch>



Switch>en
Switch#

Stra file config lai thanh file config.text nhu lic dau :

Quote:

Switch#rename flash:config.old flash:config.text
Destination filename [config.text]

Copy file password cii 1én dé xo4, sira :
Quote:

Switch#copy flash:config.text system:running-config
Swpass#

Ta stra password xong, luu lai , két thiic qué trinh recovery password :
Quote:

Swl#write memory
Building configuration...
[OK]

Bai 49:
CAC THIET BI HA TANG MANG KHONG DAY
2.1. CAC THIET BI HA TANG MANG KHONG DAY (WLAN)
2.1.1. Diém truy cp: AP(access point)
Cung cap cho cac may khach(client) mét diém truy cap vao mang. AP 1a mdt

thiét bi song cong(Full duplex) c6 mirc do thong minh tuong duong véi mot
chuyén mach Ethernet phurc tap(Switch).
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Hinh 2-1: Access Point
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Hinh 2-2: Két néi giita Access Point va may tinh c6 hd tro card mang
khong day

2.1.1. Cac ché dd hoat dong ciia AP:

AP c6 thé giao tiép voi cac may khong day, v6i mang c6 day truyén théng va
voi cac AP khac. C6 3 Mode hoat dong chinh ctia AP:

TJChé d6 gdc (Root mode): Root mode dugc sir dung khi AP duoc két ndi véi
mang backbone c6 day thong qua giao dién c6 day (thuong 1a Ethernet) cua no.
Hau hét cac AP sé& hd tro cac mode khac ngoai root mode, tuy nhién root mode
la cfiu hinh mac dinh. Khi mét AP duoc két ndi voi phan doan c6 day thong
qua cong Ethernet ctia no, n6 s& duoc ciu hinh dé hoat dong trong root mode.
Khi & trong root mode, cic AP duoc két ndi v6i cung mot hé théng phan phdi
c6 day c6 thé noi chuyén duoc voi nhau thong qua phan doan cé day. Cac
client khong day c6 thé giao tiép véi cac client khong day khac nam trong
nhiing cell (6 t& bao, hay ving phi song ciia AP) khac nhau théng qua AP
twong tmg ma ching két ndi vao, sau d6 cac AP nay sé& giao tiép v4i nhau
thong qua phan doan c6 day nhu vi du trong hinh 2-3.



Root Mode

Wired
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Wired LAN

Access Points
(Root Mode)

|
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Hinh 2-3: M6 hinh hinh Root Mode

Che do cau n01(br1dge Mode): Trong Bridge mode, AP hoat dong hoan toan
gidng vo1 mot cau noi khong day. AP s€ tro thanh mot cau ndi khong day khi
duoc ciu hinh theo cach nay. Chi mot s6 it cac AP trén thi trudong c6 hd tro
chtrc nang Bridge, diéu nay s€ lam cho thiét bi c6 gia cao hon dang ké. Chung
ta s€ gidi thich mét cach ngan gon cau n01 khong day hoat dong nhu the nao, tu
hinh 2-3 Client khong két ndi v&i cau ndi, nhung thay vao do, cau ndi dugc st
dung dé két ndi 2 hodc nhiéu doan mang co6 day lai véi nhau bang két ndi
khong day.

Bridge Mode

Wired
Clients

Wired LAN 1

=

Access Points
(Bridge Mode)

Wired
Clients

Wired LAN 2

Hinh 2-4: M6 hinh bridge mode



Ché do lap(repeater mode): AP c¢6 kha ning cung cap mot duong két ndi khong
day upstream vao mang c6 ddy thay vi mot két ndi co diy binh thuong. Mot AP
hoat dong nhu 1a mdt root AP va AP con lai hoat dong nhu 1a mot Repeater
khong day. AP trong repeater mode két ndi véi cac client nhur 1 mot AP va két
nbi voi upstream AP nhu 12 mét client.

Repeater Mode

Wired LAN

C—

Access Points
(Repeater Mode)

o
Wireless Clients <o,

Hinh 2-5: M6 hinh Repeater mode

2.1.1. Céc thiét bi may khach trong WLAN:

La nhiing thiét bi WLAN dugc cac méay khach sir dung dé két nbi vao WLAN.
2.1.1.a. Card PCI Wireless:

La thanh phan phd bién nhat trong WLAN. Dung dé két ndi cac may khach vao
hé théng mang khong day. Dugc cdm vao khe PCI trén may tinh. Loai ndy
dugc sir dung phd bién cho cac may tinh dé ban(desktop) két nbi vao mang
khong day.

Hinh 2-6: Card mang khéong day chuan PCI



2.1.1.a. Card PCMCIA Wireless:

Trude day duoc sir dung trong cic mdy tinh xach tay(laptop) va cacthiét bi hd
trg ¢4 nhan s6 PDA(Personal Digital Associasion). Hién nay nho sy phat trién
cua cong ngh¢ nén PCMCIA wireless it dugc sir dung vi may tinh xach tay va
PDA,.... déu duoc tich hop san Card Wireless bén trong thiét bi.

Hinh 2-7: Card mang khéong diy chuan PCMCIA

2.1.1.a. Card USB Wireless:

Loai rat dugc uu chudng hién nay danh cho cac thiét bi két ndi vao mang
khong day vi tinh nang di dong va nhé gon . C6 chiic nang tuong tu nhu Card
PCI Wireless, nhung hd trg chuan cdm 13 USB (Universal Serial Bus). C6 thé
thao lap nhanh chong (khong can phai cim cb dinh nhu Card PCI Wireless) va
hd tro cam khi may tinh dang hoat dong.

Hinh 2-8: Card mang khong diy chuin USB



Bai 50:

Mot s giai phap bio mit trong mang khong day

50.1. WLAN VPN:

Mang riéng 40 VPN bao v¢é mang WLAN br:ing cach tao ra mot kénh che chin
dir licu khoi céc truy cap trai phép. VPN tao ra mot tin cay cao thong qua viéc
sir dung mot co ché bao mat nhu IPSec (Internet Protocol Security). IPSec
dung cac thuat todn manh nhu Data Encryption Standard (DES) va Triple DES
(3DES) dé ma hoa dit liéu, va dung cac thuat toan khac dé xac thuc goi dit liéu.
IPSec ciing sir dung thé xac nhan s6 dé xac nhan khoa ma (public key). Khi
dugc st dung trén mang WLAN, céng két ndi cia VPN dam nhan viéc xac
thuc, dong go6i va ma hoa.

Access Point/
l WPM Server

/:‘_h__‘,ﬂ\\ssocialed

e

_______._Pﬂ

el

Truy cap dén mang LAN bén trong
théng qua dwong ham VPN

Hinh 50.1: WLAN VPN

50.2. TKIP(Temporal Key Integrity Protocol):

La giai phap cua IEEE dugc phat trién nam 2004. La mot nang cap cho WEP
nham vé nhitng van dé bao mat trong cai dat ma dong RC4 trong WEP. TKIP
dung ham bam(hashing) IV dé chdng lai viéc gia mao goi tin, nd ciing cung cp
phuong thirc dé kiém tra tinh toan ven ctia thong diép MIC(message integrity
check ) dé dam ‘bao tinh chinh xac cua goi tin. TKIP st dung khoa dong bang
cach dat cho mbi frame mot chudi sé riéng dé chdng lai dang tan cong gia mao.



50.3. AES(Advanced Encryption Standard):

La mot chirc ning mi hoa duoc phé chuan boi NIST(Nation Instutute of
Standard and Technology). IEEE d thiét ké mot ché d6 cho AES dé dap tng
nhu cau ciia mang WLAN. Ché d6 nay duoc goi la CBC-CTR(Cipher Block
Chaining Counter Mode) voi CBC-MAC(Cipher Block Chaining Message
Authenticity Check). T hop ctia chiing duoc goi 1a AES-CCM . Ché 6 CCM
1a su két hop ctia ma hoa CBC-CTR va thuét toan xac thuc thong di¢p CBC-
MAC. Su két hop nay cung cép ca viéc ma hoa ciing nhu kiém tra tinh toan ven
cua dir liu gui.

Mai hoa CBC-CTR str dung mét bién dém dé bd sung cho chudi khoa. Bién
dém sé ting 1én 1 sao khi ma héa cho mdi khdi(block). Tién trinh ndy dam bao
chi ¢6 duy nhét mot khoa cho mdi khédi. Chudi ky tu chua dugc ma hoa s€ dugc
phan manh ra thanh cac khdi 16 byte.

CBC-MAC hoat dong bang cach sir dung két qua ciia ma hoa CBC cing voi
chiéu dai frame, dia chi nguén, dia chi dich va dir liéu. Két qua s€ cho ra gia tri
128 bit va dugc cat thanh 64 bit dé st dung lac truyén thong.

AES-CCM yéu cau chi phi kha 16n cho ca qua trinh ma hoa va kiém tra tinh
toan ven cua dir liéu giri nén tiéu ton rit nhiéu nang lyc xir Iy cia CPU kha 16n.

50.4. 802.1x va EAP:

802.1x 1 chuan dic ta cho viéc truy cap dua trén cong(port-based) duge dinh
nghia boi IEEE. Hoat dong trén ca moi truong co ddy truyén thong va khong
day. Viéc dleu khién truy cap dugc thyc hién bang cach: Khi mot ngudi ding
b gang két ndi vao hé théng mang, két ndi cua ngudi dung s& dugc dit ¢ trang
thai bi chan(blocking) va cho cho viée kiém tra dinh danh nguoi dung hoan tt.

Trwée khi xac thue ngwéi ding
Users

the Air i
L A
\"-.

Directory

Hinh 50.2: M6 hinh hoat dfng xac thuc cua 802.1x



EAP 1a phuong thic x4c thuc bao gdm yéu cau dinh danh ngudi
dung(password, cetificate,...), giao thuc dugc st dung(MDS5, TLS Transport
Layer Security, OTP_ One Time Password,...) hd tro tur dong sinh khoa va xac
thyuc 1an nhau.

M5 hinh xéc thuc 802.1X-EAP cho Client dién ra nhu sau:

Client AP AnA

=3

AP Blocks All Non-802.1X Traffic

802,1x fEAP-Srarl} (Optional)
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* EAP Challenges and Number of Challange
Messages Vary by EAP Authenlication Type

The 802.1X Message Exchange

Hinh 50.3: Qua4 trinh trao ddi thong tin xac thuc ciia 802.1x

50.5. WPA (Wi-Fi Protected Access)

WEP duoc xay dung dé bao vé mot mang khong day tranh bi nghe trom.
Nhung nhanh chéng sau d6 ngudi ta phat hién ra nhiéu 16 hong & cong nghé
nay. Do do, cong nghé méi cé tén goi WPA (Wi-Fi Protected Access) ra doi,
khéc phuc dugc nhiéu nhuoc diém cia WEP.

Trong nhitng cai tién quan trong nhat cia WPA 1a sir dung ham thay d6i khoa
TKIP (Temporal Key Integrity Protocol). WPA cling stir dung thuat toan RC4
nhu WEP, nhung ma hoa day dii 128 bit. Va mot dac diém khac 1a WPA thay
d6i khoa cho mdi géi tin. Céc cong cu thu thap cac goi tin dé pha khoa ma hoa
déu khong thé thyc hién dugc voi WPA. Boi WPA thay d6i khoa lién tuc nén
hacker khong bao gio thu thap du dit liéu mau dé tim ra mat khau. Khong
nhing thé, WPA con bao gém kiém tra tinh toan ven cta thong tin (Message



Integrity Check). Vi véy, dit liéu khong thé bi thay ddi trong khi dang & trén
duong truyén. WPA c6 san 2 lwa chon: WPA Personal va WPA Enterprise. Ca
2 lya chon déu sir dung giao thirc TKIP, va su khac biét chi 1a khoa khéi tao ma
hoa luc dau. WPA Personal thich hop cho gia dinh va mang van phong nho,
khoa khoi tao s€ dugc sur dung tai cac dlem truy cap va thiét bi may tram.
Trong khi 6, WPA cho doanh nghiép can mot may chu xac thuc va 802.1x dé
cung cap cac khoa khai tao cho mdi phién lam viéc.
C6 mot 16 hong trong WPA va 16i nay chi xay ra voi WPA Personal. Khi ma sir
dung ham thay ddi khoa TKIP dugc st dung dé tao ra cac khoa ma hoa bi phat
hién, néu hacker c6 thé doan dugc khoa khéi tao hodc mot phén ctia mat khau,
ho c6 thé xac dinh duoc toan bd mat khau, do d6 cé thé giai ma duoc dit lidu.
Tuy nhién, 16 hong nay ciing sé& bi loai bo bang cach st dung nhiing khoa khoi
tao khong dé doan (dimng sir dung nhitng tir nhu "PASSWORD" dé lam mat
khau).
Diéu nay cling c6 nghia rang k¥ thuat TKIP ciia WPA chi 1a giai phap tam thoi,
chua cung cap mot phuong thirc bao mat cao nhat. WPA chi thich hop voi
nhitng cong ty ma khong truyén dir liéu "mat" hay cac thong tin nhay cam...
WPA ciing thich hgp véi nhiing hoat dong hang ngay va mang tinh thir nghiém
cong nghé.
50.6. WPA 2
Mot giai phap vé lau dai 1a str dung 802.11i twong duong véi WPA2, duoc
chtrng nhan bai Wi-Fi Alliance. Chuan nay sir dung thuét toan ma hoa manh
mé va duoc goi 1a Chuan ma hoa nang cao AES (Advanced Encryption
Standard). AES sir dung thuét toan ma hoa ddi xumg theo khdi Rijndael, st
dung khdi ma hoa 128 bit, va 192 bit hodc 256 bit. Dé danh gia chuan ma hoa
nay, Vién nghién ctru qudc gia vé Chuan va Cong nghé ciia My, NIST
(National Institute of Standards and Technology), da thong qua thuat toan ma
d6i xtmg nay. Va chuan mi hoé nay dugc sir dung cho cac co quan chinh phu
My dé bao v¢ cac thong tin nhay cam. Trong khi AES dugc xem nhu 1a bao
mat tot hon rat nhiéu so voi WEP 128 bit hodc 168 bit DES (Digital Encryption
Standard). Pé dam bao vé mat hiéu nang, qua trinh ma hoa can dugc thue hién
trong céc thiét bi phan cimg nhu tich hop vaochip. Tuy nhién, rat it nguoi s
dung mang khong déy quan tam tdi van dé nay. Hon nita, hau hét cac thiét bi
cam tay Wi-Fi va may quét ma vach déu khong twong thich véi chuan 802.11i.
50.7. Loc (Filtering)
Loc la co ché bao mat co ban co the st dung cung v61 WEP. Loc hoat dong
gidng nhur Access list trén router, cAm nhiing cai khong mong mudn va cho
phép nhing cai mong mudn. C6 3 kiéu loc co ban ¢ thé duge sir dung trong
wireless lan:

+ Loc SSID

+ Loc dia chi MAC

+ Loc giao thtrc



50.7.a. Loc SSID

Loc SSID la mdt phuong thirc co ban cuia loc va chi nén dugc st dung cho viée
diéu khién truy cap co ban. SSID cua client phai khép voi SSID cua AP dé c6
thé xac thuc va két ndi véi tap dich vu. SSID duogc quang ba ma khong duoc
ma hoa trong cic Beacon nén rat d& bi phat hién bang cach sir dung cc phan
mém. Mot so sai 1am ma nguoi st dung WLAN méc phai trong viée quén li
SSID gom:

(1St dung gia tri SSID mac dinh tao diéu kién cho hacker do tim dia chi MAC
cua AP.

[1Str dung SSID c6 lién quan dén cong ty.

1St dung SSID nhu 1a phuong thirc bdo mat cta cong ty.

1Quang ba SSID mdt cach khong can thiét.

50.7.b. Loc dia chi MAC

Hau hét cac AP déu co chire ning loc dia chi MAC. Ngudi quan trj ¢6 thé xay
dung danh séach céac dia chi MAC dugc cho phép. Néu client c¢6 dia chi MAC
khong nam trong danh sach loc dia chi MAC cua AP thi AP s& ngin chin
khong cho phép client d6 két ndi vao mang. Néu cong ty co nhiéu client thi co
thé xay dung may cha RADIUS c6 chirc niang loc dia chi MAC thay vi AP.
Céu hinh loc dja chi MAC 1a giai phap bao mat co6 tinh mo rong cao.

— 1. Assocation Request —» — 2 Clunt MAC Sem

as RADIUS Requsst ;PAPJ‘“'
; g 5’

Client RADIUS
MAC Address ABC «—— 4. Assocation Response (Success) - 3 RADIUS-Accept ——

Hinh 50.4: Tién trinh xac thue MAC

50.7.c. Loc giao thirc

Mang Lan khéng déy c6 thé loc cac goi di qua mang dua trén cac giao thirc tir
16p 2 dén 16p 7. Trong nhiéu truong hop ngudi quan tri nén cai dit loc giao
thire trong moéi truong dung chung, vi du trong truong hop sau:

C6 mot nhom cau ndi khong day dugc dat trén mot Remote building trong mét
mang WLAN cua mdt truong dai hoc ma két ndi lai t&i AP cua toa nha ky thuat
trung tAm. Vi tat ca nhitng ngudi st dung trong remote building chia sé bang
thong 5Mbs giita nhitng toa nha nay, nén mot s6 lwong dang ké cac diéu khién
trén cac su dung nay phai dugc thyc hién. Néu cac két ndi nay duoc cai dat véi
muc dich dac biét ctia sy truy nhap internet ciia nguoi st dung, thi bo loc giao
thurc s& loai trir tit ca cac giao thure, ngoai tr HTTP, SMTP, HTTPS, FTP...
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Hinh 50.5: Loc giao thirc

Bai 51:

CAC KIEU TAN CONG TRONG MANG WLAN
Mot s6 hinh thirc tin cong xam nhap mang khong day phd bién:
51.1. ROGUE ACCESS POINT

51.1.a. Dinh nghia

Access Point gia mao dugc dung dé mo ta nhitng Access Point dugc tao ra mot
cach vo tinh hay ¢d ¥ 1am anh hudng dén hé thong mang hién c6. N6 duoc
dung dé chi cac thiét bi hoat dong khong day trai phép ma khong quan tim dén
muc dich thyc cta chung.

51.b. Phén loai

a)Access Point dwoc cAu hinh khong hoan chinh

Mot Access Point co thé bit ngd tro thanh 1 thiét bi gia mao do sai sot trong
viéc cau hinh. Sy thay doi trong Service Set Identifier(SSID), thiét 1ap xac
thuc, thiét lap ma hoa,.. dleu nghiém trong nhat 14 ching s& khong thé chung
thuc cac két nbi néu bi cau hinh sai. Vi du: trong trang thai xac thyc md (open
mode authentication) cac nguoi dung khong day ¢ trang thai 1(chua xac thuc
va chua két ndi) ¢ thé giri cac yéu ciu xac thuc dén mot Access Point va dugc



xéc thuc thanh cong s& chuyén sang trang thai 2 (dugc xac thuc nhung chua két
nbi). Neu 1 Access Point khong xdac nhan sy hop 1& ciia mot may khach do 16i
trong c4u hinh, ke tan cong co thé giri mot s6 luong 16n yéu cau xac thuc, 1am
tran bang yéu cau két ndi ctia cac may khach & Access Point , 1am cho Access
Point tir chdi truy cép cta cac ngudi ding khac bao gom ca ngudi ding duge
phép truy cép.

b)Access Point gia mao tir cAic mang WLAN lan can

Céc may khach theo chuén 802.11 tu dong chon Access Point c6 song manh
nhat ma né phat hién dugc dé két ndi. vi du: Windows XP tu dong két nbi dén
két ndi tot nhat co thé xung quanh do. Vi vay, nhitng ngudi ding dugc xac thuc
ctia mot td chire c¢6 thé két ndi dén cac Access Point cta cac to chire khac 1an
can. Mac du cac Access Point lan can khong ) y thu hut két ndi tir cac nguoi
dung, nhitng két ndi d6 vo tinh dé 16 nhitng dir liéu nhay cam.

¢)Access Point gia mao do ké tin cong tao ra

Gia mao AP 1a kiéu tdn cong “man in the middle” ¢ dién. Dy la kiéu tin cong
ma tin tic ding ¢ gitta va trom luu luong truyén gitra 2 nat. Kiéu tin cong nay
rat manh vi tin tic ¢ thé trom tat ca luu lugng di qua mang. Rét kho khan dé
tao mot cudc tén cong “man in the middle” trong mang c6 day boi vi kiéu tan
cong nay yéu cau truy cap thuc su dén duong truyén. Trong mang khong day
thi lai rat dé bi tin cong kiéu nay. Tin tdc can phai tao ra mét AP thu hut nhiéu
su lua chon hon AP chinh thong. AP gia nay c6 thé dugce thiét 1ap bang cach
sao chép tat ca cic cAu hinh ctia AP chinh théng d6 1a: SSID, dia chi MAC
v.v..Budc tiép theo 14 1am cho nan nhan thuc hién két ndi téi AP gia.

- Cach thir nhét 1a doi cho nguoi dung tu két ndi.

- Cach tht hai 1a gay ra mot cudc tin cong tir chdi dich vu DoS trong AP
chinh thong do vy nguoi dung sé& phai két ni lai voi AP gia.

Trong mang 802.11 su lya chon AP dugc thuc hi¢n bdi cuong do cua tin hi¢u
nhén. Piéu duy nhat tin tic phai thyc hién l1a chic chin rﬁng AP cua minh c6
cuong do tin hiéu manh hon ca. Dé ¢ duoc diéu do tin tic phai dat AP cua
minh gan ngudi b lira hon 1a AP chinh thng hodc sir dung ky thuat anten dinh
hudng. Sau khi nan nhan két ni tGi AP gia, nan nhan van hoat dong nhu binh
thuong do vay néu nan nhan két ndi dén mot AP chinh théng khac thi dit liéu
ctia nan nhan déu di qua AP gia. Tin tac s€ su dung cdc tién ich dé ghi lai mat
khéu ctia nan nhan khi trao doi véi Web Server. Nhu vay tin tic s€ co dugc tat
ca nhing gi anh ta mubn dé dang nhap vao mang chinh thong. Kiéu tin cong
nay ton tai 1a do trong 802.11 khong yéu cau chung thyc 2 hudng gitta AP va
nut. AP phat quang ba ra toan mang. Diéu nay rat dé bi tin tdc nghe trom va do
vay tin tic c6 thé liy duoc tat ca cac thong tin ma ching can. Cac nit trong
mang str dung WEP dé chting thuc chung vi AP nhung WEP ciing ¢6 nhiing
16 héng c6 thé khai thac. Mot tin tic co thé nghe trom thong tin va st dung bo
phan tich ma hoa dé trom mat khau cua ngudi dung

d)Access Point gia mao dwoc thiét lap bai chinh nhan vién cia cong ty

Vi su tién loi cua mang khong day mot s6 nhan vién ctia cong ty di tu trang bi
Access Point va két n6i chiing vao mang c6 day ciia cong ty. Do khong hiéu 6
va nam vitng vé bao mat trong mang khong day ho vo tinh tao ra mot 16 hong
16n vé bao mat. Nhitng ngudi la vao cong ty va hacker bén ngoai c6 thé két ndi



dén Access Point khong dugc xac thuc dé danh cap bang thong, danh cap thong
tin nhay cam cuia cong ty, sir dung hé théng mang ctia cong ty tin cong nguoi
khac,...

51.2. De-authentication Flood Attack (tAn cong yéu cau xac thue lai )
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Hinh 51.1: M ta tn cong de-authentication flood

Wireless
Client

»

-K¢é tin cong xac dinh muyc tiéu tan cong 1a cac nguoi dung trong mang
wireless va cac két ndi ccua ho(Access Point dén cac két ndi cua no).

-Cheén cac frame yéu cau xac thuc lai vao mang WLAN bang cach gia mao dja
chi MAC ngudn va dich 1an lugt cia Access Point va cac nguoi ding.

-Nguoi dung wireless khi nhan dugc frame yéu cau xac thuc lai thi nghi raing
ching do Access Point giri dén.

-Sau khi ngit duoc mot nguoi dung ra khoi dich vu khong day, ké tin cong tiép
tuc thyc hién twong ty ddi voi cac nguoi ding con lai.

-Thong thudng ngudi dung s& két ndi lai dé phuc hdi dich vy, nhung ké tan
cong d3 nhanh chong tiép tuc giri cac goi yéu cau xac thyc lai cho ngudi dung.

51.3. Fake Access Point

Ké tan cong sir dung cong cu c6 kha ning gui cac goi beacon voi dia chi vat
ly(MAC) gia mao va SSID gia dé tao ra vo sd Access Point gia lap.Diéu nay
1am x4o tron tt ca cac phan mém diéu khién card mang khong day cua ngudi
dung.
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Hinh 51.2: T4n cong Fake AP

514. Tén cong dua trén sy cam nhan séng mang lop vat ly

Tan s6 1a mot nhuoc diém bao mat trong mang khong day. Mirc d6 ‘nguy hiém
thay d6i phu thudc vao giao dién ctia 16p vat Iy. Coé mot vai tham sb quyet dinh
su chiu dung ctia mang 13: ning lugng mdy phat, d6 nhay ctiia may thu, tan sb
RF, bang thong va su dinh hudng cua anten. Trong 802.11 stir dung thuat toan
da truy cap cam nhén soéng mang (CSMA) dé tranh va cham. CSMA la mot
thanh phan cua 16p MAC. CSMA dugc su dung dé chic chan rang sé khong co
va cham dir liéu trén dudng truyén. Kiéu tin cong nay khong sur dung tap &m dé
tao ra 16i cho mang nhung né s& loi dung chinh chuan dé. C6 nhiéu cach dé
khai thac giao thirc cdm nhan song mang vat ly. Cach don gian 1a lam cho céac
nut trong mang déu tin tudng rang c6 mot nat dang truyén tin tai thoi diém hién
tai. Cach dé nhit dat duoc didu nay 1a tao ra mot nut gia mao dé truyén tin mot
cach lién tuc. Mot cach khéc 1a st dung bd tao tin hi¢u RF. Mot cach tan cong
tinh vi hon 14 lam cho card mang chuyén vao ché d6 kiém tra ma & d6 n6
truyén di lién tiép mot mau kiém tra. Tt ca cac nat trong pham vi cia mot nit
gia 13 rit nhay véi song mang va trong khi c6 mot nut dang truyén thi s& khong
¢6 nut nao duoc truyén.



51.5. Tan cong ngit két noi (Disassociation flood attack)
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Hinh 51.3: M ti tan cong disassociation flood

- Ké tan cong xac dinh muc tiéu ( wireless clients ) va mbi lién két giita AP
v&i cac clients

- Ké tan cong gui disassociation frame bang cach gia mao Source va
Destination MAC dén AP va cac client tuong tmg

- Client s& nhan cac frame nay va nghi rang frame huy két ndi dén tir AP.
Pong thoi ké tan cong cling gdi disassociation frame dén AP.

- Sau khi da ngét két ndi ctia mot client, ké tan cong tiép tuc thuc hién tuong
tur v6i cac client con lai 1am cho cac client ty dong ngat két ndi véi AP.

- Khi cac clients bi ngét két ndi s& thuc hién két nbi lai vi AP ngay lap tuc.
Ké tan cong tiép tuc gdi disassociation frame dén AP va client.



